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Summary of Findings
PURPJLE

P‘MEL,.WMNS.
Budget and Fiscal Management - Albany FOR pABCUSSI0

Segregation of Dutles aver Cash Recelpts

Statement of Condition: The clerk receiving incoming checks determines which bank account
the checks belong to and applies the appropriate restrictive endorsement to the checks. This
person also logs the incoming checks into a spreadsheet and prepares the deposit. This
same clerk has custody of the check stock, as well as the authorized signature. Finally, this
individual has the authority to request a withdrawal of funds from the Short Term Investment
Pool.

Criteria; There should be segregation of duties between custody, authorization and
recordkeeping of cash.

(Potential) Effect: This could result in misappropriation of assets.
Cause; Inadequate staffing.

Recommendation: We recommend that the functions of applying the restrictive endorsement
and custady of the authorized signature card be assigned to two separate individuals.

8 eports not dated or &i
Statement of Condition: There were twa receiving reports that were not signed or dated.

Criteria: The receiving reports should be signed and dated to show evidence of the date the
goods/ssrvices were recelved.

(Potentlal) Effect: This may cause difficulty in determining whether or not goods were
received and by whom.

Cause: Not determinable

Recommendation. We recommend that the re;eiving reports be dated and signed.

Late Payment of Inyaolces

Statement of Condition: All invaices are not being paid by OSC in accordance with the Siate's
palicy of payment within 30 days of MIR date (Merchandise/invoice/Receive date).

Criteria: The Bureau Is subject to the New York State prompt payment law which mandates
that all invoices are to be paid within 30 days.

(Potential) Effect: The Bureau will incur interest charges on past dus invoices by the vendor.
Cause: Not determinable

Recommendation: We racommend that all payments be made within 30 days to be in
compliance with New York State law.
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Deposijt 8lip Verificatlon

Statement of Condition: Deposit slips received by the Office of Budget and Fiscal
Management from Civil Recoveries are not initialed when verified.

Critsrfa; Thers should be evidence that the clerks from the Offlce of Budget and Fiscal
Management have verified the daposit slip totals.

(Potsntial) Effect: Depaosit slips may be overlooked and not adequatsly verified.
Causs: Not determinable
Recommendation; We recommend that the clerks from the Office of Budget and Fiscal

Management Initial the deposit slip after the verification has been performed in order to
ensure that the process is being done and to prevent deposits from being overlooked.

Human Resources - Albany

Reavjsw of Changes to PACER System

Statement of Condition: The PACER system does nat generate a report showing the changes
made to the system since the previous payroll pariod.

Criteria: The changes made to the PACER system should be mopitored to ensure that
accurate employee standing data are being processed.

(Pofential) Effect: inaccurate and/or Incomplete employse data may be entered into the
system, resuiting in improper proceasing of payroll data.

Cause: PACER system does not generate such a report.

Recommendation. \We recommend that the Office of the Attorney General work with the
Pacer administrator to genarate a report that will show changes made to certain significant
fields (i.e. salary, deductions) and additions and deletions from the report. Although the

Office of tha State Comptroller manitors significant changes such as new hires gnd salary
adjustments, we fee| it would be beneficial to the Bureau to monitor other changes.

Clvll Recoveries - Albany

Post Dated Checks

Statsment of Condition: The Civil Recoveries Bureau accepts post-dated checks.

Criteria: The Civil Recoveries Bureau should not accept post-dated checks.

(Potential) Effect. Acceptance of post dated checks results in additional manltoring by the
Bureau to ensure that the checks are deposited on the appropriate dates. In addition, this
could result in weaker collections, due to the risk that the debtor doss not have adequate
funds to cover the check in the futurs.

Cause: The Bureau's current palicy is to allow the acceptance of post-dated checks.

Recommendation: We recommend that the Bureau not accept post-dated checks to increase
the effectiveness and sfficiency of collections.
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Statement of Condition: The Civil Recoveries Bureau Keeﬁﬁhgcas in Its safe overnight.
These checks include post dated checks and checks that they are unsure where to apply.
There is currently no log to indicate what is included in the safe overnight.

Crifsria: The Civil Recaveries Bureau should maintain a log of items included in the safe.
(Potential) Effect: Could resultlin misappropriation of assets

Cause: Not determinable.

Recommendation: We recommend that the Bureau maintain a log of itams left in the safe
overnight.

Administrative Opsrations and Services Management - Albany

Fixed Asset inveptory Updates

Statement of Condition: The active inventory log is not updated In a timely manner. Legal
technology s shipping items out of the warehouse without notifying the supervisar of
Administrative Operations and Services Management (AOSM). Therafore, the active
inventory log that the supservisor maintains, does not contain current information.

Criteria: The active inventory log should contain up to date information on the statys of each
active inveniory item.

{Potential) Effect: The active inventory items are difficult to locate and track.
Cause: Lack of communication between Legal Technology and AOSM

Recommendation: We recommend that legal Technology inform AOSM immediately of any
updates regarding active inventory.

Investor Protection and Securities — New York City

Review of Complaints

Statement of Conditian. Customer complaints received by the Investor Protection and
Securities Bureau are reviewed by the Bureau chief, but this review is not evidenced.

Criteria: There should be evidence that the Bureau Chief has reviewed the customer
complaint.

(Potential) Effect: Customer complaints may be overlooked and not adequately resolved.
Causs: Not determinable
Recommendation: Ws recommend that the Bureau Chlef initial the customer camplaint after

the review has been performed in order to ensure that the process is being done and to
prevent complaints from being overlooked.
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PRELIMINARY DRAFT
Charities — New York City FOR DISCUSSION PURPOSES Gigl Y

Delinquency Letters

Statement of Condition: Currently the computer system used by the Charities Bureau cannot
automatically generate delinguency letters, when the required documents have not bsen
received by the deadline.

Criteria: This process should be automated.

(Potential) Effect: Since there are more than 35,000 files, this task can not be efficiently
accomplished without adequate software support.

Cause: When the system was installed this feature was taken away.

Recommendation: We recommend that the Bureau discuss with its software technicians the
possibility of creating this functionality.
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DRAFT

August 11, 1999

PricewaterhouseCoopers LLP
80 State Street
Albany, New York 12207

Dear Sirs:

In connection with your examination of management's assertion dated November 13, 1998
that, except for the material weakness described in the fifth paragraph of this letter, the New York
State Department of Law's (Office of the Attorney General - "OAG") internal accounting and
administrative controls maintained during the period April 1, 1998 through November 13, 1998, are
adequate to meet the criteria established by the State of New York, as set forth in the "New York
State Governmental Accountability, Audit and Internal Control Act of 1987" and the significant
objectives and relevant internal accounting and administrative controls described in the Appendix to
this letter, we confirm, to the best of our knowledge and belief, the following representations made
to you during your examination.

The OAG is responsible for establishing and maintaining internal controls consisting of a
system of internal accounting and administrative controls, the objectives of which are to provide
management with reasonable, but not absolute assurance that assets are safeguarded against loss
from unauthorized use or disposition and that transactions are executed in accordance with
management's authorization and are recorded properly.

The OAG has evaluated the effectiveness of its internal accounting and administrative controls
in effect during the period April 1, 1998 through November 13, 1998 in relation to criteria for
effective internal control as set forth in the "New York State Governmental Accountability, Audit
and Internal Control Act of 1987" and the significant objectives and relevant internal accounting
and administrative controls described in the Appendix to this letter. Based on this evaluation, the
OAG believes that, for the period April 1, 1998 through November 13, 1998, its internal accounting
and administrative controls in effect meet the criteria.

The OAG has made available to you all the financial and administrative records and related
data relevant to the attached Appendix.
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We have no deficiencies in the design or operation of the internal controls Which ﬁL
adversely affect the OAG's ability to record, process, summarize and report data.

To the best of our knowledge, there have been no:

+ Irregularities involving management or employees who have significant roles in the OAG's
internal accounting and administrative controls;

* Irregularities involving other employees that could have a material or significant effect on
the OAG's internal accounting and administrative controls;

+ Communications from regulatory agencies concerning non-compliance with, or deficiencies
in, financial reporting practices or other matters that could have a material or significant
effect on the OAG's internal accounting and administrative controls;

*+ Material weaknesses in the OAG's internal accounting and administrative controls, except
that cash and related accounting records may not be appropriately safeguarded due to
inadequate segregation of duties between the cash receipts (Significant Objective: Process
cash receipts from bureaus) and disbursement functions (Significant Objective: Uphold
fiduciary responsibility over funds held for claimants of defrauders).

To the best of our knowledge, there have been no changes in the OAG's internal controls
including internal accounting and administrative controls, as well as corrective actions taken by
management, and no events have occurred subsequent to November 13, 1998 that might
significantly affect the OAG's internal accounting and administrative controls.

It is the understanding of the OAG that your examination was made in accordance with
standards established by the American Institute of Certified Public Accountants, Government
Auditing Standards issued by the Comptroller General of the United States and as required by the
"New York State Governmental Accountability, Audit and Internal Control Act of 1987".
Therefore, your study was designed primarily for the purpose of reporting on management's
assertion that the OAG's internal accounting and administrative controls maintained during the
period April 1, 1998 through November 13, 1998, are adequate to meet the criteria established by
the State of New York, as set forth in the "New York State Governmental Accountability, Audit and
Internal Control Act of 1987" and the significant objectives and relevant internal accounting and
administrative controls described in the Appendix to this letter and that your tests of the accounting
and administrative records and other procedures were limited to those which you considered
necessary for that purpose.

Sincerely,

Dennis C. Vacco
New York State Attorney General

Daniel J. Dustin
Internal Audit Officer and Chief Accountant
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STATE OF NEW YORK
OFFICE OF THE ATTORNEY GENERAL

MEMORANDUM

TO: Caitlin Halligan
Martin Mack
Peter Pope
Richard Rifkin
Dieter Snell

FROM: Richard E. Warnke
DATE: November 15, 2001

SUBJECT: Internal Audit Plan b/

if
As a publicly elected official, the Attorney General is required by law to secure the services of an
outside auditor to conduct an independent internal audit of the Office of the Attorney General every
three years. The firm of Price Waterhouse Coopers has been hired to perform this audit which is
scheduled to begin the end of this month.

The auditors will perform the audit by “testing” the control measures we have established to protect
confidential information, and financial and physical assets of the OAG. The auditors will review our
records to ascertain if proper written approvals are present and will question staff regarding
procedures to determine if all required steps have been taken. The basis of these tests will be the
controls listed on the attached document.

The attached pages contain a list of the various Significant Objectives of the OAG, the Relevant
Controls we have in place, and the Financial and\or Administrative Significance of the objectives.
The list is divided by program and bureau. This list was originally developed by the previous
administration for the Internal Control Audit performed in 1998. Each Program Head and Bureau
Chief should closely review the controls listed for his or her bureau to assure that the list reflects
the actual operating procedures of the bureau, with attention to the general practice of the office
and appropriate level of review. Also, please verify that the reference to law is correct. Changes
or additions should be brief and general in description of the control process.

The review should be completed by Friday, November 23. Please direct your questions to myself,
or Sylvia Hamer at 518-473-7900, or Jean Woodard at 518-474-8146. Your cooperation in this
effort is greatly appreciated.

cc: Rich Baum Kermitt Brooks Terryl Brown
Sylvia Hamer Michele Hirshman Francine James
Patricia Martinelii David Nocenti Chris Prather
Dan Smirlock Chris Walsh Sue Watson

FOIL G000154-032122 000008
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

ADMINISTRATION

Assistant Deputy’s Office
Sylvia Hamer

Log and process public requests for copies
of information and records.

Confidential and personal information withheld or
deleted.

Freedom of information Law (FOIL). Act.
6 Public Officers Law.

Administrative Operations
and Services Management
(Albany)

George Owad

Fixed asset and equipment Inventory.

Responsible for distribution of pre-numbered
decals applied to all significant purchases.

Maintain computerized list of equipment by
decal number and location.

Conduct periodic phyéical inventory of all
fixed assets.

Control the distribution of supplies statewide
(except NYC)

Approximately $0.5 million
in non-computer equipment
purchased in 2000 - 01.

Ensure assets over $1,000 are
accounted for, per OSC Guidelines.

Administrative Operations
and Services Management
(NYC)

Bill Peacock

Handle all deposits of cash receipts for
various collections made by the NYC
Bureaus.

Maintains Petty cash Account.

Segregation of duties exists between receipt
and restrictive endorsement (in Bureaus) and
deposit and reconciliation functions (in
Administration); no checks written from this
account.

Bank accounts are reconciled monthly by the
office supervisor. Prepares petty cash
checks upon receipt of authorized request;
sends statement & documentation to BFMB
(Albany) for account reconciliation and
recap.

Approximately $9.1 million
in deposits from NYC
based operations in 2000 -
01.

Ensures: funds
accounted for.

Budget and Fiscal
Management (BFMB)

Jean Woodard

Payroll processing and check
distribution are separate functions.

Payroll checks in the Albany and New York
City offices are claimed by designated
employee from each Bureau, who must sign
for the checks. For Regional Offices, a
transmittal is forwarded to the office and
acknowledged.

Payroll was approximately
$111 million for 2000 - 01,
not including fringe
benefits.

Office of the Attorney General

employs 1,900 people.

FOIL G000154-032122 000009
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Process cash receipts from Bureaus.

Form AC909, Report of Monies Received, is
approved by the Director or Assistant
Director of BFMB.

Monthly bank reconciliations are prepared
and reviewed.

Preparation and submission of annual “Sole
Custody Fund/Account Report” to
Compitroller; approved by Director of BFMB.

$200 million in judgements,
collections, fees, etc. for
2000 - 01.

Ensure funds received, disbursed
and accounted for properly.

Uphold fiduciary responsibility over
funds held for restitution.

The request for withdrawal of funds must be
submitted by the Director of BFMB or
designee to the Office of the State
Comptroller (OSC) to obtain a release of
funds from escrow.

Segregation of duties exists between check
signing and check distribution functions.

$200 million in judgements,
collections, fees, etc. for
2000 - 01.

Ensure funds received, disbursed
and accounted for properly.

Monitor current expenditures.

Expenditure levels are reported periodically,
generally monthly, by the Director of BFMB.

Annual budget was about
$174 million in 2000 - 01.

Ensure expenditures do not exceed
budget as enacted.

Assess the fiscal requirements of OAG

‘| and submit an annual budget to Division

of the Budget (DOB).

Under direction from Executive
Management, the budget is prepared by
BFMB.

Annual budget was about
$174 million in 2000 - 01.

Ensure Governor, Division of Budget
and Legislature apprised of OAG’s
needs and priorities.

Enter into contracts with experts to
provide assistance in litigation.

The Request for Expert Witness is approved
by a Division Chief, Bureau Chief, BFMB,
and OSC where required.

A retainer letter specifying the maximum
amount that will be paid is signed by the
Director or Assistant Director of BFMB and
submitted to the expert.

$4.1 million was paid to
experts in 2000 -01.

Ensure availability of experts needed
to support cases on behalf of the
State.

Checking Accounts

Maintains Albany Petty Cash, OCTF
Confidential Fund Sub Accounts, and
Attorney General’'s Reimbursement.

Checking accounts total
about $165,000.

Ensure accounts balance & funds are
accounted for.

FOIL G000154-032122 000010
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Serve as purchasing agent for OAG,
initiate bidding process when
appropriate; separate group ensures
that payment is made within 30 days of
receipt of goods and services

A Purchase Request form is required for all
purchases. All request forms are signed by
the Division Chief or assigned
representative.

The purchasing agent will review and sign all
purchase requests and purchase orders.

All purchase orders are prenumbered.

Specific bidding procedures must be followed
for all non-State contract purchases unless
only a sole or single source vendor can meet
the needs of OAG. Informal bidding occurs
for all purchases between $5,000 - $15,000.
Any single non-State contract purchase
greater than $15,000 requires competitive
bids to be obtained through a formal bidding
process.

Standard vouchers are reviewed and signed
by the Director or Assistant Director of
BFMB. All vouchers are prenumbered by the
computer system when the PO is entered to
prevent duplicate payments.

Invoices requesting payment are verified by
group/individual receiving service/goods prior
to payment. Actual payments processing
and certification of payments are separate
functions. A tracking system is in place to
ensure payments are made with the required
time period.

Nonpersonal service
expenditures were $53
million in 2000 - 01.

Ensures State procurement and
payments laws and guidelines are
followed. ,
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Monitor guidelines issued by State
agencies (.e., OSC, DOB) and
directives of the Attorney General to
ensure OAG is functioning as intended.

A file of guidelines issued by State agencies
and directives of the Attorney General is
maintained and monitored. :

Administrative memoranda, addressing
significant guidelines and directives, are
approved and issued.

Administrative policies and
procedures are established in
accordance with Attorney General,
OSC, and DOB Guidelines.

Human Resources

Eric Schwenzfeier

Ensure Civil Service Laws and Rules
and Regulations are observed and
complied with regarding staffing of all
positions and the

competitive
classification of all positions.

A request to fill must follow the agency
prescribed procedure of approval by Bureau
Chief, and Division Chief or his/her deputy;
under financial constraint, the First Deputy of
the Attorney General also must approve.

A position represented by the CSEA
negotiated contract must be posted for 10
days, as specified in the contract.

Competitive class candidates must be
selected from eligibility lists and approved by
Civil Service.

Exempt hires must be approved by the Chief

of Staff.

Payroll was at $111 million
in 2000 - 01, not including
fringe benefits.

Ensure compliance with Civil Service
Laws and Regulations: non-
compliance may result in fines and

| lawsuits.

Certify Time and Attendance.

Review time and attendance records to
ensure that they are completed correctly,
signed and certified by both employee and
supervisor.

Payroll was approximately
$111 million in 2000 - 01,
not including fringe
benefits.

Office of the Attorney General
employs 1,900 people.

Timely and Accurate processing of
Office of the Attorney General payroll

information.

Segregation of duties between Payroll and
Personnel functions.

Form PR76: the transmittal form that
accompanies the payroll information is
reviewed and signed by one of the following:
- Director of Human Resources

- Assistant Director of Human Resources

Payroll was approximately
$111 million in fiscal year
2000-01, not including
fringe benefits

Office of the Attorney General
employs 1,900 people.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Legal Technology

Robert Vitello

The computer operations objective is to
provide controls over completeness and
accuracy of data processed and ensure
proper backup of production data files.

Changes to the job schedule must be
requested in writing by users who review the
job output.

Daily backups are performed on the system.
Logs are prepared and reviewed daily.

The program and data file security
objective is to provide a secure
environment (i.e., only authorized
individuals have access), allow users to
meet their data processing needs and
rely on the results of this processing.

The supervisor of Legal Technology is
responsible for approving access
capabilities.

Passwords are changed periodically.

The system software objective | is to
provide for testing of changes to system
software used by OAG.

OAG submits written results of tests
performed when system software upgrades
are made.

FOIL G000154-032122 000013
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

The maintenance objective is to provide
programming and technical support for
application systems.

Procedures exist to test implementation and
approval of modifications to existing
programs.

The Supervisor of Legal Technology has the
responsibility for general applications
development and for reviewing and
prioritizing written requests for modifications
to existing systems.

Programmers modify in a test environment.

For on-line applications, OAG programmers
request in writing the transfer of modified
object modules to production by system
programmers at OGS.

The Supervisor of Legal Technology reviews
documentation to ensure only authorized
modifications to source and object modules
for batch applications and source modules
for on-line applications have been
transferred to production. The Supervisor of
Legal Technology performs a review of
production libraries to ensure source and
object modules are the same.

Major

initiatives and budgetary

resources are reviewed by the Legal
Technology Committee.

Committee reviews and prioritizes the
technology agenda.

Approximately $10.3 million

.| was spent on.technology

equipment, software and
application development
and implementation in 2000
- 01.

Ensure OAG technology priorities are
addressed and resources allocated
appropriately.

Inventory of hardware and software.

Monitored from issuance of purchase
requisitions to surplus property. Separate
inventory is maintained in Legal
Technology

Approximately $4.9 million
in computer equipment
was purchased in 2000 -
01.

Ensure assets over $1,000 are
accounted for per OSC Guidelines.

FOIL G000154-032122 000014




Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives.

Relevant Controls

Financial Significance

Administrative Significance

-- New York State Office of the Attorney General -

The objective of the Local and Wide
Area Networks (LAN or WAN) is to
provide users with the ability to share
software, data files and printers in a
secure microcomputer environment.

Users must have a log-in ID, password and
home director, which is established by the
appropriate agency’'s LAN/WAN manager
in order to access network-shard
resources.

Passwords must be changed every 40
days and the same password may not be
used twice in one year.

Users cannot escape from the user menu

without logging out of the network.

Each user is assigned group and user
rights, which restrict access to the

.directory.

Files are flagged with attributes to restrict
update access.

Virus detection and sterilization software
runs on workstations and network servers.

| Changes or revisions to hardware and

software are controlled and
authorized.

Administrative Memorandum TECH-1
outlines requests for new services
(software, hardware, labor).

Forms must be approved by bureau chiefs
and division directors.

Security review is performed on all
software prior to adding to the resource
base. ‘
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Signifiéance

APPEALS & OPINIONS

Appeals & Opinions (Albany
& NYC)

Caitlin Halligan

Responsible for the oversight of all appellate
litigation in State and Federal courts

Appeal recommendations are fogged and
appropriate action is determined under the
supervision of the Solicitor General.

Monthly and quarterly reports are prepared
detailing case status.

An annual report of significant matters is prepared
for the Solicitor General and the Attorney General.

Section 63 of Executive Law lists
Attorney General & Solicitor General
duties.

CRIMINAL DIVISION

Criminal Prosecutions
(Albany & NYC)

Peter Pope

Investigate criminal matters referred to the
Attorney General and enforce criminal
statues within the jurisdiction of OAG.

Complaints are logged and appropriate action is
determined.

Case initiation and attorney assignment is
approved by either the Deputy Bureau Chief (NYC
or Albany) or as to cases within a particular
section, by a section chief.

A tracking system is in place to monitor case
status.

Approval of the Bureau Chief or Deputy Bureau
Chief is required to submit charges to a grand

jury.

NYSPIN Warrant and Criminal History Request
forms are signed by either the Bureau Chief,
deputy Bureau Chief, or the Section Chief.

Cases may not be disposed of by plea negotiation
without approval of the Bureau Chief.

The Bureau Chief meets with attorneys

periodically to discuss the status of cases.

General duties of the Attorney General
mandated by Section 63 of the Executive
Law, various other statutes empower

Attorney General with criminal
prosecution jurisdiction.
FOIL G000154-032122 000016
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Medicaid Fraud Control Unit

(Albany, Buffalo, NYC, Pearl
River, Syracuse)

Karen Lupuloff

Ensure ‘proper authorization and

completeness of Confidential
disbursements.

Fund

Requests for Advances from Confidential Fund
authorized by completing Request for Funds form
with Executive approval.

Confidential Fund is reconciled monthly by a
disinterested party.

Sequential log is maintained of Requests by fund
custodian.

A “Receipt for Funds” form is completed for all
undercover payments. '

“Close Out” forms for Advances are prepared and
certified by supervisors. ‘
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significanée »

Administrative Significance

Process cash receipts from alleged criminal

sources.

Seized cash is processed by the investigator.
The cash is inventoried and secured in a sealed
clear evidence bag. The cash and sealed bag are
logged into an evidence log, assigned an
evidence number, and placed into a locked file
cabinet located inside a locked evidence room.
Cash remains secured in the evidence room until
the investigator removes it for court purposes by
properly signing cash out of evidence logbook.
Cash is generally maintained in.- the evidence
room until the case is disposed of. Thereafter,
cash is properly removed from the property room
and hand carried to the finance office, whereby a
receipt is issued to the investigator.

FOIL G000154-032122 000018
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significancé

Administrative Significance

Prosecute on behalf of the State, crimes

| related to fraud in the Medicaid Program and

patient abuse.

Cases which, in the opinion of the appropriate
Regional Director or Bureau/Division Chief, have
been determined to have prosecutorial potential
are assigned to an attorney, auditor and
investigator within the Regional and/or
Bureau/Division for legal analysis, audit and
investigation. Amemorandum isissued indicating
that the case has been opened.

The Supervising Investigator assigns a number to
the case and enters it into a log.

Litigation documentation is maintained by the
Central Files Unit.

Cases are reviewed by a senior attorney.

Electronic surveillance-related documents and
materials are maintained in locked facilities by the
Tech Room Senior Investigator, who also
maintains a log of the documents and materials.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Cash Receipts - Restitution: Ensure proper
control and safeguarding of funds.

Allawards are set up in Account Folders and Trial
Balance File - based on forms received from
Special Assistant Attorney(s) General ( SAAGS).

Finance Aide processes checks, updates Account
file and prepares ACS09.

Second Finance Aide reviews and signs off all
forms.

Finance Assistant signs AC909.

ACQ909 forms are posted to computer file.

Month end Trial Balances and reconciliations are
prepared and sent to Executive management and

SAAGS.

AC909 sent fo Treasury are checked to J10's and
LED40.

No accounts can be written off unless approved in

writing by the Deputy Attorney General.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Organized Crime Task Force
(White Plains & Buffalo)

George Quinlan

Ensure

proper authorization

and

completeness of confidential disbursements.

Requests for advance payments from the
Confidential Fund bank account are authorized by
using a Request for Funds form and telephone bill
payments are authorized by using a Telephone
Payment Request Form. As appropriate, bills are
routed to Albany, Buffalo or White Plaines to the
appropriate sub-account for payment.

Requests exceeding $5,000 require the writfen
authorization of the Deputy Attorney General or
his/her designee. Requests exceeding $10,000
require written authorization of the Division Head
or his/her designee. Requesis exceeding
$10,000 require written authorization of the
Division Head or his/her designee.

Prepares checks pursuant to documented and
executed requests and maintains back-up.

Requester acknowledges receipt of funds by
signing the Request for Funds form under the
Fund Processing and Receipt section. For funds
requested for a Cooperation form when funds are
received.

Requester submits a Closeout for Fund Advance
or interim reports with receipts, required
documentation and any funds not expended.

The Chief Investigator reviews and initials
Closeout for Fund Advance.

Separate functions reconciles and recaps fund;
each sub-account is reconciled separately, with
the Full Confidential Fund balances reconciled
and recapped in Albany BFMB by staff.

The OCTF Confidential Fund
accounts are authorized at a
combined total of $125,000.

Ensure funds are documented and
accounted for properly.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Process cash receipts and disbursements
from alleged criminal sources.

Access to seized cash is limited by entering cash
into the evidence vault using a Property Form.
The Property Form is signed by the investigator
who seized the money.

Cash is generally not maintained in the evidence
vault for [onger than the next available banking
day. The investigator who deposits the money
(not the investigator who brought the money in)
into the Lawyer's Escrow Account forwards the
validated deposit slip and a memo specifying the
subject the asset was confiscated from, case #

~and amount of depositto OCTF Confidential Staff.

Completed request for payments form is
forwarded to OSC along with the court order.
OSC forwards the funds back to confidential staff
who deposit the funds into the Lawyer's Escrow
Account. The Confidential staff will cut the
check(s) in accordance with the instructions
forwarded on the memo.

Authorized signers are the Director and Assistant
Director of BFMB, and two confidential staff
members.

A “Monies Received Report” (AC 909) is
completed, approved by the Director and/or
Assistant Director of BFMB and logged into the
manual logbook for all forfeited monies. The
check and a copy of the AC 909 are then
forwarded to the OSC.

The Lawyer's Escrow Account is reconciled
monthly by the OCTF Finance Controller.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Public Advocacy

Antitrust
(NYC)

Jay Himes

Represent the State and its citizens in State.

and Federal antitrust litigation, enforce the
State and Federal Antitrust Laws against
restraints of trade, and promote competition
and free enterprise within New York State.

Complaints and other enforcement actions are
logged and reviewed to determine appropriate
action.

Case initiation is performed, litigation
documentation is accumulated, and settlements
are reviewed by the Bureau Chief.

A semiannual status report of significant matters
is prepared for the Division Chief and the Attorney
General.

Attorney General’s authority pursuant to
Donnelly Act and Section 15¢ of US code
(the Hart Scott Act) empowers the AG of
each state with the authority to represent
all consumers in their respective state.

Charities
(Albany & NYC)

Bill Josephson

Review various activities of not-for-profit
corporations including:

- filing of amendments of certificates of
incorporation.

- sales of property (only sales of all or
substantially all assets of charitable
organizations, and all sales of real property
by certain religious organizations).

- mergers.

- dissolutions of corporations.

A log of certificates and amendments is
maintained to record receipt and return of
certificates.

Sales, mergers and dissolutions are reviewed by
the attorney assigned, who provides a no
objections endorsement or makes objections as
appropriate.

Attorney General’'s authority is dictated
by the Not-for-Profit Corporation Law.

Fulfill the statutory oversight role of
charitable organizations and assets by
requiring registration and annual reporting
by:

- charities

- foundations

- trusts and estates with charitable interest.

Registrations are logged.
Annual reports and filing fees are logged.

Delinquent annual report filings are monitored.

Section 8—1 .4 of the Estates, Powers and
Trust Law and article 7A of the Executive
dictate the Attorney General's authority.

Fulfill statutory oversight of fund-raising
professionals by requiring registration of:

- Professional Fund Raisers

- Professional Fund-raising Counsel

- Solicitors (Albany).

A database is maintained of registration
information.

Article 7A of the Executive Law dictates
Attorney General's authority.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Protect the interests of the public as the
ultimate beneficiaries of all charitable gifts
and bequests contained in wills and trust
agreements.

Casesare logged and assigned to the appropriate
attorney.

Fiduciary accounting is reviewed by an Assistant
Attorney General before an approved distribution
is made from an estate that contains a gift to a
charitable organization.

Attorney General's authority is dictated
by the Estates Powers and Trust Law.

Review inquiries and complaints, and protect
the interests of the public by initiating
investigations and litigation where
appropriate.

Complaints are logged and appropriate action is
determined. If cases are initiated, they are
recorded in a case log. Documentation is
accumulated. Significant matters are reported to
the Division Chief in periodic reports.

The Attorney General is empowered fo

investigate and litigate violators through |

Executive Law, Estates, Powers and
Trust Law, and Non-for-Profit Corporation
Law.

Process funds collected from settlements.

Financial effects of settlements are administered
by BFMB.

Civil Rights
(NYC)

Andy Celli

Enforce Civil Rights Law under State and
Federal law through investigation, litigation,
monitoring and settlement in the courts.

Complaints are logged and appropriate action is
determined.

Case initiation is approved by the Bureau Chief.
Litigation documentation is reviewed by the
Bureau Chief and, when case is significant, by the
Division Chief.

Resulis of monitoring are memoed and filed.

Case resolution is approved by the Bureau Chief
and Division Chief.

A periodic status report of significant matters is
prepared for the Division Head.

Section 63 of the Executive Law and the
State Human Rights Law grant Attorney
General’s responsibility.
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Consumer Frauds
Protection

(Albany & NYC)

Tom Conway

and

Protect the consumer from fraudulent,
misleading, deceptive and illegal business
practices and, where appropriate, undertake
mediation efforts or initiate investigations
and seek an assurance of discontinuance,
institute litigation or obtain a consent
judgement. Represent the public interest in
utility rate, energy cost and policy matters.

Complaints are logged and reviewed to determine
appropriate action.

Periodic reports are produced detailing progress
of complaints.

Case initiation takes place and litigation
documentation is accumulated and reviewed by
the Bureau Chief.

All pending briefs and other legal documents are
reviewed by the Bureau Chief or Deputy Bureau
Chief.

Periodic meetings are held to discuss upcoming
and significant matters.

Assurance of discontinuance or consent
judgement is approved by the Bureau Chief.

Section 63 of the Executive Law grants
Attorney General's authority.

Article 78 of the Civil Practice Laws &
Rules allows Attorney General to
represent the public interest.

Section 198-a of the General Business
Law mandates Attorney General's
responsibility.

Administer the State’s Lemon Law Program,
including collection of restitution and
damages from violators.

Arbitration applications are reviewed and
submitted to the Administrator appointed by _-- ?

The Compliance Officer obtains settlement forms
from case attorney and logs collections. I[f
applicable, settlements are administered by
BFMB.

An annual report with arbitration statistics is
prepared. )

Rules and regulations promulgated by
the Attorney General pursuant to the
General Business Law.
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Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Environmental Protection
(Albany & NYC)

Peter Lehner

Initiate affirmative litigation on behalf of the
State to protect the public health and safety
from the threat of

- air and water pollution

- acid rain

- hazardous wastes.

Defend State agencies when their regulatory
actions regarding environmental matters are
challenged.

Defend State agencies accused of violating
environmental statues or regulations.

Process court settlements.

Communication is established between the
Department of Environmental Conservation (DEC)
and Bureau Chief to identify and initiate a formal
complaint.  For non-agency referrals, case
initiation is approved by the Bureau Chief.

Complaints are logged and attorney assignment
is determined.

File documentation and referral letters are
maintained for all cases.

Calendars are maintained to keep track of cases.
Maintain full case reports, updated regularly,
tracking cases in progress.

Periodic reports of significant matters are
prepared for the Bureau Chief and the Deputy
Attorney General.

The Executive Law, Environmental
Conservation Law, State Common law,
Federal Environmental Protection Law
and Public Health Law dictate Attorney
General's authority.

-- New York State Office of the Attorney General -

Investor Protection
(NYC)

Eric Dinallo

Protect the public from fraud by regulating
sales of investment securities and
commodities in NYS and requiring
registration of the following with OAG:

- brokers

- dealers

- salesmen

- investment advisors

- issuers of securities.

Registration documents are reviewed, comparing
the filing with rules and regulations to ensure full
disclosure (in-house or by the Central Registration
Depository for National Association of Securities
Dealers members).

Martin Act mandates Attorney General's
responsibility.

Where appropriate, undertake investigations,
and civil litigation.

Complaints are logged and appropriate action is
determined. :

Case initiation takes place, litigation
documentation is accumulated and . case
dispositions are approved by the Bureau Chief.

A periodic status report of significant matters is
prepared for the Division Chief.

Prosecute violators of the Martin Act;
Business Corporation. Law-takeovers
(Article 16-Sections 1600 to 1623);
General Business Law - franchises
(Article 33-Sections 680 to 695); and Art
and Culture Affairs Law (Article 23-
Sections 2301 to 2323).
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Enforce laws regulating the following:
- financing of theatrical ventures

- sale of franchises

- corporate takeovers

Registration of box office employees and
supervisors.

Registration documents are reviewed, comparing
the filing with rules and regulations to ensure full
disclosure.

Records are kept of all persons who have control
of the original distribution of tickets.

Business Corporation Law - takeovers
(Article 16-Sections 1600 to 1623);
General Business Law-Franchises
(Article 33 - Sections 680 to 695); and Art
and . Culture Affairs Law (Article 23-
Sections 2301 to 2323).

Protect the public from fraud with respect to
real estate offerings including:

- co-operatives

- condominiums

- syndications

- homeowners associations

- timesharing

Comparisons are made with rules, regulations
and a checklist to ensure full disclosure in the
offering document.

The reviewing attorney makes comments on the
proposed offering document.

Investigate complaints and where
appropriate, initiate civil or criminal actions.

Complaints are logged and appropriate action is
determined. .

Case initiation is approved by the Division Chief.

A periodic status report of significant matters is
prepared for the Division Head.

Process court settlements and filing fees.

If applicable, cash settlements and filing fees are
administered by BFMB.

-- New York State Office of the Attorney General -
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

REGIONAL OFFICES
Marty Mack

Binghamton
Brooklyn
Buffalo
Harlem
Nassau
Plattsburgh
Poughkeepsie
Rochester
Suffolk
Syracuse
Utica

| Watertown

White Plains

Responsible for coordination of State
Counsel work related to Claims and
Litigation, Public Advocacy work related to
Consumer Frauds, and other legal actions
as needed.

Cases and complaints are logged and received by
Regional Office Heads and assigned; overall
direction and management provided by Division
Head. :

Section 63 of Executive Law lists
Attorney General's duties. Other
Sections cited in various legal divisions
apply here, too.

STATE COUNSEL

Contract Approval (Albany)

Steve Hensel

Review and process State agency contracts
and fiduciary bonds.

OSC will not approve contracts prior to Attorney
General approval.

Civil Recoveries (Albany)

Mary House

Collect monies owed to the State from
delinquent accounts, unpaid student loans,
damages to State property, fines and other
penalties.

Segregation of duties exists between receipt and
restrictive endorsement (in mailroom), preparation
of receipts log (in Civil Recoveries), and deposits
of collections (in BFMB).

Approximately $77 million in
collections during fiscal year

2000-01.

Section 63 of the Executive Law requires
payment into the State Treasury of
monies received by the Attorney General
for all debts due or penalties forfeited to
the people of the State.
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Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Claims (Albany/NYC)

Joe Perretta - Albany
Sue Pogoda - NYC

Defend the State against actions in the Court
of Claims.

Process orders, judgments and settlement
stipulations to reimburse State officers and
employees who are sued personally for
carrying out their official duties.

Claims are logged and appropriate action is
determined. A tracking system is in place to
monitor various stages of claims processing.

Case status and significant case reports are
prepared periodically and distributed to the
Bureau Chief.

Case settlements are approved by Bureau Chief,
and depending on the amount, the Assistant
Division Chief, and/or Division Chief.

| General duties of the Attorney General

mandated by Section 63 of Executive
Law.

Sections 17 and 19 of the Public Officers
Law mandate the Attorney General's
responsibility for Defense of Employees.

Labor (NYC)

Patricia Smith

Defends civil action against Commissioner of
Labor and brings civil and/or criminal action
against employers for violations: of State
Labor and Workers' Compensation Laws
including:

- failure to pay minimum wage or fringe
benefits.

- failure to carry Workers’ Comp. or disability'

insurance. _
- failure to comply with labor laws .
- bankruptcy proceedings.

Represent the Workers’” Compensation
Board and the Unemployment Insurance
Appeal Board when its decisions are
appealed.

The complaint or proceedings is logged and
appropriate action is determined.

Case initiation is approved by the Bureau Chief.

Formal procedures exist to address complaints
and handle cases, including review of status of
cases by the Division Chief with the Bureau Chief
on a periodic basis.

Review procédures exist {o address various types
of appeals.

Section 63 of the Executive Law
mandates Attorney General's
responsibility.

-- New York State Office of the Attorney General -
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Internal Control Matrix by Bureau

Division / Bureau

Significant Objectives

Relevant Controls

Financial Significance

Administrative Significance

Litigation (Albany & NYC)

Bruce Feldman - Albany
Jim Henley - NYC

Defense of State against actions in courts
other than Court of Claims.

Actions are logged and appropriate action is
determined. A tracking system is in place to
monitor various stages of processing.

Case status and significant case reports are
prepared periodically and distributed to the
Bureau Chief.

Case settlements are approved by Bureau Chief,
and depending on the amount, the Assistant
Division Chief, and/or Division Chief.

Settlement Funds are managed by BFMB, if held
by State.

General duties of the Attorney General
mandated by Section 63 of Executive
Law; additional duties mandated by
Section 71 of the Executive Law and
Section 17 of the Public Officers Law.

Real Property

Henry DeCotis

Land title, eminent d'omain, and other
property work for State agencies.

Actions are logged and appropriate action is
determined. A tracking system is in place to
monitor various stages of processing.

Action status and significant case reports are
prepared periodically and distributed to the
Bureau Chief.

Statues govern the various State
Agencies to utilize the Bureau in real
property transactions.

WPDATADASJS\EAN S\Internal Controls Matrix by Bureau.wpd
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FOUR-STEP PROCESS FOR INTERNAL CONTROL

The Internal Control Act requires agencies to take specific actions to
enhance controls over operations. These steps are defined in the Act and
explained further in Budget Policy and Reporting Manual Item B-350. In
addition, various internal control concepts, standards and guidelines are
contained in the "Internal Control Guide" which DOB distributed to each
agency and the "Guide to Internal Controls" distributed at the training sessions
sponsored by the Division of the Budget.

This document will assist agencies to develop and follow a process which
identifies and reviews controls over their operations. The process involves
identifying agency functions, conducting Vulnerability Assessments and Internal
Control Reviews and taking necessary corrective actions. This process is an
important part of any successful and well integrated internal control program.

To evaluate its system of internal controls, each agency should:

- Identify the functions it performs in support of its stated mission
and program objectives;

-~ Assess the risks and consequences which are likely to occur if
those functions are not properly performed; i.e., the vulnerability
of the function to errors, irregularities, or unintended program

"results; ’

-~ Review existing controls, scheduling such reviews according: to
functions’ levels of vulnerability; and

-- Take appropriate steps to correct internal control weaknesses.

STEP ONE: IDENTIFY FUNCTIONS

The most effective way to begin an evaluation of internal control systems
is to segment an agency into organizational units and thereby to develop an
inventory of the functions and responsibilities of those units. This inventory
should cover all program and administrative functions necessary for the agency
to carry out its mission. These functions should be defined clearly enough to
facilitate a meaningful vulnerability assessment of each area.
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Functions can be most easily identified through organizational charts,
departmental budgets, policy and procedure manuals, job descriptions, and
program and financial management information systems. A sample function
Identification Form follows to guide agencies in completing this inventory.
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v _jem

FUNCTION IDENTIFICATION FORM

INSTRUCTIONS:

This form should be completed by the organization’s upper management responsible for
specific areas of operation.

Fill in the name, title, organizational unit and area of responsibility of the individual
completing the form.

List the functions and the responsible individuals for all functions related to the area of
responsibility.

A function is defined as a group of related activities performed by an operating unit of an
arganization.

EXAMPLE: Name: John Smith

Title: Director

Organizational Unit: _Administrative Services

Area of Responsibility: Personnel

Functions Responsible Individual
Hiring Jim Jones
Time and Attendance_ Sally Doe
Afﬁrmaﬁve Action Jim Jones
Personnel Records Robin Bird
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4
g

Name Date
Prepared by:

Reviewed By:
FUNCTION IDENTIFICATION FORM

Name:

Title:

Organizational Unit:

Area of Responsibility:

Functions ) Responsible Individual

Source: Emst and Young Public Accounting Firm
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STEP TWO: ASSESS VULNERABILITIES

A Vulnerability Assessment is a general review of the susceptibility of a
function to errors, irregularities, unauthorized use, or inappropriate program
results. It is used to determine the likelihood that something could go wrong
and to evaluate the seriousness of those consequences.

The Vulnerability Assessment is intended to provide an agency with the
following: '

1. A road map for what functional areas should get priority attention
from management because of the nature, sensitivity and importance
of the function’s operations;

2. A preliminary judgment from managers about the adequacy of
existing internal control techniques to minimize or detect problems;
and,

3. An early indication of where potential internal control weaknesses

exist which should be corrected.

As a general rule, to properly assess the current level of risk associated
with a function, the vulnerability assessment should address such factors as:

- The attitude of management toward maintaining effective internal
control systems;

- The technical or administrative complexity of the operation,

- The existence of adequate organizational charts, lines of
- -communication, and clear designation of work assignments;

- Demonstrated adherence to prescribed policies and procedures;
- The fiscal implications of the program, including the size of the

budget and the extent to which the function involves the handling
of cash receipts or the approval of contract or grant funds;
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- The sensitive nature of the program and the extent to which
program decisions can be influenced by external sources, time
constraints, or conflicts of interest on the part of agency officials;

- The professional training and technical proficiency of staff needed
to correctly perform the function;

- The stability of the operations in terms of the rate of change in
functional responsibilities, staff turnover, permanence of the
functional unit, and re-configurations of the organizational
structure; '

- The frequency of internal or external audits of the function and the
significance of audit findings; and

- The inherent risk associated with the function regardless of the
‘ existence of adequate internal controls.

The results of the Vulnerability Assessment allow agencies to classify
functions as High, Moderate, or Low risk. The results may also highlight
specific weaknesses where immediate remedial steps can be taken by
management. More importantly, however, the vulnerability assessment process
offers an agency the opportunity to rank functions in priority order--most
important to least, most vulnerable to least--to schedule, on a systematic basis,
reviews to determine how well internal controls are working.

After the initial vulnerability assessment is completed, it should be
updated periodically at the discretion of management. Revisions should be
made if the agency undergoes organizational, staffing, or program changes or if
an internal control review, audit, or other management analysis uncovers
unexpected weaknesses. A sample Vulnerability Assessment form follows:
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FUNCTIONAL VULNERABILITY ASSESSMENT

Function Office/Unit
Description of the Function

Responsible Individual Telephone

For each characteristic listed below, rate the function’s vulnerability from 1
to 5, with 5 being the highest degree of risk. For example, a highly
sensitive, technical or administratively complex function should be rated a 5 for
the first category listed below.

1. Sensitivity and Complexity of Operations: Rating

The function is important to the agency’s primary responsibilities;
sensitive to program, fiscal, or political considerations; or is considered
highly technical or administratively complex. (Greater complexity means
greater risk.) '

2. Personnel: Rating

Properly trained and technically proficient personnel are assigned to this
function; assignments are clearly defined; employee performance is
periodically reviewed and additional staff development is provided as
necessary. (The more qualified and trained the staff, the lower the risk.)

3. Policies and Procedures: Rating _____

The function has formal policies and procedures which are documented,
current, and available; they are periodically reviewed and updated; the

policies clearly define employee responsibilities and limits of authority.
(The better the documentation, the lower the risk.)
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Financial Assets: | Rating

The function handles significant cash receipts, disbursements, and
negotiable instruments; it requires the maintenance of accurate and
comprehensive financial records. (More handling of funds means greater
risk.) :

Authorizations: Rating

The function involves approving applications, certifications or contracts
or requires on-site inspections of facilities. (The greater the involvement,
the higher the risk.)

Influence: Rating

The function is subject to external influence by interest groups and/or
private interests with the potential for conflicts of interest on the part of
administrators or employees. (More interest group contact and potential
for undue influence means greater risk.)

Stability of operations: Rating

The function has existed for some length of time

with the same fundamental mission, without major new responsibilities,
. ~legislative mandates, or personnel changes. (More instability means

greater risk.)

Organizational Structure: - Rating ______
The organizational structure is well-documented and periodically
reviewed; areas of authority are clearly defined; direct and indirect lines

of supervision (especially over field personnel) are established and
understood. (The more decentralized the structure, the greater the risk.)

Frequency of Reviews: Rating
The function is subject to frequent outside reviews of operations by

agency internal auditors, outside auditors, accreditation groups or other
oversight bodies. (Fewer reviews and less follow-up mean greater risk.)
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10.  Impact of Failure: Rating ___

The impact may be significant if the function should fail to operate
properly or if the internal controls should fail to detect the misuse or
misappropriation of assets by employees. (Greater significance means
greater risk.)

11.  Physical Assets: Rating

The function maintains an inventory of expensive or transportable
physical assets which could be lost, stolen, or damaged. (More
expensive or transportable assets means greater risk.)

12, Reliance on Information Systems: v Rating

The function relies on or is responsible for statistical information, either
electronic or hard copy, which must be accurate, complete, and protected
from unauthorized use. (More reliance upon, and complexity of,
statistical information means greater risk.)

Rating Score ____
(Add ratings 1-12)

Summary Assignment of Level of Vulnerability:

a

Review the total rating score for the characteristics noted above and assign a
summary level of the vulnerability associated with this function. The level
assigned should be used to determine the order and frequency of internal
control reviews, or other immediate corrective actions. High vulnerability
functions will be reviewed first and more frequently. '

A rating score of 48 or above indicates HIGH vulnerability

A rating score of 25-47 indicates MODERATE vulnerability

A rating §éore of 24 or below indicates LOW‘vulnerabiIity

Overall Level of Vulnerability: High __ Moderate __ Low__
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-10-

STEP THREE: REVIEW INTERNAL CONTROLS

The need for an internal control review of a function is related to the
level of risk assigned by the vulnerability assessment. Functions identified as
more vulnerable could be candidates for internal control reviews regardless of
whether or not the vulnerability assessment actually identified any internal
control weaknesses. Depending on the cause and level of the vulnerability,
management priorities, and resource availability, an internal control review
could be conducted annually, every two to three years, or less frequently.

An internal control review can take a variety of forms:
- Observing whether staff perform the function properly;

- Discussing with staff how the function is performed and whether -
those steps are reasonable;

- Establishing what key control objectives have to be achieved,;

- Examining documents and procedures followed by staff to
determine whether they are adequate and complete; and

- Evaluating and testing actual work products to confirm that
. procedures are being followed and that the results are consistent
with planned program outcomes.

-
-~

The nature of the internal control review will vary depending on the
significance and complexity of the function being reviewed, the level of
identified risk; and the controls in place. The greater the potential
vulnerability, the greater the need for probing internal controls and, therefore,
the greater the need for regular and more formal evaluation.

The results of the ICR should be documented and should answer the
following questions:

- What are the objectives of the function? What is it trying to
achieve? What problem is it trying to avoid? (Control objectives)

-- What steps are followed to achieve those objectives? (Control
techniques)
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11-

- What internal control weaknesses exist--including excessive
controls--which inhibit achieving the control objectives?

- What cost-effective corrective actions can be taken to eliminate or
reduce these weaknesses?

Agencies should use the following sample Internal Control Review Form
to document the results of their reviews.
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INTERNAL CONTROL REVIEW FORM INSTRUCTIONS

The Internal Control Review Form is intended for agencies which have
completed a Vulnerability Assessment or similar review through which
functions have been identified, risks assessed, and functions ranked in priority
order for further review. A function is defined as a series of activities that
achieve a specific goal of the organization.

The Internal Control Review Form helps the program manager examine the
controls over individual functions and the actual work being accomplished
within those functions, identify weaknesses, and develop an action plan to
correct those weaknesses.

The attached is more a format than a form since it has little narrative and can
become as lengthy as needed to document review steps. The following special
instructions for individual sections provide additional information which may be
useful:

6. Kev goals of the Function - what it is designed to achieve: This section
is often the most difficult since the manager must articulate the function’s
primary objectives and the specific organizational goals -- the end results to
which the organization’s efforts are focused. These are the most basic or
fundamental reasons for the organization’s existence and show where its efforts
and resources should be focused. These goals also may include circumstances
to be avoided.

7. Techniques used to achieve the function’s goals and avoid unwanted
results: This section’ deScribes‘_the methods (procedures, reviews,
authorizations, certification requirements) by which the organization achieves its
goals. It may describe the checks and balances which are employed to assure
appropriate performance.

8. Method of evaluating the adequacy of control procedures: This section
identifies the technique used by the reviewer to determine if controls are
appropriate, followed and achieving the desired results. Techniques could
include observation, discussion, evaluation, and testing of specific controls.
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9. Weaknesses which might impede achieving the goals or preventing
unwanted results (i.e. determine what could go wrong and what weaknesses
would allow such occurrences): This section requires managers to step back
and envision the whole range of possible breakdowns in the operation which
might allow something to go awry to inhibit or prevent achieving the goals
described in item #6. It requires an honest appraisal of where weaknesses may
lie and an ability to be creative in envisioning mistakes and the potential for
intentional wrongdoing. These weaknesses may merely be the absence of a
review by other staff or a cross-check with other data or they may be the lack
of a procedure to confirm that specific goals are achieved. This review is
intended to provide the manager with an opportunity for a candid appraisal of
the function’s strengths and weaknesses.

10.  Action plan to correct weaknesses and otherwise improve controls over
the function: This section contains the manager’s assessment of steps which
should be taken to eliminate the weaknesses identified. It should be responsive,
workable, and - more importantly - cost-beneficial. The cost of correcting the
weakness should not outweigh the benefits to be gained. The Corrective Action
Plan Form can be used to assign responsibility for action, to establish time-
frames for completing the work, and to monitor and report on progress made.
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INTERNAL CONTROL REVIEW

Function Office/Unit

It is useful to prepare an outline of the steps taken to carry out the function for
reference in completing this form. Flow charts may be useful for large or
complex functions. Space limitations may require conversion of this form to a
format to allow recording of all relevant information. See the Internal Control
Review Form Instructions for further guidance on completing this form.

1. Description of the Function (include function activities and procedures
followed for each activity--attach descriptions or flow charts as
needed) .

2. Responsible Individual 3. Telephone

4. Vulnerability Ranking: __ High __ Moderate __ Low

(From Functional Vulnerability Assessment)

5. " Written Policies and procedures have been documented, distributed to
appropriate personnel and are up-to-date.

__Yes __ No
6. 4Key Goals of the function - what it is designed to achievé or avoid:
a.
b.
C.
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7. Techniques used to achieve the function’s goals and avoid unwanted
results:

8.  Method of evaluating the adequacy of control procedures:

9. Weaknesses which might impede achieving the goals or preventing
unwanted results - specifically, determine what could go wrong and what
weaknesses would allow such occurrences:

‘e

10. List actions to be taken to correct weaknesses and otherwise improve
controls over the function (for each weakness, complete the Corrective
Action Plan Form):
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STEP FOUR: DESIGN CORRECTIVE ACTIONS

The fourth step in the process is to correct internal control weaknesses
identified through the vulnerability assessment or internal control review
process. A plan of corrective action should assign responsibility, establish time
frames for implementing improvements, and report on progress toward these
improvements. Executive management should approve the plan to assure that
recommended actions are cost effective. Internal auditors or independent
auditors may be used to monitor adherence to the plan and to offer
recommendations on appropriate corrective actions.

Some corrective actions may be implemented immediately (i.e., refine -
procedures, document procedures, and conduct training). More time may be
needed for those actions which require organizational changes, redeployment of
resources, or a fundamental rethinking of the function’s objectives.

, A sample corrective action form follows. It can be used to monitor
progress towards correcting weaknesses.
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Corrective Action Plan

Function Office/Unit

Responsible Individual Telephone

Weakness to be Corrected (From Internal Control Review or Vulnerability
Assessment):

Action(s) to be taken and Target Date for Completion of Each Action. (If
- no action is recommended due to the weakness being immaterial; the costs
exceeding the benefits of correcting the weaknesses, or other reason, please
explain.) ‘

Action Target Date

Schedule of Progress Report(s) and Office/Individual to whom reports are
to be submitted
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Nearly half of New York State’s agencies and authorities have chosen to use
the Four Step process as their own internal control review system. The Four
Step has proven itself: All of the organizations that have adopted the process
have completed it successfully, and in a minimum of time. The result has been
a remarkable acceleration of the pace by which New York State agencies have
assessed their systems of internal control. '

c:SMF:45TEPnew
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Bureau

Signlificant
Qhjectives

Relavant
Controls

- Civil Racoveries

Collect monies awed ta the Slale
from delinquent accounls, unpaid
student loans, damages fo Stats

Segregation of dutles exists between recelpt and restrictive
sndorsement (in maliroom), preparation of receipts log (In
Civil Recoveres), and deposit of collections {in Finance).

Albany property, fines and other penalties via
the Clvll Prosecutions Unit.
Human Ensure Clvl} Service LLaws and Rules | A request 1o flll mus! follow the agency prescribed
Resources and Regulations are observed and pracedure of approval by Bureau Chief, Division Chief, the
complied with regarding siaffing of all | Office of Budget and Fiscal Management and the First
Albany compelitive pasitions and the Deputy of the Allorney General.

classification of all positions.

A pasition represented by the CSEA negotlated contract
musi be posted for 10 days, as specified in the contract.

When appropriate compatitive class candidates must be
selected from sligible lists and approved by Civil Service.

Exempt hires must be approved by the Attarney General.

Cartify Time and Aftendance

Review lime and attendance racords to ensure that they are
completed correctly, signad and certified by both employee
and supervisor.

Ensure that time records are less than two pay pearlods in
arrears.

Administrative
Operations and

Fixed asset and Equipment Inventary

Responsible for distribution of pre-numbsred decals applied
{o all significant purchases.

Sarvices

Managsment Malntain compulerized list of squipment by decal number
and location.

Albany
Physical inventary of fixed assets Is performad periodically.
Supplies requisitions are approved and distributed through
Albany Slatewide (except NYC)

Conlract

Approvaj Unit

Review and process Stata conlracts
and fiduciary bands via tha Contract
Appraval Unit.

A Contract Approval Unit exists to parfarm tha raview of a
contract, and OSC will not approve contracts prior to
Attorney General approval.

Albany
State Process orders, judgemsents and Settlements are approved by the Attorney General.
Counssl settlemsnt stipulations to reimburse
Stats officars and employees who
Albany are sued personally for carrying out

thelr offlcial duties.

Real Property
Albany

Provide legal assistance 1o Slate
agencies In cannectlon with the
acquisition and disposlfion of public
land.

A standard operating pracedurs manual is maintalned.
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Significant Relevant
Bureau Objectives Controls
Provide representation to the Stale in | Cases are assigned to attorneys by the Section Chief and
disputes over tltle, morigage reports of tiile are approved by the Bureau Chief or the
foraclosure, lax liens, appropriation Deputy Bureau Chisf.
claims, and other real sstate relatsd )
litigation A weekly status report of significant matiers is preparad for
the Attorney General's Executive Committea.
Claims Defend the Stale against actions in Claims ara logged and appropriate action is determined.
the Court of Claims.
Albany The Bureau Chisf raviews all new claims.
A tracking system is in place to manitor various stages of
claims processing.
Case status reports and significant case reports are
prepared parladically and distributed fo the Section and
Bureau Chiefs.
Case seltlements are approved by Section Chiefs, Deputy
Bureau Chief, and depending on the amaount, the Assistant
Division Chief, Dlvision Chief and First Assistant Attarney
Geaneral - Allarney Genera|.
Recommendatlons on appeal are approved by Dspuly
Bureau Chisf, Bursau Chief and Deputy Soliclior General.
Appeals and Respaonsible for the oversight of all Appaal recommandations ara logged and declslons to
Opinlons appelats lkigation in State and appeal or nat lo appeal cases ara mada by the Solicitor
Federal courts. General, the Deputy Solicitor General or in designated
Albany areas, by an Assistant Attorney General.
Preparation of opinions lssued by the | All formal oplniens are reviewed and approved by tha
Attarnsy Ganeral. Attorney General after review hy the Solicitor General and
' the Deputy Salicltor General. Informal opiniens are
reviewad and approved by the Salicitor General and the
Deputy Solicitor General.
Act as Bond Counssl to tha State, Atlarney and paraiegel staff (s assigned, with written policies
serve as general counssl to the Local | and procedures, to perform these duties.
Governmen! Asslstance Corporation,
and f)repare litigation opinions for
officlal statements, Including
{dentificatlon of significant pending or
threatened litigation and unassertad
claims and assassments.
Litigation Prasecute and defsnd actions on Cases are logged and appropriate action Is dsterminsd.
behalf'onhe State, lis officars and The Bureau Chisf reviews all significant new cases and
Albany :?:an:ffsl‘aa vinually all-substantive assigns the case lo an attarnay or a section chisf.
Case status reports and signiflcant case reports are
greparad ariodically and distributed 1o the Seclion and
ureau Chiefs.
Settlements are approved by the client agency, section
chief, bureau chief, and where appropriate, division
management.
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Significant Relevant
Bureau Qhlectives Controls
Timely and accurate processing of Segregation of duties between Payroil and Personnel
Office of the Attorey General (OAG) | functions.
payroll information and distribution of
paychecks. Form PR76: tha transmittal form that accompanies the
payroll Information is reviewed and signed by one of the
Budgel and following:
Fiscal
Management - Director of Budget and Flscal Managament.
Albany - Assistant Diractor of Budget and Fiscal Management

Payroll chacks in the Albany and New York Clty offices are
claimed by designated smployee from each Bureau, who
must sign for the checks. For Regianal Offices, a
transmittal Is forwarded to the office and acknowledged.

Pracess cash receipis from Bursaus

Form AC908. Report of Monies Received is approved by
the Director of Budget and Fiscal Management or assistan!
Diractor of Budget and Fiscal Management.

Monthly bank reconcillations are prepared and reviswed.
Praparatlon and submission of annual "Sole Cusiody

Fund/Account Report" to Comptroller; approved by Director
of Budget and Fiscal Management.

Uphold fiduclary responsibility over
funds held for claimants of
defrauders.

The requaest for withdrawal of funds must be submitied by
tha Director of Budget and Fiscal Managesment, or designee
to the Office of the State Comptroller (OSC) ta obtain a
relaasa of funds from escrow. Tha amount of releasa is
approved by the Director.

Segregation of duties exists between chack signing and
check distribution functions.

Monitor current expendilures.

Expenditure levels are reported quarterly by the Ass|stant
Director of Budget and Fiscal Managemsnt.

Assess the flscal requlrements of
OAG and submit an annual budgst to
Divislon of the Budget (DOR).

Enter Into contracts with experts to
provide assistanca in litigation.

The budgst is reviewed by the Diractor of Budget and Fiscal
Management

The Request for Expert Witness is approved by a Bursau
Chief, Divisian Chief, the Office of Budgset and Fiscai
Managemsnt, and OSC where required.

A retainer letter specifying the maximum amount that will be
pald Is slgned by the Director or Assistant Director of
Budget and Fiscal Management and submitted to the
axpert,
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Bureau

Significant
Ohlectlves

Relavant
Controls

Serve as purchasing agsency for
OAG, initiate bidding procass when
appropriate, and snsure that paymsnt
is made withln 30 days of racsipt of
goads and services.

A Purchase Request form or equivalent documentation Is
required for all purchases. All reques! forms or aquivalent
documentation are signed by the Divisian Chief or assigned
representatlva.

The Purchasing Agent will review and sign all purchase
requests and purchase orders.

All purchase arders are sequentially numbered.

Specific bidding procedures must be fallowed for all
discretionary purchases unless a sole ar single source
vendor can only meet the needs of OAG. Infarmal bldding
occurs for all purchases between $5,000 - $16,000. Any
single purchase greater than $16,000 requires compstitive
bids to be obtained through a formal hidding process.

Standard vouchers ars reviewed and signed by the Diracior
or Asslslant Direcior of Budget and Fiscal Management.

All vouchers are saquentially numbered and are tracked by
by 0.S.C 10 pravent duplicate paymenis

A tracking system Is in place 10 ansure payments are mads
within the required time perled.

Monitor guidelines issusd by Siate
agencles (l.e. OSC, DOB) and
diractives of the Attomay Genaeral to
ensure OAG is functioning as
intended.

A file of guidslines issuad by State agencies and directives
of the Altorney General is maintalned and monitored.

Administrative memoranda, addrassing significant
guidelines and direcljves, are approved and (ssued.

Organized Crime
Task Force /
Finance

Albany

Ensure proper authorization and
completeness of confidentlal
disbursements.

Requests for advance payments from the Canfidential Fund
bank account are authorized by using a Request for Funds
form and telephone blll payments are autharized by using a
Telephone Payment Request Form,

Requests exceeding $5,000 require tha written authorization |.
of the Deputy Altorney General or his/her deslgnes.
Requests exceading $10,000 require written authorization of
the Division Head or his/her designee.

Requester acknowledgas racelpt of funds by signing the
Request for Funds form under the Fund Processing and
Recslpt gsclian. For funds requested for a cooperator,
reguestsr must sign a Recelpt for Funds for Coaperation
form when funds are recelved.

Requester submits a Closeaut for Fund Advance or intarim
raporta with recelpis, required documentation and any funds
not expended.

The Chisf Investigator reviews and Initlals Closeout for Fund
Advance.

The Confidential Fund is reconciled on a monthly basis.
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Bursau

Significant
Objectives

Relevant
Controls

Process cash receipts and
disbursements from alleged criminal
S0Urces,

Access to seized cash is limited by entaring cash into the
pvidance vaull using a Property Form. The Praperty Form
is signed by the investigator who seized the money.

The Invesligator who deposlis the money into the Lawyers
Escrow Account forwards the validated depaslt slip and a
memo speclfylng the subject the asset was confiscated
from, case # and amount of deposit to QCTF Cenfidential
Staff

Once it is determined how seized funds are 1a bs
distributed, the attorey handling the case wili send a memo
along with a capy of the court order to OCTF Canfidantial
Staff wilh instructions to cut a check.

Confldential staff then completas a request for payments
form that is forwarded to OSC along with the court order.
OSC forwards the funds back to canfidential slaff who
deposit the funds into the lawyers escrow account. The
Confidential staff will cut the chack(g) in accordance wilh the
Inslructions forwardsd on the memo.

Authorlzed signers are the Dirsctor of Financial
Administration, the Assistant Diractor of Financial
Administration, and two confidential staff membars.

A "Manles Recsived Report” (AC 908) ls complated,
appraved by the Director of Financlal Administration and
logged Into the manual logbook for all forfeited monies. The
check and a capy of the AC 808 are then forwarded to the
0OSsC.

The Lawyer's Escrow Account [s reconciied monthly by the
QCTF Finance Controlier.

Civll Rights
Bureau

New York City

Enforce Civil Rights law under State
and Federal (aw through
investigation, litigatlan, monltaring
and sattlement in the courts.

Complaints are logged and appropriate aclion is
detarmined.

Cass initiation is approvad by the Bureau Chief.

Litigation documentation is ravieswed by the Bureau Chief
and, when case is significant, by the Division Chlef.

Results of monlioring are documented.

Cass rgsoiution is approved by the Bureau Chisf and
Division Chiel.

A weekly stalus report of significant matters is prepared for
the Divislon Chisf and 1he Atlorney General.

Criminatl
Prosecutions

New York Clty

Investigats crimlnal malters referred
to the Attorney General and enfaorcs
criminai statutes within the
jurisdiction of OAG Including lialsan
with other Bureaus Involved In
criminai cases and the law
enforcement community.

Complaints are logged and appropriats action Is
datermined.

Cass initiation and attomey assignment Is appraved by
aither the Deputy Bureau Chief (NYC ar Albany) or as to
cases within a particujar section, by a section chief.

A tracking system is in place to manltor case status.
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Bureau

Sligniflcant
Objactivas

Relevant
Controls

Approval of the Bureau Chief or Daputy Bureau Chief is
required 1o submit charges ta a grand jury.

NYSPIN Warrant and Criminal History Request forms are
signed by elther the Bureau Chief, Deputy Bureau Chisf ar
the Section Chief.

Cases may nol be disposed of by plea negotiation without
approval of the Bureau Chief.

The Bureau Chief mests with attorneys perlodically to
discuss the siatus of cases.

Medlcald Fraud
Control Unit

New York City

Ensure proper authorization and
campleteness of confidential
disbursemenis.

Requesis for Advances from Confidential Bank Account
autharized by completing Request for Funds form with
Bureau Chief or designee approval.

Confidential Fund is recaencllad monthly by a disinlerasted
party. ,

Sequential log is maintained of Requests by fund custodian.

A "Recslpt for Funds” form Is complated for all undercover
payments.

"Close Qut” forms for Advances are prapared and certified
by supervisors.

Process cash receipts from alleged
criminal sources.

Selzed cash Is processed by the invesligator. The cash Is
{nventoried and secured in a sealed, clear evidence bag.
The cash and sealed bag are logged into an evidence fog,
assigned an svidence number, and placed into a locked file
cablnet lacated Inslde a locked evidence room. Cash
ramains secured In the avidence room uniil the investigator
removes It for court purpases by properly signing cash out
of evidence logbook. Cash is generally maintained in the
evidence room untll the case s disposed of. Thersafier,
cash Is properly removed from the property room and hand
carried to the finance office, whersby a recsipt is issued fo
the Invesiigator. The cash is deposited into the appropriate
account for processing.
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Significant Relsvant
Bureau Objectives Controjs
Prosecute on bahalf of the Stats, Cases which, In the opinion of the appropriate Reglonal
crimes ralatad ta fraud in the Director of Bureau/Division Chief, have been determined to
Medicaid Program and patient abuse. | have prosecutorial polential, shall ba opened, i.e., assigned
to an attorney, auditor, and Investigator within the Region
and/or Bureau/Division for legal analysis, audil and
investigation.
The Supervising Investigator for the Reglon or
Bureau/Division, shall assign an investigator to each
opened case, who shall cause a memorandum ta be issued
Indicating that the case has been openad.
The Supervising Invastigator agsigns a number to the case
and enters |l Into a log.
Litigation documentation is maintained by the Central Files
Unit.
Cases are reviswsd by a senior aitomey.
Electronic survelllance ralated documenis and malerals are
maintainad In lacked facilities by the Tech Room Senior
invesligator, who also maintalns a [og of the documsnis and
materials.
Ensura proper control and All awards are set up In Account Folders and Trial Balance
safeguarding of funds. File - based on forms received from Special Assisant
Altorney(s) General {SAAGS).
Finance Alde processes checks, updates Account file and
prepares ACS0S.
Second Finance Aide raviews and signs off all forms.
Finance Asslstant signs ACB09.
ACB08 forms are posted to computer flla.
Month end Trial Balances and reconclliations are prepared
and sent {o Executive management and SAAGS
ACB09 sent {o Treasury are checked 16 J10s and LED 40
No accounts can he written off unless approved in writing by
the Deputy Attornsy General.
Real Estate Provide Infarmation 1o the public The Attornsy General and the Bureau Chief isgue policy
Financing through requests or published slataments.
literaturs. Protect the public from
New York City fraud with respect to real estate Comparisons are made with rulss, regulalions and a
offerings including: checklist to ensure full disclosure In the offering document.
- co-operatives
- condominiums The reviewing attorney makas comments on the proposed
- syndications offering document.
- homeowners associations
- limesharing

FOIL G000154-032122 000057



FILE No. 895 12/23 '98 10+3eld YutkBaterOffice of the AttomeySena - PAGE 10
PRELIMINARY DR L-T
EO® DISCUSSION PURROESE CilY
Significant Relavant
Bureau Objectlves Controls
Investigate complaints and where Complaints are lagged and appropriate action is
appropriate, initiate civil or criminal determined.
actions,
Case initiation Is approved by the Division Chlef.
A weekly status report of significant matters Is prepared for
the Divislon Head.
Defend the Bureau in all lawsulls Complalnts are logged and appropriate action is determinad
brought against it. by Deputy Bureau Chief.
Process court ssttiements and filing if aprncable cash seftlemants and filing fees are
fass. administersd by the Bureau of Budgset and Flscal
Management.
Budget and Handle all deposits of cash racaipis Segregatlon of duties exist betwean receipt and restrictive
Fiscal far various collections made by the sndorsement (in Bureaus) and deposit and raconciliation
Management: NYC Bureaus. functions (In Administration).
New York City
Bank accounts are reconciied maonthly by the offlce
suparvisor.
Charitles Review various activities of A log of centificales and amendments Is maintained o
not-far-profil carparations including: record raceipt and ratum of certificates.
New York City - filing of amendmants of

cartificates of incorporation
sales of property (only sales of
all or substantially all assets
of charitable arganizations, and
all sales of real prapertly by
certaln raliglous organizations)
- mergers
dissolutions of corporations.
Professional fund ralsers

Sales, mergers and dissolullans are reviewed by the
aftorney assigned.

Fulfilt the statutory oversight rale of

the AG with regard to charitable

organizations and assets by requiring

registration and annual reporting (i.e.,

990) of the following with OAG:

charltles

- foundations

- lrusts and estates with charliable
Interests

Reglstrations are logged
Annua) reports and filing fees ara fogged

Delingquent annual repor filings are monitared.

Protect the interests of the public as
the uitimate bensficiaries of all
charitable gifis and baquests
conlained in wills and trust
agrasments.

Casas are logged and assigned to the appropriate attomsy.

Fiduclary accounting Is reviewed by an Assistant Attomey
General bafora an approved distribution Is mads fram an
esiate that contains a gift to a charitable organization.
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- brokers

- denlars

- salesmen

- Investment advisors
- issuers of securities

Significant Relevant
Bureau QOhjectives Controls
Investigate complainis and where Camplaints are logged and appropriate acllon Is
appropriate intltiale investigations determined. If cases are initiated, they are recorded in a
and lltigatlon.. case log.
Documentation is accumulatad. Significant matters are
reported to the Division Chief In weekly raporls.
Prolect the State’s interast In the Cases are logged and assignad to the appropriate atlomay.
Abandoned Praperty Fund by
representing the Stata Comptrollerin | For withdrawal cases, the attornay appsars and flles an
actions seeking the wilhdrawal of answer. For public administrator cases, the attomey
abandaned property from the State appears and revlews the accounting.
Camptroller's contral and by
participating in cases [nvalving
abandonad property under the public
administrator's control.
Process court settiements resulting Financlal sffects of settlements are administered by the
from litigatlon. Finance Office/Dlivision of Administration.
Investor Protect the public from fraud by Reglstration dacuments ara reviewed, comparing the filing
Prolsction and regulating sales of investmeant wilh rules and regulations 1o ensurs full disclosure (in-house
Securities securitles and commaodities in NYS or by the Central Registration Depository for National
and requiring registration of the Assoclation of Securities Dealers members).
New York City following with OAG:

Where appropriate, undertake
investigations, and civll litigation.

Complaints ars logged and appropriate action is
determined.

Casbs Inltiation 1akes placs, litigation documentation Is
accumulated and case dispositions are approved by the
Bureau Chief.

A weakly status report of slgnificant matters is prepared for
the Division Chief and the Attormey Ganeral's Execulive
Staff.

Enforce laws reguiating the following:

-financing of theatrical ventures
-sals of franchlses
~corporate takeovers

Registration documents are reviewed, comparing the flling
with rules and regulstions to ensure full disclosure.

Process court settlamenta and fling
fees.

If applicable, cash settiements and flling fees are
administared by the Division of Administration.
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Bureau

Significant
Objectlves

Relevant
Controls

Environmental

Initlats affirmative litigation on hehalf

Communication is established betwesn the Department of

Protection of the State to protect the public Environmental Conservation (DEC) and Bureau Chief to
health and safsty from the threat of identify and Initlate a formal complaint.
New York City - air and water pollution
- acid rain Complainis are logged and attorney assignment Is
- hazardous wastes dstermined.
For non-agency referrals, cass Initiation is approved by the
Bureau Chief and for al| cases, including cases defending
Defend State agencies when thelr Stata agencles, file documentation and referral lstiers are
regulatory actions ragarding malintained.
anvironmental mallers are
challenged. Calendars are maintained to keep track of cases. Malntaln
full case reparts, updated regularly, fracking cases in
progress.
Defend State agencies accused of
violaling environmsntal statutes or Waeekly status reports of signlficant matters are prepared for
ragulations. the Bureau Chief and tha Deputy Attomey General.
Ali cash settlements are administered by the Finance
Procaess couri settiements. Office/Divisian of Administration.
Consumar Protact the consumer from Complaints are logged and reviawed to determine
Frauds and fraudulent, misleading, deceptive and | appropriate action.
Protection lllegal business practlces and, where
appropriate, undsrtake medlation Monthly and quarterly reports are produced defailing
New York Clty efforts or initiate investigations and progress of complaints.

sesk an assurance of
discontinuance, institute litigation ar
obtaln a congent judgament.
Represent the public interast in utllity
rate, energy cast and policy matters.

Casa Initiation takes place and litigation documantatlon Is
accumulated and reviewed by the Bureau Chief.

All pending briefs and other legal documents are reviewsd
by the Bureau Chief or Deputy Bureau Chief.

A bl-weekly mesating Is held to discuss upcoming and
significant matters .

Assurance of discontinuance or consent judgement Is
approved by the Bureau Chief.

A weekly report of significant mattars Is prapared for the
Division Head and the Attamey General.

Administer the Stale’'s Lemon Law
Program

The establlshment of rules and ragulations Is promulgated
by the Attorey General.

An Administrator is appolinted.

Arbitration applications are reviewad and submitted to the
Administrator.

An annual report with arbitration statlstics Is prapared.

Collect rastitution and damages from
violators

The Compliance Offlcer abtains settiement forms from case
attorney and logs collections.

If applicable, settlemsnts are adminisiered by Division of
Adminlstration.

10
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New York City

behalf of the Stata, Its officers and
agenclas, in virtually all substantive
areas of law.

Signlificant Relevant
Bureau Oblectives Controls
Antitrust Represent the State and Its citizens Complaints and other enforcement actlons are logged and
in State and Federal antitrust reviewad ta delermine appropriate action.
New York Cily litigation, enforce tha State and
Federal Antltrust Laws against Case initiatlon Is performed, litigation documentation is
rastraints of trade, and promote accumulated, and setlismenls are reviewad by the Bureau
competition and free enterprise within | Chief.
New York State.
A semiannual status report of significant matters |s prepared
for the Division Chief and the Attorney General.
Litigation Prosecute and defend actlons on Cases are logged and apprapriaia action is determined.

Litigation documentation Is accumulated and ssitlemants
are approved by:

Client agency, saction chlef, bureau chief, and where
appropriats, divislon management for all cases

Labor

New York Clty

Dsfends civil actlon against
Commissioner of Labor and brings
clvii and/or criminal action agalnst
employers for viclations af State
Labor and Warkers' Compensation
Laws including:

- fallure to pay minimum wags or
finge benefits

- fallure to carry Workers' Comp
or disability Insurance

- fallure to comply with labar laws

- bankruptcy proceadings

- Collect ¢clvit judgments against
employsrs and employess.

- Represent tha Workers’
Compensation Board and the
Unernployment Insurance
Appea] Board when its
decisions are appealed.

The complaint or proceeding Is logged and appropriate
action is determined.

Case Inltlation is approved by the Bureau Chisf.

Formal procedures exist to address complain{s and handle
cases, including revisw of status of cases by the Division
Chief with the Bureau Chisf on a periadie basis.

Financial effects of judgments are administered by the
Finance Office/Divislon of Administration.

Review procadures exlst ta address various typss of
appeals. (.., red folders, mandatory and record lists).

1
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STATE OF NEW YORK
OFFICE OF THE ATTORNEY GENERAL

MEMORANDUM
TO: " All Budget & Fiscal Management Staff
FROM: Daniel J. Dustin  DzA
DATE: October 26, 1998
RE: 1998 Internal Control Audit

The Office of the Attorney General is required to undergo a biennial audit of its internal controls in
accordance with the New York State Governmental Accountability, Audit and Internal Control Act
of 1987. The accounting firm of PricewaterhouseCoopers was awarded the contract to perform
this year’s audit through the competitive bidding process.

The audit will begin on Monday, November 2 and will conclude on Friday, November 13. The
auditors are scheduled to be in Budget and Fiscal Management on Monday, November 2, at 9:00
a.m. to review internal control documentation. They will conclude their audit of Budget & Fiscal
Management by testing files and reconciliations during the week of November 9.

Please let me know if you have any questions.
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The Office of the Attorney General is required to undergo a biennial audit of its internal controls
in accordance with the New York State Governmental Accountability, Audit and Internal Control
Act of 1987. The accounting firm of PricewaterhouseCoopers was awarded the contract to
perform this year’s audit through the competitive bidding process.
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February 8, 1999

PricewaterhouseCoopers LLP
80 State Street
Albany, New York 12207

Dear Sirs:

In connection with your examination of management's assertion dated November 13, 1998
that, except for the material weakness described in the fifth paragraph of this letter, the New York
State Department of Law's (Office of the Attorney General - "OAG") internal accounting and
administrative controls maintained during the period April 1, 1998 through November 13, 1998, are
adequate to meet the criteria established by the State of New York, as set forth in the "New York
State Governmental Accountability, Audit and Internal Control Act of 1987" and the significant
objectives and relevant internal accounting and administrative controls described in the Appendix to
this letter, we confirm, to the best of our knowledge and belief, the following representations made
to you during your examination.

The OAG is responsible for establishing and maintaining internal controls consisting of a
system of internal accounting and administrative controls, the objectives of which are to provide
management with reasonable, but not absolute assurance that assets are safeguarded against loss
from unauthorized use or disposition and that transactions are executed in accordance with
management's authorization and are recorded properly.

The OAG has evaluated the effectiveness of its internal accounting and administrative controls
in effect during the period April 1, 1998 through November 13, 1998 in relation to criteria for
effective internal control as set forth in the "New York State Governmental Accountability, Audit
and Internal Control Act of 1987" and the significant objectives and relevant internal accounting
and administrative controls described in the Appendix to this letter. Based on this evaluation, the
OAG believes that, for the period April 1, 1998 through November 13, 1998, its internal accounting
and administrative controls in effect meet the criteria.

The OAG has made available to you all the financial and administrative records and related
data relevant to the attached Appendix.
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-- New York State Office of the Attorney General -

We have no deficiencies in the design or operation of the internal controls which could
adversely affect the OAG's ability to record, process, summarize and report data.

To the best of our knowledge, there have been no:

+ Irregularities involving management or employees who have significant roles in the OAG's
internal accounting and administrative controls;

+ Irregularities involving other employees that could have a material or significant effect on
the OAG's internal accounting and administrative controls;

+ Communications from regulatory agencies concerning non-compliance with, or deficiencies
in, financial reporting practices or other matters that could have a material or significant
effect on the OAG's internal accounting and administrative controls;

* Material weaknesses in the OAG's internal accounting and administrative controls, except
that cash and related accounting records may not be appropriately safeguarded due to
inadequate segregation of duties between the cash receipts (Significant Objective: Process
cash receipts from bureaus) and disbursement functions (Significant Objective: Uphold
fiduciary responsibility over funds held for claimants of defrauders).

To the best of our knowledge, there have been no changes in the OAG's internal controls
including internal accounting and administrative controls, as well as corrective actions taken by
management, and no events have occurred subsequent to November 13, 1998 that might
significantly affect the OAG's internal accounting and administrative controls.

It is the understanding of the OAG that your examination was made in accordance with
standards established by the American Institute of Certified Public Accountants, Government
Auditing Standards issued by the Comptroller General of the United States and as required by the
"New York State Governmental Accountability, Audit and Internal Control Act of 1987".
Therefore, your study was designed primarily for the purpose of reporting on management's
assertion that the OAG's internal accounting and administrative controls maintained during the
period April 1, 1998 through November 13, 1998, are adequate to meet the criteria established by
the State of New York, as set forth in the "New York State Governmental Accountability, Audit and
Internal Control Act of 1987" and the significant objectives and relevant internal accounting and
administrative controls described in the Appendix to this letter and that your tests of the accounting
and administrative records and other procedures were limited to those which you considered
necessary for that purpose.

Sincerely,

Dennis C. Vacco
New York State Attorney General

Daniel J. Dustin
Internal Audit Officer and Chief Accountant
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March 13, 1999

Mr. Richard E. Warnke
Deputy for Administration
New York State Department of Law

This letter should be read in conjunction with management’s assertion included in its
representation letter dated November 13, 1998 that, except for its material weakness described
therein, the New York State Department of Law’s (Office of the Attorney General — “OAG”)
internal accounting and administrative controls maintained during the period April 1, 1998
through November 13, 1998, are adequate to meet the, criteria established by the State of New
York, as set forth in the “New York State Governmental Accountability, Audit and Internal
Control Act of 1987” and the significant objectives and relevant internal accounting and
administrative controls described in the Appendix to the representation letter. We noted certain
matters involving the internal control structure and its operation, and are submitting for your
consideration related recommendations designed to help the OAG make improvements and
achieve operational efficiencies. Our comments reflect our desire to be of continuing assistance
to the OAG.

The accompanying observations and recommendations are intended solely for the information and
use of the OAG.

We appreciate the opportunity to have been of service to you and the OAG. Should you have any
questions about our observations and recommendations, this letter, or other matters, please contact
us at you convenience.

Very truly yours,
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Observations and Recommendations

BUDGET AND FISCAL MANAGEMENT - ALBANY

Segregation of Duties over Cash Receipt and Disbursement Functions

Statement of Condition: The individual receiving incoming checks determines which bank
account the checks relate to and applies the appropriate restrictive endorsement to the checks.
This person also logs the incoming checks into a spreadsheet and prepares the deposit. The same
individual who writes checks, has access to the check stock as well as the authorized signature.
This individual also has the authority to request a withdrawal of funds from the Short Term
Investment Pool.

Criteria: There should be segregation of duties between custody, authorization and recordkeeping
of cash.

(Potential) Effect: Misappropriation of assets.
Cause: Inadequate staffing.

Recommendation: We recommend segregation of duties over the cash receipt and disbursement
functions be established.

Receiving Reports not dated or signed

Statement of Condition: Two receiving reports were not signed or dated.

Criteria: Receiving reports should be signed and dated to show evidence of the date the
goods/services were received and establish responsibility for receipt.

(Potential) Effect: Inability to determine whether or not goods were received and by whom.
Cause: Not determinable :
Recommendation: We recommend that the receiving reports be dated and signed.

Late Payment of Invoices
Statement of Condition: All invoices are not paid by OSC in accordance with the State's policy of
payment within 30 days of MIR date (Merchandise/Invoice/Receive date).

Criteria: The Bureau is subject to the New York State prompt payment law which mandates that
all invoices are to be paid within 30 days.

(Potential) Effect: The Bureau will incur interest charges on past due invoices.
Cause: Not determinable

Recommendation: We recommend that all payments be made within 30 days to be in compliance
with New York State law.

Deposit Slip Verification
Statement of Condition: Deposit slips received by the Office of Budget and Fiscal Management
from Civil Recoveries are not initialed when verified.

Criteria: There should be evidence that the individual from the Office of Budget and Fiscal
Management has verified the deposit slip totals.

(Potential) Effect: Deposit slips may be overlooked and not adequately verified.
Cause: Not determinable

Recommendation: ~ We recommend that the individual from the Office of Budget and Fiscal
Management initial the deposit slip after the verification has been performed to ensure that the
process is performed and to prevent deposits from being overlooked.
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HUMAN RESOURCES - ALBANY

Review of Changes to PACER System
Statement of Condition: The PACER system does not generate a report showing the changes
made to the system since the previous payroll period.

Criteria: The changes made to the PACER system should be monitored to ensure that accurate
employee standing data are being processed.

(Potential) Effect: Inaccurate and/or incomplete employee data may be entered into the system,
resulting in improper processing of payroll data.

Cause: PACER system does not generate such a report.

Recommendation: We recommend that the Office of the Attorney General work with the Pacer
administrator to generate a report that will show changes made to certain significant fields (i.e.
salary, deductions) and additions and deletions from the report. Although the Office of the State
Comptroller monitors significant changes such as new hires and salary adjustments, it may be
beneficial for the Bureau to monitor such changes.

CIVIL RECOVERIES - ALBANY
Post Dated Checks

Statement of Condition: The Civil Recoveries Bureau accepts post-dated checks.
Criteria: The Civil Recoveries Bureau should not accept post-dated checks.

(Potential) Effect. Acceptance of post dated checks results in the Bureau requiring additional
procedures to ensure that the checks are deposited at the appropriate time. In addition, the debtor
may not have adequate funds to cover the check in the future.

Cause: The Bureau’s current policy is to allow the acceptance of post-dated checks.

Recommendation: We recommend that the Bureau not accept post-dated checks. To increase the
effectiveness and efficiency of collections.

Safe Log

Statement of Condition: The Civil Recoveries Bureau keeps checks in its safe overnight. These
checks include post dated checks and checks that need further review. There is currently no log to
indicate what is included in the safe overnight.

Criteria: The Civil Recoveries Bureau should maintain a log of items included in the safe.
(Potential) Effect: Misappropriation of assets
Cause: Not determinable.

Recommendation: If items must be maintained overnight we recommend that the Bureau
maintain a log of items left in the safe overnight.
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ADMINISTRATIVE OPERATIONS AND SERVICES MANAGEMENT ALBANY

CRELIRINARY ;;
Fixed Asset Inventory Updates FOR DiSt PR

Statement of Condition: The active inventory log is not updated in a timely manner. Legal
technology is shipping items out of the warehouse without notifying the supervisor of
Administrative Operations and Services Management (AOSM). Therefore, the active inventory
log that the supervisor maintains, may not contain current information.

Criteria: The active inventory log should contain up to date information on the status of each
active inventory item.

(Potential) Effect: The active inventory items are difficult to locate and track.
Cause: Lack of communication between Legal Technology and AOSM

Recommendation: We recommend that Legal Technology inform AOSM immediately of any
updates regarding active inventory.

INVESTOR PROTECTION AND SECURITIES — NEW YORK CITY

Review of Complaints

Statement of Condition: Customer complaints received by the Investor Protection and Securities
Bureau are reviewed by the Bureau chief, but this review is not evidenced.

Criteria: There should be evidence that the Bureau Chief has reviewed the customer complaint.
(Potential) Effect: Customer complaints may be overlooked and not adequately resolved.
Cause: Not determinable

Recommendation: We recommend that the Bureau Chief initial the customer complaint after the
review has been performed to ensure that the process is performed and to prevent complaints from
being overlooked.

CHARITIES —~ NEW YORK CITY

Delinquency Letters

Statement of Condition: The computer system used by the Charities Bureau cannot automatically
generate delinquency letters, when the required documents have not been received by the
deadline.

Criteria: This process should be automated.

(Potential) Effect: Since there are more than 35,000 files, this task can not be efficiently
accomplished without adequate software support.

Cause: When the system was installed this feature was deleted.

Recommendation: We recommend that the Bureau discuss with its software technicians the
possibility of reinstalling this functionality.

3
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Bureau

Slgnificant
Qhlactives

Relevant
Controls

- Civil Racoveries

Albany

Collact monias awed ta the State
from delinquent accounls, unpaid
student loans, damages fo Stats
property, fines and olher penaitiss via
the Clvil Prosecutlons Unit.

Segragation af dutles ex|ats belween recsipl and restrictive
gndorsemsnt {In maliracm), praparation of receipts log (In
Civil Recoverles), and deposit of coilections (in Finance).

Human
Resourcas

Albany

Ensura Clvll Service Laws and Rules
and Regulations are observed and
complied with regarding siaffing of all
competitive pasitions and the
classification of all positions.

A request io flll must follow the agency praseribed
pracedurse of approval by Bureau Chief, Division Chief, the
Office of Budget and Fiscal Managament and the Flrst
Deputy of the Allorney General.

A position rapresenied by the CSEA negollated contract
mus! be posted for 10 days, as spacified in the contract,

When appropriate competitive class candidates must be
selectad from sligibie lists and approved by Civil Sarvice.

Exampt hires must ba approved by the Altorney General.

Certify Time and Attendance

Review lime and attendance records to ensure that they are
completed correctly, signsd and certifled by both emplayee
and supervisor.

Ensure that time recards are |ess than two pay perlods In
arrears.

Administratlve
Operatlons and

Fixed asset and Equipment inventory

Raspanslble for distribution of pre-numbered dacals applied
to all significant purchases.

Sarvices

Management Malntain computerized st of equipment by decal number
and location.

Albany .
Physlcal inventory of fixed asssts Is parfermed pericdically.
Suppliss requisitions are approved and distributed through
Albany Siatawlde (excapt NYC)

Conlract

Approval Unit

Review and procass State canlracts
and fiduciary bands via the Contract
Appraval Unit.

A Contract Approval Unit axists {0 perform tha raview of a
contract, and OSC will not apprave confracts prior (o

Albany Attorney General apprqval.. :
Siate Process orders, judgements and Setlilemants are approved by the Attorney General.
Counssi seftlement stipulations o raimburse -
Stata officers and emplayess who
Albany ara sued personally far carrying out

thelr official duties.

Real Property
Albany

Pravide legal assistance [o State
agancies In connaction with the
acquisition and disposition of public
land.

A standard operating procadure manual Is malntained.

1
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Significant Relevant
Buraau Objectives Controls
Provide representation to the Stale in | Cases are assigned lo attorneys by the Section Chiefand
disputes over title, morigage - reports of tille are approved by the Bureau Chisf or the
foraclosure, lax liens, appropriatian Deputy Bureau Chief.
claims, and other real estate related |
litigation ' : A weskly slatus report of significant matiers is praparad for
the Attornsy General's Executive Committee.
Claims Defend the Stale against actlons in Claims ara logged and appropriats action is determined.
the Court of Claims.
Albany The Bureau Chisf raviaws all new clalms.
A tracking system is in place o monltor variaus stages of
claims processing.
Casae status reports and slgnificant case reports are
preparad perladically and distributed to the Section and
Bureau Chiefs. '
Case selilements are appraved by Section Chisfs, Deputy
Bureawu Chief, and dapending on the amount, the Assisiant
Division Chief, Division Chief and First Assistant Atlorney
General - Allornay General.
Recommendations on appeal are approved by Depuly
Bureau Chisf, Bursau Chisf and Dsputy Sallchor General.
Appeals and Responsible for the oversight of all Appeel racommendations are logged and declslons to
Opinions appellate ltigatlon In Staie and appeal or not 1o appeal cases ara made by the Solicitor
Fedaral courts. General, the Deputy Solicitor General or in designated
Albany areas, by an Assistant Attorney General.
Preparation of apinions lssued by the | All fermal oplnlons are reviewed and approved by tha
Attarngy General. Attorney General after review hy the Solicitor General and
' the Daputy Sallcltor General. Informal opinions ara
reviewad and approved by the Salicitor General and the
Deputy Solicitor General.
Act as Bond Counssl ta the State, Attorney and paralsgal staff (s essigned, with wrltten policies
gerve as general counsel {o the Local | and procedurss, to perform these auties.
Gavernman! Asslstance Corporatlon, '
and [prepare litigation opinions for
officlal statements, Including
identlficatlon of slgnificant pending or
threatenad litigation and unassertsd
claims and assassments.
Litigation Prasecuts and defsnd actions on Cases are logged and apprapriate actlon Is datermined.
behaif of the State, its offlcers and ‘ . I
Albany agencies, in virtually all-substantive The Bursau Chief reviews ali significant new cases and

areas af law.

assigns the case to an attarnay or a saclion chief,

Case status reports and signlficant case .reports are
Brapared ﬁeriodica)]y and distributed 1o the Secllon and
ureau Chiefs.

Settlemants are approved by the cllent a?ency section
chief, bureau chiaf, and where appropriats, division
managament.
2
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Significant Relevant
Bureau Ob/ectives Controls
Timely and accurate pracessing of Ssgragation of duties hetween Payrolf and Personnel
Office of the Attomey General (OAG) | functions.
payroll informatlon and distribution of
paychacks. Form PR76: the transmittal form that accompanias the
Budael and N payroll Information is raviewed and signed by ane of the
Flicgle an following:
Management - Director of Budget and Fiscal Management.
Albany - Assistant Dirsctor of Budget and Fiscal Management

Payroll chacks in the Albany and New York Clty offlces are
claimed by deslgnaled smployes from each Bureau, who
must sign for the checks. For Regional Offices, a
transmittal Is forwarded 1o the office and acknowledged.

Process cash recelpts from Bureaus

Form AC909. Report of Monles Recaived is approved by
the Director of Budget and Fiscal Managamsnt ar ‘assistan!
Diractor of Budget and Fiscal Management.

Monthly bank raconciliations are prepared and reviewsd.
Preparation and submission of annual "Sola Cusiody

Fund/Account Report' to Camptrolier; approved by Rirector
of Budget and Fiscal Management.

Uphold fiduclary responsibllity aver
funds held for claimants of
defrauders.

The request for withdrawal of funds must be submitted by
the Director of Budget and Fiscal Managemant, or des|gnes
to the Office of the State Comptroller (OSC) to obtaln a
releasa of funds from escrow. Tha amount of rejeasa Is
appraved by the Direclor.

Segregation of duties exists between check slgning and
check distribution functions.

Monitor current expenditures.

Expenditurs lavais ars reponiad quarterly by tha Ass|stant
Director of Budget and Fiscal Managsment.

Assess tha fiscal requirements of
OAG and submit an annual budgst to
Divislon of the Budget (DORB).

Enter Into contracis with exparts o
provide assistanca In llilgation.

The budgel is reviewed by the Director of Budget and Fiscal
Management

The Request for Expart Wilness is approved by a Bureau
Chief, Division Chief, the Office of Budgset and Fiscal
Management, and OSC where requlred.

A refainer letter specifying the maximum amount that will ba
pald Is signed by the Director or Assistant Diraclor of
Budget and Fiscal Management and submitted to the
axpert,

3
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Significant Ralpvant
Bureau Objectives Controls

Serve as purchasing agency for
QAG, initiate bidding procass whan
appropriate, and snsure that payment
is made within 30 days of receipt of
goads and services.

A Purchase Request form or equivalent documentation Is
requlred for all purchases. All request forms or sgulvalent
documentation are signed by the Division Chief or assigned
representatlve.

The Purchasing Agent will review and sign all purchase
requasts and purchase orders.

All purchass arders are saquantially numbared.

Spaecific bldding proceduras must bs followsd for all-
discretionary purchases unless a sole ar single source
vandor can only maat the needs of OAG, Informal bidding
occurs for all purchases between $5,000 - $16,000. Any
single purchase greater than $15,000 requires competitive
blds to be obtained through a formal hidding process.

Standard vouchers are reviawed and signed by the Direclor
or Asslslant Director of Budget and Fiscal Management.

All vouchars are seguentially numbered and are tracked by
by 0.8.C 1o pravent duplicate paymenis

A tracking system is In place 10 ansure payments ars made
within the required imse paried.

Monltor guidelines issusd by State
agencles (l.e. OSC, DOB) and
diractives of the Atiomay Genersl 10
ansure OAG is functioning as
intended.

A file of guidslines issued by State agenciss and directives
of the Attorney General is maintalned and monitored.

Adminlstrative memoranda, addressing significant
guidelines and dlracl&ves, are approved and |ssued.

Organlzed Crime
Task Force /
Finance

Ensure propsr authorization and
complsteness of confidentlal
dlsbursements.

Albany

Requssts for advance paymenis from the Confidential Fund
bank account are authorlzed by using a Request for Funds’
form and telephone bill payments are autharized by using a
Telephone Paymeant Reques! Form.

Requests exceading $6,000 require the written authorization
of the Deputy Altorney General or his/her designee.
Requests exceeding $10,000 require written authorization of
the Division Head or his/her designse.

Requester acknowledges racelp! of funds by signing the
Request for Funds form under the Fund Processing and
Recslpt saction. For funds requestad for a coopsrator,
requestsr must sign a Receipt for Funds for Cooperation
form when funds are raceived.

Requester submits a Closeout for Fund Advanca ar Interim
raports with recelpis, required documentation and any funds
not expended.

The Chief Investigator reviews and Initials Closeout for Fund
Advance.

The Confidential Fund is reconclied on a manthly basls.

4 .
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Bureau

Significant
Oblectives

Relevant
Controls

Process cash raceipts and
disbursements from alleged criminal
sourcas,

Access to seized cash is limited by entering cash inta the
evidence vault using a Properly Form. Tha Praoperty Form
is signad by the investigator who saized the monay.

The Investigator who deposlls the money into the Lawyers
Escrow Account forwards the validated depasit slip and a
memo speclfying the subject the assal was confiscated
from, case # and amount of deposit to OCTF Canfidsniial
Staff

Onca it is detsrmined how sseized funds are 1 be
distributed, the attomey handling the case wili send a memo
along with a capy of the court order to OCTF Confidential
Staff with Instructions to cut a check. '

Confldential staff then completes a request for payments
form that is forwarded to OSC ajong with tha court order.
OSC forwards the funds back to canfidential slaff who
deposit the funds into the lawyers escrow account. The
Confidential staff wil} cut the chack{s) in accordance with the
Instructions forwardad on the memo.

Authorlzed signers are the Diractor of Financial
Administralion, the Assistant Director of Financlal
Administration, and two confidential staff members.

A "Manles Received Report” (AC 608) Is completed,
appravad by tha Director of Financlal Administration and
logged Into the manual logbook for all forfelted manies. The
check and a copy of the AC 808 are then forwarded to the
OSC.

The Lawyer's Escrow Account |s reconclied monthly by the
QCTF Finance Conlroller.

Civll Rights
Bureau

New York City

Enforce Civil Rights law under State
and Federal {aw through
investlgation, litigatlan, monlitaring
and saitlemant In the courts.

Complaints ars logged and appropriate aclion is
determined.

Casa initiation is approved by the Bureau Chief.

Litigation documentation is reviewed by the Bureau Chief
and, when casae is significant, by the Division Chief.

Resulls of montloring ere documented.

Case resolution is approved by tha Bureau Chief and
Division Chief. '

A weekly status report of significant malters is prepared for
the Divislan Chief and the Allorey General.

Criminal
Prosecutions

New York Clty

Investigate criminal malters referred
to the Aftornsy General and enforce
criminal statutes within the
furisdiction of OAG Including lialson
with ather Bureaus Involved In
criminal cases and the law
enforcament community.

Complainis ars Jogged and apprapriate actlon Is
datermined. :

Case initiation and attorney assignment Is appraoved by
elther the Deputy Bureau Chisf (NYC or Albany) or as to
casas within a particular section, by a section chief.

A tracking system is in place to manitor case siatus.

5
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Slgniflcant Relevant
Bureau Objectives Controls

Approval of the Bureau Chlef or Daputy Bureau Chief is
required to submit charges to a grand jury.

NYSPIN Warrant and Criminal History Request forms are
signed by elther the Bureau Chief, Deputy Bureau Chisf or
the Seclion Chief.

Cases may not be disposed of by plea negatiation without
approval of the Bureau Chief,

The Bureau Chief mests with aftornays pedodically to
discuss the status of cases.

Medlcald Fraud | Ensure proper authorization and Requesis for Advances from Confidential Bank Account

Control Unit completeness of confidential autharized by completing Request for Funds form with
disbursements. Bureau Chief or designee appraval.

New Yaork City

Confidential Fund is reconcllad monthly by a disinlerested
party.

Sequential log is maintained of Requests by fund custodian.

A "Recslpt for Funds” form Is completed for il undercaver
paymenis.

"Close Oul" forms for Advancas are prepared and cenified
by supervisors.

Process cash receipts from alleged Selzed cash Is processed by the Invesligator. The cash s
criminal sources. inventoried and sacured in a sealed. clear evidence bag.
The cash and sealed bag ars logged Into an evidence log,
assigned an avidence number, and placad into a locked file
cablnet lacated Inslde a locked evidanca room. Cash
ramains secured in the evidencs room until the invastigator
removas It for court purpesss by properly signing cash out
of evidence loghook. Cash is gsnerally maintained in ths
avidence room untll the cass |3 disposed of. Thersafiar,
cash s properly removed from the property room and hand
carried to the finance office, whereby a receip! is issued o
the Invesligator. The cash is deposited into the appropriate
account for procassing.

6 .
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Significant Relavant

Bureau Oblectives Controls
Prosecute on bshalf of the State, Cases which, In the opinion of the appropriate Reglonal
crimes ralalad to fraud in the Diractor of Bureau/Division Chlef, have hesn dsjermined to

Madicaid Program and patient abuse. | have prosacutorlal polential, shall be opened, i.e., assigned
© | to an attorney, suditor, and Investigatar within the Ragion
and/or Bureau/Division for legel analysis, audit and
investlgation.

The Supervising Investigator for the Reglon or
Bureau/Dlvision, shall assign an investigator to each
apened cass, who shall cause a memorandum to be issued
Indicating that the case has been opened.

The Supervising Investigalor assigns a number to the case
and enters il Into a log.

Litigation documentation is maintained by the Central Files
Unit.

Caases are raviswed by a senior attomnaey.
Elsctronic survelllance ralated documenis and materials are

maintained in lacked facilities by the Tech Room Senior
(nvastigator, who alsa maintains a iog of the documents and

materials.
Ensure proper control and All awards are set up In Accaunt Folders and Trial Balance
safeguarding of funds. File - based on forms received from Special Assistant

Attorney(s) General (SAAGS).

Financs Alde processes chacks, updates Account file and
prepares ACS08.

Second Finance Aide reviews and slgns off all forms.
Flnance Asslsiani signs ACB08.
ACB08 forms are posted to computer flie.

Month end Trial Balances and reconclliations are prepared
and sant {o Exscutive management and SAAGS

ACB09 sant to Treasury are checked I0 J10s and LED 40

No accounts can be written off Lmless approved in writing by
the Deputy Altorney General.

Real Estats Provide Informatlon 1o the public The Attornsy Genaral and the Bursau Chisf issue policy
Financing through raquests or published slatemenis.
lilerature. Protect the public from S
New York Cliy fraud with respect {o real estate Comparlsons ars made with rules, regulations and a
offerings including: checklist to ensure fult disclosure in the offering document.
- co-apsralives .
- condominiums - The reviewing altornsy makes comments on 1he proposed
- sypdications offering document.
- homeowners associations ’
- timesharing
ki
7 .
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certificalas of incorporaiion
sales of property (only salss of
all or substantially all asgets
of charitable arganizations, and
all'sales of real property by
certaln raliglous organizations)
- ‘mergers
dissolutians of corporations.
Professional fund ralsers

Significant Relavant
Bureau Obiactives Controis
lnvésngate campiaints and whers Complaints are lagged and appropriate action is
appropriats, initiate civil or criminal determined.
actions. : ‘
Case initiation Is approved by the Division Chief.
A weekly status report of significant matters Is prepared for
the Divislon Head.
Defand the Bureau in all lawsulis Complaints are logged and appropriate action is determinad
brought against it. by Depuly Bursau Chief.
Process court ssttlements and fling if applicable, cash settlements and flling fees are
faes. administersd by the Bureau of Budget and Fiscal
Managemenl.
Budget and Handle all deposits of cash racelpls Segragation of duties exis! betwaen recaipt and reg;ribtive
Fiscal for various collections made by the sndorsement (In Bureaus) and deposit and raconciliation
Management NYC Bureaus. functiong (In Administration).
New York City
Bank accounts are reconciled monthly by tha offlce
supervisor.
Charltles Revigw various activitles of A log of centificales and amandmants Is maintalned to
not-for-profil carparations including: racord recsipt and retum of cerlificates.
New York City - filing of amendments of

Sales, margers and dissolutlons are reviewed by the
atlorney assigned.

Fulflll the statulory oversight role of
the AG with regard fo charitable
organizations and assets by requiring

reglstration and annual reporilng {i.e.,

990) of the following with OAG:

- charlties

- foundations

- trusts and eslates with charitable
Interasts

Reglstrations are logged
Annuaj reports and flling faes ara logged

Delinquant annual rapor filings are monlitared.

Protect the interests of the public as
the ultimata bensficiaries of all
charitable gifis and bequests
contained {n wills and trust
agresments.

Cases are logged snd assigned to the appropriate attomey.

Fiduclary accounting Is reviewed by an Asslstant Attomey
General bafore an approved distributlon Is made from an

estate that contains a gift to a charltable organization.
ki
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Significant Relevant
Bureau QObjectives Controls
lnvéstigata complalnts and where Camplaints are logged and appropriate acllon (s .
approprale intitlale investigations datermined. If cases are initiated, they are recorded in a
and litigatlon.. case log.
Documentation is accumulated. Significant matters are
reportad ta the Division Chief in weekly raporis.
Protect the State's intsrast in the Cases arse logged and assignad to the appropriate attomey.
Abandoned Praperty Fund by ,
reprasenting the Stata Comptrollerin | For withdrawal cases, the attorney appears and flles an
actions seeking tha withdrawal of answer. For publlc administrator cases, the attomey
abandoned praperty from the State appears and reéviews the accounting.
Camplrolier's control and by A
pariicipating in cases invalving
abandoned property under the public
administrator's control,
Procsss court selilements resulting Financlal effects of sattlements are administered by the
from litigatlon. Finance Office/Division of Administration.
investor Protect the publle fram fraud by Registration documents are reviewad, comparing the filing
Prolacllon and regulating salss of investiment with rules and regulations to ensure full dlaclosure (in-house
Securities securities and commaodities in NYS or by the Central Reglstration Depository for National
and requiring registration of the Assoclation of Securlties Dealers membasrs).
New York City following with OAG:

- brokers

- denlers

- salesmen

- investment advisors
- issuers of securitles

Where appropriate, underiake
investigations, and civll litigation.

Complaints are logged and appropriale action is
determined.

Case inltlation takes placs, lifigation documentation Is
accumulated and casa dispositions ars approved by the
Bureau Chief.

A waskly slatus report of significant matters is prepared for
the Division Chief and the Attomey Geaneral's Executive
Staff.

Enforce laws ragulating the following:

-financing of theatrical venturas
-sale of franchlses
-corporate takeovers

Registratlon documents are reviewad, comparing the flling
with rules and regulations to ensure full disclosure.

Process coun settlamants and fliing
faes.

If applicable, cash settlemants and flling fess are

administered by ths Divislon of Administration.
¥
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PN

Bureau

Significant
Oblactlves

Relevant
Controls

Environmantal

Initlate affirmative litigation on behalf

Communication is established hetwesn the Department of

seek an assuranca of
discontlnuance, Institute litigation ar
obtaln a consent judgemsnt.
Represent the public interest In utliity
rate, ensrgy cost and pallcy matters.

Protection of the State to protect the public Environmantal Conservatlon (REC) and Bureau Chief to
health and safsty [rom the threat of identify and Initlate a formal complaint.
New York City - air and water pollution
- acid rain Complainis are loggad and altornsy assignment Is
- hazardous wastes dstermined.
Far non-agency referrals, case initiation is appraved by the
Bureau Chief and for all cases, including cases defending
Defand Stats agancies whan thelr State agancles, file documentation and refarral Istters are
regulatory actions ragarding malnlained.
environmental matters are
challsnged. Calsndars are maintained to keep track of cases. Malntain
full case reparts, updated regularly, tracking cases In
_ | progress.
Dsafand Stals agencies accused of
vlolating environmental siatutes or Waeekly status reports of significant matters are prepared for
ragulations. the Bureau Chief and he Deputy Attamsy General.
All cash settlements are administered by the Finance
Process cour seftlaments. Office/Divisian of Administration.
Consumar Protact the consumer from Complaints ara iogged and reviawed to determine
Frauds and fraudulent, misleading, decsptive and | appropriate action.
Protection {llegal business practices and, where
appropriate, undertake medlatlon Manthly and quarierly reports are produced detailing
New York Clty sfforts or initiate investigations and ~ | progrsss of complaints.

Case Initiation takes place and litigation documentation Is
accurmnulated and reviewed by the Bureau Chief.

All pendlng brisfs and other legal documents are reviewed
by the Bureau Chlef or Deputy Bureau Chlef.

A bi-weekly maetlng I8 held to discuss upcoming and
significant matters .

Assurance of discentinuance or consent judgemant is
approved by the Bureau Chief.

A weekly raport of significant mattars ls prépared for the

| Dlvision Head and the Attamey General.

Administer the Stals’s Lamon Law
Program

The establlshment of rujes and raegulations Is promulgated
by the Attomey General.

An Administrator is appolintad.

Arbitralion applications are reviewed and submitted to the
Administratar.

An annual repart with arbitration stallstics is prepared.

Collact restitution and demages from
violatars

The Campllance Offlcer abtains seltiement forms from case
altorney and logs collections.

3
If applicable, settlements are adminisiered by Division of
Administration.
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Signlficént Relevant
Bureau Oblectives Controls
Antijtrust Represent the State and lts citizens Complaints and other enforcemeant actions are logged and
in State and Federal anlitrust reviewsd lo delermine apprapriate action.
New York Clly litigation, enforce the Stats and
Federal Antltrust Laws against Casae initlatlon Is performed, litigalion documentation is
rasiraints of trade, and promote accumulated, and settlemenis ara reviewed by the Bureau
compatitlan and fres snterprise within | Chief.
New York State.
A semiannual status report of significant matters ls prepared
for the Division Chisf and the Attornsy General.
Litigation Prosecuta and defend actlons on Cases are logged and apprapriate action is determined.

New York Clly

bahalf of the State, Its officers and.
agenciss, in virtually all substantive
areas of law.

Litlgation documentation Is accumuiated and ssaitlements
are appraved by: )

Cllent agency, sactlon chief, hureau chief, and where
appropriats, division management for all cases

Labor

New York City

Defands civil action agalnst
Commiasioner of Labar and brings
civit and/or criminal actlen agalnst
amployers for violatlons of State
L.abor and Workers' Compensation
Laws Including:

- fallure to pay minimum wags or
fringe benefits

- fallure to carry Workers’ Comp
or disability Insurance

- fallure to comply with labor laws

- bankruptey proceedings

- Collsct clvil judgments agalnst

‘ employsrs and smployses.

- Represant tha Workars’
Compsensatlon Board and the
Unemployment Insurance
Appeal Board when its
dacisions are appealed.

The complaint or proceeding Is logged and appropriata
action is dstermined.

Casae Initlallon is approved by the Bureau Chief.

Formal proceduras exist o address complaints and handle
cases, including review of status of cases by the Division
Chief with the Bureau Chief on a periadic basls.

Financial effects of judgments are administerad by the
Finance Office/Oivislon of Administration.

Review procadures exist ta address various types of
appeals. (.8, red folders, mandatory and racord lists).

11
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ew-York StaierOmceroLtheAugmey_General -

| (1112/2008) Sondra Lovell - Re: OSC A at Page 1
From: Joshua Carr
To: v House, Mary; Lovell, Sondra
Date: 11/10/08 05:05PM
Subject: Re: OSC Audit

Yes, I think I can find that.

Sondra, can you look in Cindy's files for the 2000 or 2001 Audit? I think it was by KPMG or PriceWaterhouse. _

Joshua E. Carr

Acting Director

Budget and Fiscal Management Bureau
Office of the Attorney General

The Capitol

Albany, New York 12224

Office - (518) 474-7500

Fax - (518) 474-0714

Blackberry: (518) 469-6609
joshcarr@vzw.blackberry.net

>>> Mary House 11/10/2008 5:02 PM >>>

I have followed up with A&O regarding our mail processing and whether this bureau could assume that responsibility in order to get
our checks earlier in the day to insure timely deposit.  Bill Collins advises that our current process is the result of a comptroilers
audit. I recall an audit, but I'm not sure what the findings were or how specific the direction was for this process. Or, for that
matter, whether we could substitute sufficient controls to allow a change in the process.

Do you have a file on the audit that could tell us what the OSC required with regard to check handling?

FOIL G000154-032122 000084
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] (11/12/2008) Sondra Lovell - Re OSC Audit A ‘ Page 1
From: - Joshua Carr
To: - ‘House, Mary; Lovell, Sondra
Date: 11/10/08 05:05PM
Subject: - Re: OSC Audit

Yes, I think I can find that.

Sondra, can you look in Cindy's files for the 2000 or 2001 Audit? I think it was by KPMG or PriceWaterhouse.

Joshua E. Carr

Acting Director

Budget and Fiscal Management Bureau
Office of the Attorney General :
The Capitol

Albany, New York 12224

Office - (518) 474-7500

Fax - (518) 474-0714

Blackberry: (518) 469-6609
joshcarr@vzw.blackberry.net

>>> Mary House 11/10/2008 5:02 PM >>> i

I have followed up with A&O regarding our mail processing and whether this bureau could assume that responsibility in order to get
_our checks earlier in the day to insure timely deposit.  Bill Collins advises that our current process is the result of a comptrollers

audit. I recall an audit, but I'm not sure what the findings were or how specific the direction was for this process. Or, for that

matter, whether we could substitute sufficient controls to allow a change in the process.

Do you have a file on the audit that could tell us what the 0SC required with regard to check handling?

FOIL G000154-032122 000085
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STATE OF NEW YORK
OFFICE OF THE ATTORNEY GENERAL

DIVISION OF ADMINISTRATION

ELIOT SPITZER
BUREAU OF BUDGET AND FISCAL MAANAGEMENT

Attorney General

June 27, 2003

Pricewaterhouse Coopers, LLP
Richard E. Grant

State Street Centre

80 State Street

Albany, NY 12207

RE: Contract # C101201
NYS OAG In_ternal Control Audit

Dear Mr. Grant:

We are in receipt of your most recent invoice in the amount of $3,171.00, which, pursuant to
Appendix “B” of the above referenced contract, represents final payment of the full contract amount
of $66,000.00.

Having received the draft preliminary findings, we met with your staff on May 28, 2003 and provided
them with our detailed comments on these preliminary findings. According to section 2.9 of the
Request for Proposal, which was incorporated into the contract, subsequent to the aforementioned
meeting and upon resolution of all open issues, your firm is required to furnish the final signed
report within seven (7) working days. However, we have not heard anything more since that
meeting. ' :

We received the first invoice for this contract in January 2002, and we are eager to conclude this
matter. However, as the contract requires a final report which has not been provided, payment of
the aforementioned invoice cannot be made until receipt of the final audit report. The invoice is,
therefore, returned to you.

Your anticipated attention to this matter is greatly appreciated. Please contact me if you have any
questions or require further information.

Sincerely,

an M. Woodard
ector, Budget and Fiscal Management

JMW/fav

The Capitol, Albany, NY 12224 @ (518) 474-8146 @ Fax (518) 474-0714

FOIL G000154-032122 000086
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PRICEAATERHOUSE( QOPERS

June 23, 2003 Invoice Number A908-001555-9

Ms. Jean Woodard

Assistant Deputy for Administration s
The New York State Office of the Attorney G%ﬂﬁ%@?%gwa:“masup
The Capitol Boston, MA 02241-3026
Albany, NY 12224

INVOICE FOR SERVICES

Eighth progress billing in connection with our audit of
internal controls as required by the New York State Governmental
Accountability, Audit and Internal Control Act (see attached

billing addendum) .

Total Invoice $§;171.00

—— e et - T ——— ———

Contact: Richard E Grant 518-427-4420
Engagement No. 160884-2237-00

Payment Due Upon Receipt tax identification number 13-4008324

return this portion with your remittance

Ms. Jean Woodard June 23, 2003
Assistant Deputy for Administration Invoice Number A908-001555-9
The New York State Office of the Attor Invoice Amount $3,171.00

The Capitol
Albany, NY 12224

Amount Paid
By Check Remit to: By Wire Transfer Remit to:
PricewaterhouseCoopers LLP ABA #
P.O. Box 3026 Citibank, NA
Boston, MA 02241-3026 PricewaterhouseCoopers LLP

A/C

PLEASE INCLUDE OUR INVOICE NUMBER
IN THE DESCRIPTION FIELD OF THE WIRE TRANSFER.

FOIL G000154-032122 000087
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The New York State Office of the Attorney General

Billing Addendum Audit
Hourly
Hours Rate
Partoer 4.0 $224.00
Manager 19.0 $144.00

Valued client discount
(10.3%)

Total

Amount left on contract

Total

$ 896.00
2,736.00

$ 3,632.00

(374.10)

$ 3,257.00

$3,171.00

FOIL G000154-032122
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STANDARDS FOR INTERNAL CONTROLS
IN NEW YORK STATE GOVERNMENT

Introduction (p.3)

Purpose of the document is to advise government employees of the standards against '
which the performance of their programs and organizations will be measured; that such
standards will be the basis for the audits performed by the State Comptroller; and that
government employees should view the information contained in the Standards as a
guide to assist them in managing their operations.

The Internal Controls Framework (p.4 - 8)
Internal Controls bring order, direction and consistency to our lives and organizations

Internal Controls not only necessary to account for funds expended on a program, but
to demonstrate the value of the program and its accomplishments

Internal Controls System is a method to give managers the means to provide for
program accountability as well as the means to obtain reasonable assurance that the
programs they direct meet established goals and objectives; "..Internal Controls or an
internal control system is the integration of the activities, plans, attitudes, policies, and
efforts of the people of an organization working together to provide reasonable
assurance that the organization will achieve its mission.”

Internal controls impact all aspects of an organization; are the basic element that
permeates an organization; incorporate qualities of good management; are dependent
upon people for its success; are effective when all work together; provide a level of
comfort to an organization; do not guarantee success; and assist an organization to
achieve its mission.

All persons in an organization have responsibility for Internal Controls; executive
management must set the tone at the top. Greatest responsibility rests with
management. Employee activity must be monitored to avoid disregard of internal
controls.

The need for Internal Controls increases as organizations become more complex and
types of Internal Control activities become more sophisticated. (Cites electronic
commerce as an example.)

Seven components identified as essential to achleve purposes of Internal Controls:
Organization, Control Environment, Communication, Assessing and Managing Risk,
Control Activities, Monitoring and Evaluation. Of these, the draft exposure cites
Organization and Control Environment as being especially significant.

As defined by the International Organization of Supreme Audit Institutions, there are
four purposes of Internal Controls which, if addressed, will most likely result in
achieving the organization's mission: (1) to promote orderly, economical, efficient and
effective operations and to produce quality products and services consistent with the
organization's mission; (2) to safeguard resources against loss due to waste, abuse,
mismanagement, errors and fraud; (3) to ensure adherence to laws, regulations,
contracts and management directives; and (4) to develop and maintain reliable financial
and management data, and to accurately present that data in timely reports. Failure to
address even one, may put the organization at risk.

FOIL G000154-032122 000089



-- New York State Office of the Attorney General -

Roles and duties of the Internal Auditor and Internal Control Officer (ICO) should
remain separate: ICO coordinates the internal control program for the agency,
establishes policies, procedures, guidelines and requirements that agency employees
should follow to ensure the agency system of internal control is functioning properly,
establishes a system of internal control review, provides for the availability to all
employees management policies and standards for the agency, implements education
and training about internal controls and internal control evaluations; the Internal
Auditor is responsible for evaluating the effectiveness of this system, and should be
independent of the processes he or she audits. The exposure draft states that the
same individual can not simultaneously fulfill the responsibilities of ICO and Internal
Auditor and maintain the necessary independence.

Organization (p.10 - 13)

Includes people doing various functions, which are directed in a way that brings the
functions together into an orderly, functional and structured whole to achieve a
mission.

Organization process establishes a strategic plan which includes the mission, objectives,
goals, operational plans, structure and distinct assessable units. Management
responsible to explain, document and communicate this information throughout the
organization, and to periodically review and update plan for adequacy and relevancy.

Mission:. provides direction and purpose; serves as a guide when making critical
decisions. Well-defined mission should identify customer needs, provide direction and
stability to the organization, and motivate staff who should perceive they have a
personal stake in the mission. Mission should be periodically reviewed for adequacy
and relevancy.

Objectives. The organizations desired outcomes, product of the planning process,
necessary for coordinating efforts within an organization; may be organizational or
operational. (Organizational objectives derived from mission by management and are
long-range broad statements which define the desired outcomes of the organization as
a whole. Operational objectives are derived from the organizational objectives; are
shorter-range, more specific and define the desired outcomes of each of the
organization's sub-units, are structured in a hierarchy so each accomplished objective
helps the next higher level to achieve objectives.) All objectives should be documented
and provided to employees. Objectives should be periodically reviewed for adequacy
and relevancy
Goals. Objectives translated into specific, measurable targets; are quantifiable and
provide means for assessing the accomplishment of objectives. Goals should be
documented, communicated and understood by staff. Goals should be periodically
reviewed for adequacy and relevancy
Operational Plans. Based on most objective and accurate information available; used by
managers at all levels to determine priority and timing of objectives; to resolve
conflicts between objectives; to establish organizations policies and procedures; set
budgets, schedules and resource management. Plans provided to and understood by all
who must follow them. Plans to be flexible and periodically reviewed for adequacy and
relevancy .
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Structure: the framework in which the organization's plans are carried out. Charts

organizational structure providing a clear picture of authority (and its delegation) and
accountability relationships between functions. Requires the provision of qualified and
continuous supervision; ensures employees are aware of their duties and
responsibilities, and the extent of their accountability for activities.

Assessable Units: The segmentation of the organization into "assessable units" in order
to perform a systematic evaluation of an organization's system of internal controls.
Segments of functional subunits found on an organizational chart which have an
identifiable purpose that result in the creation of a service or a product (either
internally or externally) and/or that fulfills a law, regulation or other mandate. A
documented listing of assessable units should be maintained and periodically reviewed
for relevancy and accuracy.

Control Environment (p.14 -16) |

The atmosphere created by the people of an organization; a product of management's
ethical values, integrity, philosophy, style and supportive attitude, as well as the
competence and morale of the organization's people.

Ethical Values and Integrity. Standards of behavior that form the framework for
employee conduct encouraged and communicated by management and which guide
employees when they make decisions on the job. ‘Management responsible to ensure
that processes and activities serve to strengthen integrity. (Listing of ethical values,
activities and processes listed on page /4.)

Management Operating Style and Philosophy : Management's basic beliefs regarding how
the people and activities of an organization should be managed. Management to
"...practice the most effective style and philosophy for the organization, assuring they
reflect the ethical values of the organization and positively affect staff morale." This to
be established, put into practice and communicated to staff. The degree to which
management is willing to accept risks and the degree of economic or regulatory
control imposed by others; the attitude of management toward data processing and
accounting functions in general, will affect the nature of internal controls.

Competence: A characteristic of people who have the skill, knowledge and ability to
perform a task. Management responsible for ensuring competency of personnel by
establishing appropriate human resource policies and practices, (listed on p. 15), and by

- ensuring staff have the tools they need to perform their tasks.

Morale: The attitude people have about their work as exhibited by their confidence,
discipline and their willingness to perform tasks. Management to monitor morale and
take actions to maintain high morale.

Supportive Attitude: A disposition that encourages a desired outcome. Executive
management to set the tone that emphasizes importance of internal controls in
ensuring the accomplishment of the organization's mission to the extent there is:
minimal and guarded use of control overrides, an openness to control self-evaluations
and internal and external audits of controls, responsiveness to issues raised as the

\result of evaluations and audits, and on-going education to ensure everyone
understands the internal control system and their role in it.
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Communication (p. 17 - 19)

The exchange of oral or written information between and among people and
organizations; should travel in all directions to ensure all are informed and that
decisions and actions of different units are communicated and coordinated. Essential
for an organization to maintain an effective system of internal control.

Communication should be timely, sufficiently detailed and tailored to the user.

Communication and Internal Controls : Management should ensure clear
communication channels exist to carry information to people who need it throughout
the organization to inform employees of duties and responsibilities, report sensitive
matters, enable employees to provide suggestions for improvement, convey
management's message that internal control responsibilities are important and must be
taken seriously. External communications must also be established (customers,
venders, regulators, etc.)

Organization. Communications provide the means for management to convey
organization's goals, objectives, policies and plans.

Control Environment. Communication should be sufficient to broadcast organization's
ethical values, codes of conduct and standards of discipline; enable personnel to report,
without retribution, improper acts or unethical behavior, complaints and/or
unfavorable customer feedback.

Assessing and Managing Risk. Communication necessary for risk assessment because
they help managers i.d. new risks - or changes in existing risks - so they can decide how
to manage them. Managers can communicate risk assessment results and risk
management decisions both to upper management and to those who carry out risk
management activities.

Control Activities. Good communication channels enable management to explain
control activities and responsibilities and ensures that management is alerted when a
control activity fails and corrective action is needed.

Monitoring. Involves significant communication. Operating staff communicates details of
their work activities to supervisors; supervisors communicate results of their
monitoring; upper management responds. _

Evaluation: Measurement of the organization's performance. Management should use
evaluations to determine effectiveness of the internal control system and organization's
progress in achieving goals, objectives and mission; to assess the need for change and
opportunities for improvement.

Assessing and Managing Risk (p. 20 - 24)

Risks are events that threaten the accomplishment of objectives. Risk assessment is the
process of identifying, evaluating and determining how to manage these events.

Risk Assessment Preparation: Management should first ensure that it has identified all
organizational and operational objectives and has established control objectives, then

- identify and document the risks associated with the objectives.

Risk Assessment Process. Each risk should be evaluated and ranked by management in
terms of its significance (measure of the effect if an unfavorable event were to occur),
likelihood (probability that an unfavorable event would occur) and cause (why an
unfavorable event may occur). Management should use this information to manage ,
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prevent or reduce risk; how to schedule the frequency of internal control system
evaluations; how to manage risk during change.

Managing Risk. Executive management should provide documented guidelines to
managers throughout the organization to help them determine the level and kinds of
risk that are acceptable and not acceptable. Guidelines are to be used by managers to
determine whether to accept the risk in a given situation; establish control activities to
prevent, reduce or avoid the risk entirely. Management should maintain analysis and
interpretation of the risk assessment information to support risk management
decisions and review periodically.

Control Activities (p. 25 - 30)

Tools - both manual and automated - that help prevent or reduce risks that can impede
accomplishment of an organization's mission. Management should get the maximum
benefit from control activities it establishes at the lowest possible cost.

Rules - Cost of control activity should not exceed cost incurred should an unfavorable
event occur; controls should be built into business processes and systems when the
systems are designed; distribution of resources should be based on the significance and
likelihood of the risk it is preventing or reducing.

Control Activities - Directive (designed to guide an organization toward its desired
goals), Preventive (designed to deter the occurrence of an undesirable event),
Detective (designed to identify undesirable events that do occur), and Corrective
(processes that keep the focus on undesirable conditions until they are corrected.)

Documentation - Preserving evidence to substantiate a decision, event, transaction, or
system. Should be complete and recorded promptly, contribute to achieving the
organization's mission, help managers to control operations and assist in analyzing
operation. Document critical decisions and significant events, transactions, and the
organization's system of internal control.

Approval and Authorization - Approval is the confirmation or sanction of employee
decisions, events, or transactions based on a review. authorization is the power
management grants employees to carry out certain duties, based on approval received
from superiors.

Verification - The determination of the completeness, accuracy, authenticity and/or
validity of transactions, events or information. Enables management to ensure activities
are being done in accordance with directives. Management determines what gets
verified, based on risk to the organization if there were no verification (ex. hiring
process, purchasing equipment.)

Supervision - The management or guidance of an activity to help ensure the results of
the activity achieve established outcomes. Supervisors should: monitor, review and
approve, provide guidance and training, ensure employees understand and follow
directives, clearly communicate duties and responsibilities.

Separation of Duties - The division of key tasks and responsibilities among the various
employees and subunits of an organization.

Safeguarding Assets - Restricting access to resources and information to help reduce
risk of unauthorized use or loss.

Reporting - Means of conveying information.
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Control Activities for Computer Systems (For the Non-Systems Manager) - Unique to
computer environment. Exists to address the characteristics that distinguish
computerized processes from manual processes and such activities are typically
categorized as either general controls (those that relate to all activities in the
computer environment) or application controls (those relating to specific tasks
performed by the computer system.)

Backup and Disaster Recovery - Computer systems backup and recovery procedures to
prevent or reduce risks involved related to system failure, power loss or other
potential threats to the system or data.

Input Controls - Ensure that data ready for processing has been authorized and
converted into a machine-readable format and which enable the user to determine if
data has been lost, suppressed, added, duplicated or otherwise improperly altered.

Output Controls - Ensure that system generated information is accurate and that only
authorized users receive this information.

Monitoring (p. 31 - 33)

Monitoring is management's ongoing review of the organization's daily activities and
transactions to determine whether controls are effective in ensuring that operations
work as intended.

Everyone has some responsibility for monitoring - staff, supervisors, middle
management, executive management.

Major areas for monitoring include: control activities, goals, control environment,
communication, and risks and opportunities.

Monitoring Results - Management should ensure there are open lines of communication,
that results of monitoring are documented as well as the results of monitoring and any
actions taken in response to the results.

Evaluation (p.34 - 37)

The process management uses to assess whether an organization's operations are
effective in achieving its mission. Purposes of evaluation are to provide management
with reasonable assurance that the elements of the internal control system are
functioning effectively and that management can identify risks and opportunities.

Evaluation vs. Monitoring - Evaluation involves periodic assessments of the
organization's performance over time; Monitoring involves performing daily or routine
procedures.

The basis for Evaluation - Accomplished through self-assessments (organization assesses
itself) and independent assessments (done by persons not directly involved in the
organization's operations and which can be done by external auditors or the
organization's internal auditor).

Assessing the System of Internal Control - Management begins the self-assessment
process by identifying assessable units within the organization. The managers of the
assessable units have the responsibility for determining the effectiveness of the
controls within their respective units. In doing this self assessment, managers should
get answers to questions which indicate the integrity of each aspect of internal
controls. Such questions should encompass the following areas: Organization, Control
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environment, Assessing'and Managing Risk, Control Activities, Communication,
Monitoring, and Evaluation.

Assessing Accomp//'shmént of the Mission - Management should assess accomplishment
of the mission at all levels of the organization on a regular basis. At production levels,
a comparison of the actual accomplishments of the specific subunits to their
operational plans and objectives; for major organizational divisions, the
accomplishments or the divisions to the strategic plans and organizational objectives.
This should be performed following the assessment of the system of internal control.
Deficiencies identified should be documented.

Assessing Risk and Opportunities -Assessments to determine how effectively the
organization identifies and responds to new risks and opportunities. Determines if
newly identified opportunities should result in changes in the organization's direction,
mission, strategic plans or objectives; challenges assumptions used to develop the
mission, plans and objectives. ,

Assessment Documentation - Management should ensure it performs all aspects of its
self-assessment according to documented plans that clearly define responsibilities,
evaluation methodologies (including the sources and types of information needed for
accurate assessments), reporting requirements, and the method for ensuring any
deficiencies are corrected. '

Communicating and Using Evaluation Results -All results should be communicated -
good and bad.
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PRICEAVATERHOUSE(QOPERS

November 13, 1998 | Involice Number 1263-002861-6

Mr. Daniel Dustin

Internal Audit Officer INVOICE FOR BERVICES

State of New York | PricowaterhouseCoopers LLP
Office of Attorney General P.O. Rox 3026
State Capitol Baston, MA 02241-3026

Albany, NY 12224

Progress billing for services rendered in connection with the
internal control review.

See attached addendum.

<
Total Invoice ) $25,070.00

Contact: Richard E Grant
Engagement No. 160884-3334-00

Payment Due Upon Recelpt lax [dentification number 13-4008324

return this portion wilh your ramillance

Mr. Daniel Dustin November 13, 1998
Internal Audit Officer Invoice Number 1263-002861-6
State of New York Invoice Amount $25,070.00

Office of Attorney General
State Capitol
Albany, NY 12224

Amaount Paid

By Check Remit to:

PricewalerhouseCoopers LLP
P.O. Box 3028
Boston, MA 02241-3026
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From the desk of ...
Mark Buxbaum
Director of Budget & Fiscal Management
Office of New York State Attorney General
Phone (518) 474-8146
Fax (518)474-0714
adamxb@oag.state.ny.us

Date: August 20, 1999
To: Sylvia Hamer
. No Change from Existing Procedures

- We are exempt from DOB oversight (we certify voluntarily!)

If we hire an Internal Control Officer, DOB does not approve appointment

- We have to do a tri-annual independent audit of our internal controls
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WARNKS 81849
STATE OF NEW YORK

4927~--B
Cal. No. 1316

- IN SENATE

April 20, 1999

3

Introduced by Sens. STAFFORD, LACK, RATH -- (at request of the Governor)
-- read twice and ordered printed, and when printed to be committed to
the .Committee .on Finance .-- committee discharged, bill amended,
ordered reprinted as amended and recommitted to said committee —-
committee discharged and said bill committed to the Committee on Rules
-— ordered to a third(reading, passed by Senate and delivered to the
Assembly, recalled, vote reconsidered, restored to third reading,
recommitted to the committee on Rules —- committee discharged, -bill
-amended, ordered reprinted.as amended and recommitted to said commit-
tee ; '

AN ACT to amend the state finance law, the executive law; the legisla-
tive law, the judiciary law, the public authorities law and the public
officers law, in relation to systems of internal control for state
agencies, certain authorities, the legislature and the. judiciary

The People of the State of New York, representea in Senaté and Assem-
bly, do enact as follows:" i

1 Section 1. Short title. This act shall be known and may be cited as
2 the . "New York state governmental accountability, audit and internal
3 control act". - . ' . :
4 § 2. Legislative findings. The legislature hereby <£finds that the
5 scope, size and complexity of state government make it necessary to.
6 assure that the state's systems of internal control provide " reasonable
7 control over all state operations, and provide the public, the governor,
8 the state legislature, the judiciary and the heads of state. agencies and
9 authorities with assurance that state assets and resources, including
10 but not 1limited to, cash, investments, facilities, inventories,
11 supplies, equipment, and personal and contractual services are being
12 utilized consistent with the regquirements of law and ' duly established
13 managerial policies and in an effective, economical and efficient
14 manner. - '

EXPLANATION--Matter in italics (underscored) is new; matter in brackets
[ ] is 014 law to be omitted. _
LBD12033-07-9

@PRIN‘IED ON RECYCLED PAPER
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. provide ‘a continuing statutory foundation for a comprehen51ve sy
- that will foster the effective and efficient use of government resourw;”

S. 4927--B 2

The legislature further finds that the public has a right to know the
extent to which state agencies and authorities, the legislature and the
judiciary are.achieving the objectives of internal control described
herein and consequently .to be fully informed of weaknesses identified
through the conduct of external audits of internal controls.

The legislature further finds that prudent managemernt of state govern—
ment requires c¢ontrols in all aspects of state government designed to
assure that assets are properly safeguarded, that accounting entries and
data are accurate and rellable,‘and that prescribed managerial policies
are adhered to, including assurances that such assets and resources are

- used only for proper purposes. Therefore, this act requires systems of

intérnal control throughout state government as well as the external
audit thereof. . o ' e

The -legislature finds that the adequacy and effectiveness of existing
state government internal control and internal audit functions can be
improved by tle implementation of a more comprehensivé system of ‘inter-—
nal ‘control and internal audit that encompasses all of state government
@nd will foster the effective and efficient use of government resources

. and ensure . the 1ntegr1ty of acecounting ‘systems.

The legislature further  finds that it is responsible for the gener-
ation of revenue and the appropriation of funds; and, in . keeping. with
the corstitutional principle of the separation of poweis and the fact
that it is directly chosen by the people, the 1legislature is itself.
directly responsible to the public for the proper .use and&applicétion of
the ' resources necessary for its operation; and the operational require-
ments of the legislature, which. is a lateral, colleglal -institution

“rather than a hierarchical organization .and is constitutionally charged
- .with determining the rules of its own  procedures, differ in many
| tespects .from those agencies charged with the delivery of ‘goods " and
- services to. tlie .people of the state.

The legislature previously enacted the New York state’ governmental
dccountability, audit and internal control act of -1987. The 1987 act

3 .requifed a system of internal controls and internal audits .0of funds,

materials, and workforce performance. In 1993, the 1987 act ‘was extended

‘to January 1, 1999.

The legislature finds that the existing systems of’ 1nternal control
and intermal audit should be reaffirmed. The legislature further " ﬁln@s
that. it is desirable to .coordinate existing internal control efforts and

drid ensure the integrity and reliability of accounting’ systems.
§ 3. The state finance law is amended by adding a new sectlon 2—a " to
read as follows: L ST
§ 2-a. Additional definitions$.. As used in subdivisionSabW6=b and

. two=c of section eight of this chapter, the following terms. shéiig?hé?é

the follow1ng meanings: R
1. “Internal -control". A process that “integrates theyactivitiéfy
plans, attitudes, policies, systems, resources and effortsucﬁgthé“péqple

‘of an organization working together, and that is designed . to prbV‘dé

reasonable -assurance. that the organization will achieve "its objectlves
and mission. The obijectives of an intermal control system. 1nclude,j but
are not limited .to: the safequarding of assets; checking the accuracy
and reliability of accounting data and financial reportlng, p;omotlng
the effectiveness and efficiency of operations; ensuring compllance with
applicable laws and requlations; and encouraging adherence.to prescrlbed
managerial policies. Internal control review processes are used peglod—
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‘gifon two of, section two hundred forty-nine-a of the Judiciarfy. 1aw.

'jother than. those state agencies for which an audit is requii

_shal

S. 4927--B L 3

.ically to evaluate the ongoing internal control system .and _to assess and

monitor the implementation of necessary corrective. actions.

2. . "Internal audit". An appraisal activity established by the. manage-
mént of an organiZation for the review of operations. as- a means  of
assuring conformance with management policies and the effectiveness of
internal control, and conducted in conformance with generally accepted
standards for internal auditing.

3. "State agency". Any state department, state university of New York,

-city wuniversity of New York, .board, bureau, dlv1sloancomm1551on,
committee, council, office or other governmental entity perférming .
governmental or Aproprletary function for the state, oz angﬁcomblnatlon

- thereof as provided in subdivision two of section nine hundredﬁflftyrone

of the executive law, except any - public agthority oY
corporation, the judiciary or the state legislature. i

4. “Judiciary". -The courts and court-related programs,’inc _ 1ng the
office of court administration, of - the state—funded . -portion . of. the
court. system and all -components thereof as provided:in suhdlv1—,

public fbéhéfii

5. "State legislature".. The legislature of
including &ll . components thereof as
section ninety of the legislative law.

6. . "Covered authorlty" _Any public authority or.;pﬁ'lic _benefit
corporation; othéer. than- a bi-state authority or public benefit ¢ )
ration, a majority of whose members are appointed by ~the. ;QOVérnof‘for
serve . .as fiembers by virtue of ’holding state offices to. hich’ they were
appointed -by the governor, or any combination thereof. =~

§ 4. Bubdivision 2-a -of- sectlon 8 of the state finance law is-
by adding a new paragraph d to read as follows:

d. whlch is sub]ect to such 1nterna1 control as the: comptroller ‘deems
necessary. .

. § 5. "Section 8 of the -state finance law is amended by addlng two
subdivisions 2~b and 2—c to réad .as follows:

2-b. For the purposes of the New York' state;gevernmental accountabll—
ity, .audit and internal -control: act, - assist “in the-. develepment ,and
1mplementat10n of an audit program for the state by: .

a. Either as part of one or more audits, or separately, - conductlgg
periodic audits of internal controls and operations of state

the
provided

state of . New York..
in. subdlv1s1on two of

amehdéd

new

to. sections pine hundred fifty-three -and nine hundred fifty=foul
executive. law) and of covered authorities. all such audits
performed in accordance with generally
standards. Nothlngg;n the New York state

l}er s power to audit and authority to supervise accounts
articles V-and X of the state constitution and this chapter: The audits
) dentlfy internal control weaknesses that have hot been corrected

and.actiens that are recommended to correct these weaknesses. If any
Su¢ ernal £ontrol weaknesses are significant - or material with
res 0 the operations of the agency that is the 'subject of the
aud h

comptroller shall so state. The comptroller shall make avail-
he public the results of any such audits.

Prov1d1ng technical assistancé to state agencies and covered
rities and, upon request, to the state legislature and the -judici-
in the implementation of internal audit funections, which shall be
consrstent with generally accepted standards for internal audltlng and,
upon request, interpreting such standards :
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S. 4927--B a

~ 2-c. Provide technical assistance, including the-issuance of internal
control standards, to state agencies and covered authorities and, " upon
request, to the state legislaturé and the judiciary in the implementa-
tion and periodic evaluation of internal ' controls, which shall be
consistent with generally accepted standards for intermal control and,
upon request, interpret such standards.
§ 6. Section 112 of the state finance law is amended by adding :a new
subdivision 1-a to read as follows:
l-a. The system of accounting prescribed by the comptroller pursuant
.£0 the provisions of subdivision one. of this section shall be subject to
such internal control as the comptroller deems necessary.

§ 7. The executive law is amiended by adding a new ‘article 45 to read
as follows:

W oo~ U & WK

{ ARTICLE 45

INTERNAL CONTROL RESPONSIBILITIES OF STATE AGENCIES
Section 950. Definitions.- o -3
951. Internal control. rg;pbnsibilities.
952, Internal audit: respon51b111t1es :
953, Independent audits - of .the executive. chamber and the dlv1—

sion of the budget.
954. Independent audits 6f the department of audit and control

and the department of 'law. . ’
~§ 950. Deflnltlons. AS used in thls artlcle, the following terms shall
have the following meanings: -
1. "Internal control™. ‘A process that integrates the activities,
plans, attitudes, policies, ‘systems, resources and efforts -of the people
of an organization working tggether, and that is designed to ‘provide
reasonable assurance that the organlzatlon will achieve its objectlves
and mission. The objectives of an internal control system include, but
are not limited to: the 'safeguarding of assets; checking the -accuracy
and reliability of accounting data and fihancial reporting; - promoting
.the effectiveness and efficienéy'of.operations; ensuring compliance with
applicable laws and requlations; and encouraging adherence to prescribed
. managérial policies. Internal control review processes are used period—
ically to evaluate the ongoing‘internal control system and to assess and
monitor. the implementation of necessary corrective actions.
2. "Internal audit". An appraisal activity established by the manage—
ment "of an organization for -the - review of operations as a means of
assuring conformance with management policies and the - effectiveness of
interndl .control, and conducted in conformance with generally accepted
standards for internal audltlng.
'3. "State agency". Any state department, state. university of New York,
city,unlver51ty of New York, board,' bureau, division, commission,
committee, council, office or other governmental entity performing a
governmental or proprietary function for the state, or any combination
thereof as provided in subdivision two of section nine hundred fifty-—-one
of this article, except any public authority or public benefit corpo—
ration, the judiciary or the state legislature. 4
4. "Judiciary". The courts and court-related programs, ~including the
office 'of court administration, of the state-funded portion of.the
unified court system and all components thereof as provided in subdivi-
sion two of section. two hundred forty-nine-a of the judiciary law.
5.. "State legislature”. The legislature of the state of New York,
including all components thereof as provided in subdivision two of
section ninety of the legislative law. o '
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1 6. "Covered- authority". Any public authority or p;bllc benefit corpo-
2 ration, other than a bi-state authority or public benefit corporatlon,'a
3 majority of whose members are appointed by. the governer or. serve as
4 members by virtue of holding state offices to which they were appointed
5 by the governor, or any combination thereof. _

6 § 951. Internal -control responsibilities. 1. The head of each state
7 agency shall: ) i

8 a. establish and maintain for the agency guidelines for a system of
9 internal cortrol _that are in accordance with this article ana internal
10 control standards;
11 b. establish and maintain for the agency a system of 1nterna1 control
12 and a program of internal control review. The program of internal
13 control review shall be designed to identify internal control weak-

identify . actions -that are needed to correct these weaknésses,
15 ménitor the implementation of necessary corrective actions _and period-
16 ically assess the adequacy of the agency's ongoing internal®control;

17 c. make available to each officer and employee of the agency a. clear
18 and concise statement of the generally . applicable management _policies
19 and standards with which the officer or emplovee of such agency shall be
20 expected to comply. Such statement shall emphasize the importance of

21 effective internal. control to the agency and the responsibility of each
22 officer and employee, for effective internal control;
23y d. des;gnate an internal contrcl officer, who shall report to’ the head

24/t the agency, to implement and review the internal control responsibil-

25 ities.established pursuant. to this section;

26 . e. implement education and training efforts to ensure that officers
27 and employees within such agency have achieved adequate awareness and
28 understanding. of.internal control standards and, as approgplate, ‘evalu-

29 ation techniques; and
30 f. periodically evaluate the need for an internal audit. funct1on.
31 2. In order to identify all state agencies and their responsibilities

32 for the purposes .of
33 director of the division of the budget shall issue and updaté ds.
34 sary a schedule which lists all covered state agencies.

35 § 952. Internal audit responsibilities. 1. The director of the divi—
36 sion of the budget, after reviewing the evaluation of the head of each
37 state agency as to the need for an internal audit function, shall .issue
38 and, at_the director's discretion, periodically revise a schédule of

.neces—

39 state aggncies (oihexﬁxhan the departm £ of audit and conticl and the
40 department of law) which are. required " establish and” madintain - an-.
41 =iWEETnal ~audit Ffunction. The comgtroll and the attorney general or

42 their designees shall determine,. .
whether

o and perio " review . such etermi—
an internal - aust function "within thelr“respectlve

43 naﬁfen- of,

44 depart s. is requiredrEstiblishment of such function-shall-—be ~based
45 . -upGH AR evaluatich of exposure to risk, costs and benefits of implemen—
46 tatlon, siid-any-other- factors.that.are determined to be relevant. The
47 head Of dach sfate agency listed in the budget director's schedule, and

48 the comptroller and the attorney general if they or their designees soO
49 determine, shall establish an internal audit function which operates in

50. accordance with generally-accepted. professional standards for internal
51 auditing. Any such internal audit fungtion shall be directe@ by an
52 internal audit director who shall report directly to the head of such

53 state agency. Notwithstanding any other provision of law, each internal
54 audit director shall be appointed by the head of the state @gengg based
55 on _appropriate internal auditing credentials of the proposed - appointee,
56 consistent with generally accepted standards for internal auditing,
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including internal audltlng educatlon and experience. TheApositidn of
internal: gudit -director - shall be. an exempt QOSlthH and except in the
case of the department of audit and ‘control and department of law; _Such

4 appeiftient shall .be. subject  to:.thé approval of the director of the

budget. For agencies for which an 1ndependent audit- .is not  required
”purSuﬁwt to - sections ‘nine hundred fifty-three and nine hundred fifty-
four of this article, the internal audit funetion shall evaluate the
agency's “internal controls and operations..The internal audit function
shall also .identify internal control weaknesses that have not been
corrected and make.recommendations to correct these weaknesses.

2, In- the event the head of a state - agency does not establish an
internal audit function pursuant to subdivision ‘one of this section, he
or she shall nevertheless establish and ‘maintain the program of internal
control - review reguired“by section nine hundred'fifty—one.of.this arti-
cle. o : # :

§ 953.. Independent audlts of the execut1ve chamber and the division of
the budget.,l At least once every three- YeALS, the iridependent certi-—

s fied piiblic accountant or .accountants selécted pursuant to this section
shall conduct audits of the internal contiols of the - executive chamber
and: :the division of the buddet,:either’ as-a single audit or'separately.
Such audits: shall be performed in . accordance with generally ‘accepted
government auditing standards and shall:include. a report on whether the

exegutive chamber and division of the budget's internal controls are’

establiched and functioning in.a manner. that provides reasonable assur-
ance that they méet the objectives ‘'of internal control . as . defined in
section. nine hundred fifty of thHis idrticle. The report shall identify
the internal controls both evaluated and :not evaluated and shall identi-
fy internal: control weaknesses ‘that have not been corrected and actions
that "are ' recommended to correct these weaknesses. If any stch internal
control weaknesses are significant or material with respect to the "enti-—
" ty, the independent auditor shall so state. The governor and the. direc-—
tor. of the buddet shall make availableto - £he -public the results of. such
) audits, . 1nclud1ng any related: management letters. The governor and
director of the budget and .any officer -or -employee . of the ‘executive
cbamber and the division of the budget -shall make available. upon request
“to  .such " independent. certified publlc accountants all: books and records
.Xelevant to such independent audits. _

2.. Phe governor and the director of. the budget, either separately or
" jointly,  shall ‘request proposals. .from : independent certified public

accountants for audits of the 1nternal controls of the executive .chamber

. and. the @ivision of the budget. The requests for. p:;ggsals shall ineclude
a reéference to the requirements for audits’conducted pursuant to  subdi-
vision .one of this section. The goverhér and the director of the budget
shall, select. such 1ndependent audltor or auditors in accordance with a
competitive . procedure including an evaluatlon, . based on.quality and
ptige factors, of those proposals recelved in response to such .requests
for_ propasals.

. § 954: Independent audits of the department. of audit and control and
the department -of law. 1, At least once every three years, the independ—
ent certified public accountants selected pursuant to this section shall
" conduct audits of the internal controls of the department of audit and
‘control - and the department of law, respectively. Such audits shall be
performed in accordance with .generally. accepted government auditing
standards and shall include a report on whether the departments' inter-
nal controls are established -and functioning in a manner -that provides
reasonable assurance that they meet the objectives of internal control
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as defined in section nine hundred fifty of this article. The  report
ghall identify the internal controls both evaluated and not evaluated
and shall identify internal control weaknesses that have not . been
corre¢ted ‘and actions that are recommended to correct these weaknesses.
If any such internal control weaknesses are significant or material with
fespect to such departments, the independent auditors shall so . state:

The comptrollef and the attorney general shall make available to . the
public the results of such audits, including any related management
letters. The comptroller and attorney general and any officer or employ-—
ee of such departments shall make available upon request to suc¢h inde=
pendent certified public accountants all books and records relevant to
such independent audits. ' R

2. The . comptroller and the attorney general shall request proposals
from independent certified,public accountants for audits of the, Antérnal
controls of their respective departments. . The regquests for pr posals
chall .include. a reference to the requirements for audits conauctod
pursuaht to subdivision one of this.section. The comptroller and atfor—
ney general shall select such independent auditers in accordance with. a
evaluation, . based on quality and
price factors, of those proposals recelved in respense to such requests
for prqposals.‘ . :

3. Whenever the comptroller or _the comptroller's app01ntee is. a member
‘of any board,  commission, committee, council, or corporation, “whicgh
constitutes. '@ state agency, the governing body of such board,. ‘commis=
sion, committee, coun01l, or corporation shall select _an 1ndependent
duditor for the, purpose of.conducting audits of internal controls in
accordance with this section. o o
~ § 8. Article 6 and sections 90 and 91 of the leglslatlve law, _article
‘6 as renumbered by chapter 941-of the laws of 1964, are renumbered’ arti-
cle 7. and sections 100 and 101 and a new article 6 is added to read as
follows: ' e

>

ARTICLE 6
INTERNAL CONTROL RESPONSIBILITIES OF THE STATE LEGISLATURE
Section 89, Definitions. -
90. .Internal control respon51bllltles”
91:_Internal,audit.responsibilities;
‘ '92. Indepéndent audits.

§ 89, Definitions. As used in thlS artlcle,
have the following meanings: . .
1. "iInternal control®, A process that integrates the activities,
plans,,attltudes, pollcles, systems, resources and efforts of the people
of an organization working together,. and that is designed to- prOV1de
reasonable assurance that the eorganization will achieve its objectlves‘
and mission. The objectives of an internal- control system includs, but
are not llmlted to: the safegquarding of assets; checking the accuraqy
and reliability of accounting data and - financial reporting; promoting
the éffectiveness and efficiency of operatlons, ensuring compllance with
applicable laws and regulations;.and encouraging adherence toAprescrlbed
managerial p011c1es. Internal control review processes are used period-
ically to evaluate the ongoing internal control system and to assess and

monitor the implementation of necessary correctlve actions.

2, "Internal audit”. An appraisal activity established by the manage—
ment of an organization for review of operations as a means of assuring
conformance with management policies and the effectiveness of internal
control, and conducted 1n conformance with generally accepted standards
for internal auditing.

the following terms  shall
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3. "Legislature". The legislature of the state of New York, including
all components thereof a§49;0v1ded in subdivision two of sectlon nlnety
of this chapter. o

§ 90. Internal control responsibilities. 1. The senate-and the assem—
bly shall each:

a. establish and maintain by rule guidelines for a system of internal
control; and

b. establish and maintain a system of internal control and a program
of internal control review for their respective house.

2. In order to identify all the components of "the legislature and
their responsibilities for.the purfposes of implementing the provisions
of this article, the temporary president of the senate and the -speaker
of the assembly shall jointly issue, and at their discretion, period-
ically revise a schedule which lists all components of each of their
respective houses of the "legislature. The temporary president of the
senate and the speaker of the assembly may-identify in a schedule compo-—
nents for which joint internal controls and internal. control reviews
will be established and maintained. . B ' :

§ 91. Internal audit responsibilities. 1. The temporary president of
the senate and the speaker of the assembly ~or theif. desighees  shall
determine, and periodically review such determination of, whether an
internal audit function within their respectlve house ' is required.
BEstablishment . of such function shall be based upon. an. evaluatlon of
costs and benefits of implementation and other factors that. .are deter-—
mined to be relevant. In the event it is determined that an internal
audit function is required for one or.both houses, the temporary presi-
dent of the senate or the speaker of the assembly shall establish an
internal audit function within the respective house which operates in
accordance with generally accepted standards for internal auditing. Any
such internal audit function shall be directed and -=shall report .in a
manner prescribed by the respective house. The internal audit function
shall evaluate the respective house's internal controls, identify inter-—
nal control weaknesses that have not been corrected and make recommenda-—
tions to correct these weaknesses.

2. In the event the temporary president of the senate or  the speaker
of the assembly does not establish.an internal audit function pursuant
to subdivision one of this section he or she. shall "nevertheless estab-
lish and malntaln the' program of internal control review r;gplred by
section ninety of this article. L

§ 92. Independent audits. 1. At least.once every . three years, the
independent certified public accountants selected pursuant to this
section shall conduct audits of the internal controls of each house of
the legislature. "Such audits shall be’ .performed in accordance .with
generally,accepted government auditing standards  and shall include a
report on. whether . the respective house's internal controls are estab-
lished and functioning in a manner that provides reasonable assurance
that they meet the objectives of internal control as defined in. section
eighty-nine of this article. The report shall identify the internal
controls both evaluated and not evaluated and shall identify internal
control weaknesses that have not been corrected and actions that are
recommended to correct these weaknesses. -If any such internal control
weaknesses are significant or material with respect to each house, the
independent auditor shall so state. The temporary president of the
senate and the gpeaker of the assembly shall make available to the
public the results of such audits, including any related management
letters. The temporary president and the speaker and any officer or
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‘employee of each house shall make available upon request to such-inde-

pendent certified public accountants all books and records _rélevant to
such independent audits. - i

a2, The temporary president of the senate and the speaker of the

-agsembly shall request proposals from independent certified vpublic
.:accountants for. audits o6f  thé internal controls of their respective

house. The requests for proposals  shall include a reference- to the
réquirements. for audits conducted pursuant to subdivision one of this
sectlon. ‘'The temporary presidént arid the speaker shall select -such inde-~
ndent auditors in accordanceé with.a competltlve Erocedure ‘including an
&valuation, based on quality and price factors,  of those pfqusals
received. in response to such reguests for proposals.
§ 9. Subdivision 1 of sectidn 211 of the judiciary law 1s amended by
ding a new .paragraph (g-l) to read as follows:
(g-1) A system of internal <control .for the unlflea court_ sxstem,
pursuant to article seven-D of this chapter, o -

§ 10. The judiciary law is amended by addlng a new article 7-D to read

fas follows:

- ARTICLE 7-D »
INTERNAL CONTROL RESPONSIBILITIES OF THE JUDICIARY. -

Section 249. .. Definitions.
249-a. Internal control .responsibilities.
249=b. Internal audit respomsibilities.
'249-c. TIndependent audits. -

§ 249. Definitions. As used in this article, the follow1ng terms shall
have the following meanings:

1. "Internal control”, A .proceéss that integrates thevactivities,
plans, attitudes, policies, systéms, resources and efforts of the people
of ‘an organization working together, and that is designed to ‘provide
redsonable assurance that the o:ganlzatlon will achieve its. oblectlves
and mission. The objectlves of an internal control system T clude,A but
are not . limited to: the safequarding of assets; checklng the accuraqy
and reliability of accounting data_.and financial zeggrtlng, Agromotlng
the effectiveness and efficiency of operations;: ensur1ngﬁcompllance with
applicable laws and regulations; and encouraging adherence-to: prescrlbed
manageitial policies. Internal control reviéew processes are used perlod—
ically to.evaluate the ongeing internal control system and to assess and
monitor the implementation of necessary corrective actions..

2. "Internal audit". An appraisal. activity establlshed by the manage—
ment. of an'o;ganlzatlon for the review of operations -a . means of
assurlng conformance ' with management policies-and the effectlveness of
internal. control, and conducted in. conformance with generally accepted
standards for internal audltlng.

3. "Judieiary". - The courts and court-related programs, 1ncludlng the
office of ‘court admlnlstratlon, of the .state-funded portlon of the
unified . court system and all components thereof as provided in sublel—
sioh.two.of section two hundred forty-nine-a of this article.

.§.249-a. Internal control responsibilities. 1. The chief judge shall'

a..establish and maintain for the 3udlc1a£y guidelines for a system of
internal control;

b. establish and maintain for the judiciary a system of internal

control and a program of internal control review. The program of inter-

nal rev1ew shall be designed to identify internal control weaknesses and
identify “atctions that are needed to correct these weaknesses; and
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~ c. designate one or more internal control officers to implement and
review the internal control respohsibilities established pursuant to
this section,

2. In  order to identify all components of the 3u6101ary and their
respon51b111t1es for the purposes of 1mplementlggfthe provisions of this
articlé, the chief judge shall issue and, at his or her discretion,
perlodlcalgy,rev1se a schedule whlch'llsts all such components.

§ 249-b.. Internal audit respon s5iltties. 1. The chief judge-. or his
or her designee shall determine;” ‘' periodically review his ‘or her
determination of, whether an 1ntérhal audit. function within the judic1—u
ary is required. Establishment of Such function shall be based. upon an
evaluation of exposure %o risk, costs and benefits of 1mg;gmentatlon,

"and any other factors that are determined to be relevant. In the event

it is determined that an internal - audit function is requlred, the chief
Judge shall establish an internal:; a £ function which operates in
accordance with . generally accepted ‘e551onal standards for internal
auditing.. Any such internal audit  function shall be directed by an
internal audit director who shéll"iépoféidirectly to the chief adminis-
trative judge. The internal audit’ functlon shall evaluate the judiC1—
ary's 1nterna1 controls, 1dent1fy internal control weaknesses that have
not been corrected and make recommendatlons 'to correct these weaknesses.

2. In the event the chief judge. does not establish an internal audit
function pursuant to subdivision’ 6ng: of this section he or she shall
nevertheless, estab;lsh and maints 'ﬁe program of .internal control
review requiréd by section two hun d. forty—nlne a of this article.

§ 249-c. Independent audits. I. At léast once every three years, the
independent certified . public iaccountant selected pursuant -to  this
section shall conduct audits of‘the fnterndl controls of the judiciary.
Such audits shall be perfor* - ini aGcéordance with generally accepted
gg#ernment avditing standards ang shall include a report_on whether the
juditiary's internal controls ~are established and functioning in a
manner that provides reasonable ‘assurance that they meet the objectives

. of internal control as defined in section two hundred forty-nine of this

articlé. The report shall identify the internal controls both evaluated
and not evaluated and shall 1dent1fy 1nternal control weaknesses that
have not been corrected and actiong. that are recommended to correct
these weaknesses. If any. such'i ternalwcontrol weaknesses are signif-
icant 6r material with respect . .to the judiciary, the independent auditor
shall so state. The .chief judge shall.make available tO . the public the
regults of such audits, including any related management letters. The

" chief judge and any officer or employée of the ‘judiciary shall .make

available upon request to’ such _independent certified public accountants
all books and records relevant to such. independent audits.

- 2. The chief judge shgll request proposals from independent certified
public accountants for audits of the internal controls of the judiciary.
The reguests for ﬁroposals shall include a reference to the requirements
for audits conducted pursuant to. subdivision one of this. section. . The
chief judge shall select such independent auditor in accordance with a
competitive procedure including an evaluation, based on quality . and
price factors, of those proposals received in response to such requests
for proposals.

§ 11. article 9 of the public authorltles law is amended by adding a
new title 8 to read as follows:

TITLE 8 :
INTERNAL CONTROL RESPONSIBILITIES OF PUBLIC AUTHORITIES
Section 2930. Deflnltlons.
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'2931. Internal control responsibilities.
2932. Internal audit responsibilities.

§ 2930. Definitions. For the purposes of this title, the. follow1ng
terms .shall have the followirg meanings: .

"1. "Internal control". A process .that integrates the..activities,
plans, attitudes, policies, systems, resources and efforts of the people
of an -organization working together; and that is designed to provide
reasonable assurance that the organization will achieve ' its objectives
and mission. The objectives of an internal control system include, but
checking the _accuracy
and reliability of accounting data and financial ‘reporfing; promoting
the effectiveness and eff1c1ency,of operatlons- ensuring compliance with
applicable laws and regulatlons, and éncouraging adhérence to prescribed’
managerial policies. Internal control review Processes are . used period-
ically to evaluate the on901ng 1nterna1 control system and to assess ‘and
monitor the implementation of" necessary corrective actions.

2, "Internal audit”. An appralsal activity established by" the manage-—
ment of an organization - for‘’the 'review of operations as a means of
assuring conformity with management policies and the  effectiveness. of
internal .control, and ccnducted 1n conformance ‘with generally accepted
standards for intermal audltlng.

3. . "Covered authority”. Any publlc authorlty or;publlc beneflt Corpo—
ration, other than a bi-state author1ty or public benefit corporatlon, a
majority of whose members are’ app01nted by the governor or serve as
members by .virtue of holding"state offices to which they were agpo1nted.
by the governor, or any combination thereof.

§ 2931. Internal control responsibllltles. The governing board of each
covered authority shall: 1. establish’and maintain for the - authority
gpidellnes for a system of 1nternal control that are in: accordance w1th
this article and internal control standards:

2. establish and maintain for the authority. a--system 'of“ internal
control and a program of internal control review. The program of inter-
nal review shall be designed to 1dent1fy internal control ‘weaknesses'
identify actions .that are needed to correct these weaknesses, monitor
the implemeritation of necessary correctlve .actions and periodically
assess the adequacy of the authorlty 5§ ongoing internal controls;

3. make available to each member, officer and emplovee’ a»clear and
concise statement of the g;perally appllcable managerial policies and
standards. with which he or she is- expected to comply. Such statement
shall emphasizé the importance of effective . internal control to the
authority and the respon51b111ty of each member, officer and employee
for effective interpal control;

4. designate an internal control offlcer, who shall rgpgrt to the head
of the authority, to 1mplement and review the internal control respon51—
bilities established pursuant to thls section; and

5. implement education and tralnlng offorts to ensure that members,
officers and employees have achieved adequate awareness and understand-
ing of internal control standards and, as appropriate, evaluation tech-

vant. In

nigues.

§ 2932. Internal audit responsibilities. 1. The governing board of
each covered authority or its degignee shall determine, and periodically
review the determination.of, whether an internal audit function .within
the covered authority is reguired. Establishment of such function shall
be based upon an evaluation of exposure to risk, costs and benefits of
implementation, and any other .factors that are determined fo be rele-
the event it is determined that an internal audit function is
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required, the governing board of each covered authority shall establish

an internal audit function which operates in accordance with generally
accepted professional standards for internal auditing. Any such internal
audit function shall be directed by an internal audit director who shall
report directly to the governing board of the authority. Internal audit
director appointments shall 'be based on appropriate internal auditing
credentials of the proposed appointee, consistent with generally
accepted standards for internal auditing, including internal auditing

- education and experience. The .internal audit function shall evaluate

the . authority's internal controls and operations, identify internal
control weaknesses that have not been corrected and make recommendatlons
to correct these weaknesses. :

2. In the event the governing board does not establish an intermal
audit function pursuant to subdivision one of this section it shall
nevertheless establish and maintain . the program of internmal control
review required by section twenty-nine hundred thirty-one of this title. -

§ 12, Paragraph (g} of subdivision 2 of section 87 of the public offi-
cers law, as added by chapter 933 of the laws of 1977, is amended to
read as follows:

(g) are intér-agency or intra-agency materials Whlch are not:

i. statistical or factual tabulations or data;

ii. instructions to staff that affect the public; [or]

iii. final agency policy or determinations; [or]

iv. external audits, including but not limited to audits performed by

* the comptroller and the federal government; or

§ 13. Subdivision 2 of section 88 of the public officers law is
amended by adding a new paragraph (j) to read as follows:

{j) -external andits conducted pursuant to section ninety-two of the
leg;glatlve law__and schedules issued pursuant to subdivision two of
section ninety of the legislative law. '

'§ 14. The state comptroller, state agencies, covered authorities, the

‘state legislature and the judiciary, as defined in this act, are author-

ized to take all actions necessary to implement their respectlve inter-
nal control and audit responsibilities under this act.

§ 15. This act shall take effect immediately, and shall be deemed to
have been in full force and effect on and after January 1, 1999.

@PMNTED ON RECYCLED PAPER
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Bureau Oblectives Coptolg~ o oy
Budgei and Timaly and accuraia pracsssing of Office | Segregation of duties hatwsen PEMMr 1 furetions.
Flseal of the Altarnay Genearal (OAG) payroll
Managemeni information and distribution of Farm PR786: the transmittal form that accompanies the payroll
Alb paychecks. infarmation is reviewed and signed by one of the following:
any

- Director of Budget and Fiscal Managemeani.
- Aassistant Directar of Budget and Fiscal Managamant.

" Payroll checks in the Albany and New York City offices are claimed by
designated employee from aach Bureau, who must sign for the
checks. For Reglonal Offlces, a transmittal Is forwardead to the office
and acknowledged.

Procaess cash receipts from Buraaus,

Farm AC809 Report of Manies Recslved ls aprgrcved by the Director
ofBudﬁat and Fiscal Management, Assistant Diractor of Budgel and
Flscal Management or designes.

Monthly bank reconcillations are prapared and reviewed.

Praparation and submisslon of annual "Sole Custody Fund/Account
Report” to Comptroller; appravad by Direcior of Budgst and Fiscal
Managament. : o

Uphold fiduciary respansibliity aver funds
- held for claimants of defrauders.

The raquest for withdrawal of funds must be submitted by the Director
of Budget and Flacal Management, or designes to the O%lﬁce of the
Siate Compiroller (OSC) fo obialn a releass of funds from escraw.
The amount of release is approved by the Dlrector.

Monltor current expendituras.

Expandltura levels are raparled bi-waskly by the Assistant Direcior of
Budget and Fiscal Management.

Asgess the fiscal requiremants of OAG
and submit an annual budget 1o Divisian
of the Budgst (DORB).

The budget Is revlewed by the Director of Budgst and Fiscal
Management.

Enter into cohtracts with experts to
provide assistancs in litigation.

The Requast for Ezgen Witness fs appraved by a Bureau Chief,
Division Chlaf, the Office of Budgst and Fiscal Managemant, and OSC
whera raquired. .

A retainer lstter specifying the maximum ameount that will be pald is
signed by the Director or Assistant Diractar of Budget and Fiscal
Management and submitted to the axpsrt.

Serve ag purchasing agency for OAG,
Initiate bidding process whan
appropriate, and ensure that payment is
mada within 30 days of receipt of goods
and services.

A Purchase Request form or squivalent documentstion js required for
all purchases. All request forms or squivalent documentation are
slgned by the Diviglon Chisf or assignad representiative.

The Purchasing Agent wil review and sign all purchase reguests and
purchase ordsrs.

All purchase orders are sequentlally numbsred.

Spacifle bidding procedures must be followed for all dlscrationar{
purchasss unjess only a sale or single source vandor can meet the
needs of OAG. Infarmal biddlng accurs for all Surchases up ta
$10,000 (advertised betwean $5,000 and $10,000). Any single
purchase graatar than $10,000 requires compstitive blds to be
abtained through a formal bidding process.

Standard vouchsrs graater than $10,000 are reviewed and signed by
the Director of Budgst and Flscal Management.

All vouchers are saquentially numberad and are tracked by 0.8.C to
preveni duplicate payments,

A tracking system Is In place to ensure payments are made within lhe

required time perlod,

.3 ©8:44

518 427 4499
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TElephm e (510) 4622030
Tacsimile (518} 427 4408

November 13, 1998

Mr. Richard £. Warnke
Depury for Administration
New York State Depariment of Law

This lemer should be read in copjunciion with management’s assention included in its
representztion letier dsted April 21, 2000 that, cxcept for its material weakncss described therein,
the New York State Department of Law’s (Office of the Attorney Genera] — “OAG™) intcrnal
accounting and sdminisirative controls maintained during the period April 1. 1998 through

. November 13, 1998, are adequate to meet the criteria established by the Stale of New York, os set

forth in the “New Yurk State Governmental Accountability, Aundit and Internal ‘Control Act of
1987" and the significant objectives and relcvant internal accounting and administrative -controls
described in the Appendix to the represemation Jetter. W noted <certain muiters involving the
interna) control structure and its operation, and are submitting for your consideration related
recormmendations designed to help the OAG make improvements and achicve opcrational
efficiencies. ‘Our comments reflect our desire 1o be of wrntinuing assistance to the OAG,

The accompanying obscrvations and recommendatinns arc intended solely for the information and
use of the OAG.

We appreciate the npportunity 10 have been of szrvice to yon and the OAG. Should you have any
guestions about our observations and recommendations, this letter, or uther matters, plense contact
us al Yyou convenicnce.

Very truly yours,

& Cowidgobimas G"f‘““ ya~

1 518 474 peeER
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BUDGET AND FISCAL MANAGEMENT - ALBANY
Segregation of Duties over Cash Reccipt and Disburscment Functions

Statement of Condirion: The individual receiving incoming checks determines which bank
account the checks relatc to and applies the appropriate resuyictive cndorsement to the checks.
This person aiso logs the incoming checks into a spreadsheet and prepares the deposit. The same
individual who writcs checks. has accass to the check siuck as well gs the authutized signature.
This individual aiso has the authority to request 2 withdrawal of funds frum the Short Term
Investnent Pool.

Criteria: There should be segregation of dutics between custody, authorization and recordkeeping
of cash.

(Potential) Effect: Misappropriation of asscts.
Cause: Inadequate stafling.
Recommendatinn: We recommend scgregation of duties over the cash receipt and disbursement

“functions he established.

Receiving Reports not dated or signed

Statement of Condition: Twa receving reports were not signed or dated.

Criteria: Recciving reports should be signed and duted to show evidence of (le datc the
gaods/services were reccived and cstablish responsibility for receipt.

(Potentiul) Effect: Inability to determine whether or not goods were reccived and by whom.
Cause: Not delesrminable
Recommendation: 'We recommend thet the receiving reports be dated and signed.

Late I’aymcnt of Invuices
Statemenr of Cundition: All invoices are nol paid by OSC in accordance with the State's policy of
payment within 30 days of MIR date (Merchandise/invoice/Receive date).

Criteria: The Bureau is subjcct to the New York State prompt payment law which mandates that
gll invoices wre to be paid within 30 days.

(I’orennial) Effect: The Bureau will incur interest charpes on past due invoices.
Cawse: Not detcrminable

Recommendutinn: We rccommend that 1]l payments be made within 30 days to be in compliance
with New Yark State law,

Deposit Slip Verification
Swustement of Condition: Depusit slips reccived by the Office of Budget and Fiscal Management
from Civil Recoveries are not initialed when verified.

Criteria:  There should be evidence ihat the individual from lhe Officc of Budget and Fiscal
Management Las verified the deposit slip totals.

{Polennial) Effect. Deposit slips may be vverlooked and not adequately verified.
Cause: Not determinzblc

Recommendaiian:‘ We recominend that the individual from the Office of Budget and Fiscal
Management initial the deposit slip after the verification hes been performed 10 ensure that the
process is performed wid ta prevent deposits from being overlooked.

OCT_@1_2@@3 :@9::55 [PRSR———. _,....,..‘_._.. —— S— e s e, o A wo—on R—
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HUMAN RESOURCES - ALBANY

Review of Changes to PACER System

Statement of Conditton: The I’ACER systcin does not generate « feport showing the changes
made 1o the system since the previous payroll period.

Criterio; The changes made tv the PACER system should be monitored to ensure thet accurate
employee standing Jata are being processed.

[Potential) Eﬂ’ecr{ Inaccurate and/or incuuplete employee data snay be cntered into the system,
resulting in improper processing at payroil data, :

Cuuse: PACER system does not-generate such areport.

Recommendstion: We recommend that the Office of the Attorney-Gencral work with ‘Lhe Paver
admiistrator to generate a report that will show changes made to -cerain significant ficlds (i.e.
solary, deductions) and additions and deletions from the report. Although the Office of the State
Comptroller monitors significant changes such as new hircs and salary adjustments, it may be
beneficial fur the Burcau 1o monitur such changes.

CIVIL RECOVERIES - ALBANY

Post Dated Checks

Statemen: of Condition: The Civil Recoveries Bureau accepts post-dated checks.
Criterfa; The Civil Recoveries Bureau should not accept post-dated checks.

{Poieniial) Fffect: Acceptance of post dated checks results in the Burcau requiring additional
procedures 10 ensure that thechocks are depusited at the appropriate time. In addition. the debtor
may not have adequate funds W cover the check in the future,

Cause: "T'he Bureau's current policy is to allow the aceeptance ot post-dated checks.

Recommendation: We recommend that the Bureau nul accept post-dated checks. To incrcasc the
e[Tectiveness and efficiency of collections.

+

Safe Loy

Swtement of Condition: The Civil Recoverics Buresu keeps checks in its safc overnight. These
checks include pust dated cheeks and checks that need further seview. There is currently no log 10
indicate what is included in the safe overnight.

Criteria: The Civil Recoveries Buréau should maimain a log of items mcluded in the sale.
(Potential) Effect: Misappinpriation of nssets
Cause: Not determinable.

Recommendarion: 1t items must be mainisined ovemight we recommend that the urcou
mazintain a Jog of items lefi in tie safe ovemnight.

89:535
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. ADMINISTRATIVE OPERATIONS AND SERVICES MANAGEMENI - ALoAm: ‘

Fixed Asset Iinventory Updates

Starement of Condision: The active inventory log i3 not updated in n _timely manner. Legal
tochnology is shipping ftems out of the warehvuse without notifying the supervisor of
Administrative Operations and Services Management (AOSM). Thercfore, the active mventory
Jog that the supervisor maintains, may not contain current information. ‘

Criteria: The active inventory log should contain up to date informstion an the statue of ¢ach
active inventory item.

(I’otential) Effect. The active inventory items arc difficult to Jocate and track.
Lause: Lack of communication beiween | cgel Techmology and AOSM

Recommendurion: We recommend that Legal Technology inform AOSM immediately of any
vpdates regarding active inventory. :

INVESTOR PROTECTION AND SECURITIES — NEW YORK CITY

Review of Complaints

Statement of Conditlon: Customer complaints received by the Investor Protection and Securities
Bureau arc reviewed by the Buresu chief, but this review is not evidenced.

Criteria: Therc should be evidence that the Bureau Chief has reviewed the customer complaint.
(Potential) Effecr: Customer complaints may be overlooked and not adequately resolved,
Cause: Not geterminable

Recommendasion: We rccommend that the Burcau Chicf initial the customer complaint after the
review has been performed (0 ensure that the process is perfermed and to prevent romplaints from
being overlooked. ’

CTHARITIES - NEW YORK CITY

Delinqueney Letters

Statement of Conditiun: The computer systemn used by the Charities Burcan cannot automatically

generate delinquency letiers, when the required documients have not been reveived hy the
-geadline.

Criteriu. Tims proccss should br sutomated.

fPotenrial) Effect: Since there arc more than 35,000 files, this fask can not be efliciently
accomplished without adequatc sofiware suppurt.

Cause: When the system wes installed this feature was delcted.

Recommendutivn:  W¢ recommend that the Durcau discuss with its software technicions the
possibility of reinstalling this functionality.

OCT-21-2083 ©9:56 1318 4
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Internal Control Audit'Response

“Comprehensive Formal Policies and Procedures

“The Office of the Attorney General implemented a bureau reorganization subsequent to the internal control
review performed April 1, 1998 through November 13, 1998. Responsibilities were reorganized, and allocated
across a new organizational model.

“The Office of the Attorney -General does not have a formal policies and procedures manual to outline key
review and approval procedures, case monitoring procedures, documentation policies and procedures to
evidence review and approval, or formal-document retention policies as it relates to the aforementioned. We-
have found diversity in practice across bureaus as it relates to evidence of review and approval, -document
retention and case management. Examples of observations, and root-causes are noted below:”

Bureau Observation Root | Reference |

Cause | to Matrix |

Human A request to fill must be approved by the Division Head, Director of
Resources | Human Resources and Deputy of Administration to hire a new
- Albany employee.

Documentation to evidence approval of the request to fill is not
| retained in the files consistently- for seven employees; documentation
was not retained in the files. Email was provided to evidence review, | (1), (2) A1
but there is no formal policy, procedure or documentation retention
{ process in place to outline the Bureau’s retention responsibility.

{ Documentation (sign off) by time auditor was not maintained for all -
time sheets uniformly as the informal policy is to perform the review | (1), (2) A2
but does require evidence of the review.

Bureau Chief Response:

¢

“Arequest to fill must be approved by the Division Head, Director of Human Resources and Deputy
of Administration to hire a new employee.” This observation should be revised, as the Director
of Human Resources does not approve requests to fill positions.

“Documentation to evidence approval of the request to fill is not retained in the files consistently- for
seven employees; documentation was not retained in the files.” This observation correctly notes
that a written procedure does not exist for the retention of documentation granting approval
to fill positions. However, it should be noted that competitive recruitment is not initiated
without the express approval from the appropriate level of agency authority. Although in
many instances we may have it on record, it is neither necessary nor required to retain
evidence of this approval once a position is filled.

“Documentation (sign off) by time auditor was not maintained for all time sheets uniformly as the
informal policy is to perform the review but does require evidence of the review.” We do, in fact,
require that the time auditor initial or sign the sheet upon completion of the audit. While when
the audit was initiated this was not the case with MFCU time sheets, the procedure was then
implemented. With the exception of MFCU, the perceived absence of initials was the result
of poor copies sent by fax. Better copies were subsequently secured that contained the
appropriate signatures.

Budget and Fiscal | OAG enters into-contracts with expert witnesses to provide assistance in
Management litigation. The expert witnesses are paid for the services performed.
Bureau - QAG’s current informal-policy is that it is up to lawyer-discretion whether
Albany or not a retainer letter is sent o the expert witness, which would specify |

FOIL G000154-032122 000117
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| the maximum amount to be paid for services rendered, and scope of
| services to be performed. As guidelines have not been .established for
what will require a contract, there will be differences in the application of
the informal policy, which includes procurement. Practice may be
inconsistent with standard procurement procedure in this instance. The | {2) | B1
bureau could be liable for higher fees than originally agreed upon. i

Payroll checks in the Albany and New York City ofﬁces areclaimed by a
designated employee from each Bureau, who must sign for the checks. {2) B2
Only the most recent payroll is retained to evidence review.

Bureau Chief Response:

4

“As guidelines have not been established for what will require a contract there will be differences in

the application of the informal policy, which includes procurement.” This statement is not accurate.
When obtaining services which are expected to exceed $15,000, The New York State Finance
Law requires agencies to initiate a bidding process. This results in a contract in which the
dollar amount cannot be exceeded without a formal contract amendment. Services obtained
for less than $15,000 do not require a contract, but the OAG uses a Retainer Letter specifying
a fixed dollar amount. A copy of the OAG’s Expert Services Policy detailing these
requirements is available on the OAG’s intranet and was provided to the Auditors.

“Practice may be inconsistent with standard procurement procedure in this instance.” In practice, the
“No Retainer Letter” option is rarely used and when used requires a written explanation. It
is reserved for cases where fixed price work (IME) is performed, or when the work will be
completed within a very brief timeframe. As indicated in the policy, the Budget and Fiscal
Management Bureau makes the final determination on whether a Retainer Letter is issued.

“The bureau could be liable for higher fees than originally agreed upon.” This statement is not
accurate, as an approved expert request form specifies the payment to which the expert is
entitled, regardiess of whether a Retainer Letter is issued.

“Only the most recent payroll is retained to evidence review.” It Is unclear why this statement is
included in the Auditors’ comments, as is it neither revelant nor is there a matrix reference
made to this. Additionally, pursuant to the New York State Archive and Retrieval Act, only the
latest payroll payment record must be retained.

Real Property — | The Real Property Bureau- Regional Office Standard Operating Manual was |
Albany

last revised on February 15, 1991. Updates to this manual are sent via |
emails and memos, which are not retained or included in a centralized
location, externally or electronically. Therefore, when providing legal
assistance to State Agencies, there is a risk that outdated policies and
procedures may be communicated. (1) | c1

Forms used to evidence tracking of cases are not standardized. There | ,
were many different forms used to achieve the same objective. {1) | C2

FOIL G000154-032122 000118
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Bureau Chief Response:

4

“The Real Property Bureau- Regional Office Standard Operating Manual was last+evised on February
15, 1991. Updates to this manual are sent via e-mails and memos, which are not retained or included
in a centralized location, externally or electronically. Therefore, when providing legal assistance to
State Agencies, there is a risk that outdated policies and procedures may be communicated.” The
Real Property Bureau Regional Office Standard Operating Manual was last revised in February
of 1999; perhaps the 1991 date referenced by the Auditors is a typographical error. It
incorporates all memoranda subsequently issued which supplement or modify the procedures
set forth therein.

“Forms used to evidence tracking of cases are not standardized. There were many-different forms
used to achieve the same objective.” This statement is perplexing, as the official tracking forms
used by the Bureau are highly standardized.

Environmental | A complaintlog is not maintained. Complaint referrals are received via email
Protection - and relevant environmental referrals are sent to the Bureau, however, there
New York City | is no formal mechanism in place to monitor the assignment, progress and | (1) | D1

distributions of referrals.

No formal evidence of review with bureau lawyers is retained. No formal | {2) | p2
reports on progress are retained.

Bureau Chief Response:

+

"A complaint log is not maintained. Complaint referrals are received via email ... [and] there is no
formal mechanism in place to monitor the assignment, progress, and distributions of referrals." This
observation appears to confuse a complaintin the sense of a call from the public complaining
about some environmental condition and a complaint, as in a legal pleading filed with the .
court. It also appears to confuse complaints with referrals. Referrals for legal action from
agencies are, in fact, logged in and assigned to particular lawyers. The progress of thatcase
is then tracked (see point 2 below). The Bureau keeps several redundant logs of referrals, just
to be sure none are missed. In addition, cases are entered into the computer system and-can
be tracked that way. Not all referrals will lead to the filing of a (judicial) complaint. Some
referrals are for defensive action. Others can be resolved without going to court. To the
extent this observation is discussing complaints from the pubilic, itis also mistaken. The two
members of the Bureau who receive most calls from the public, and to whom such calls are
directed, maintain a log of such calls. They are reviewed by the Bureau Chief as appropriate.
To the extent complaints come in via the OAG’s Central office, the Communications Office
keeps a log.

"No formal evidence of review with bureau lawyers is retained. No formal reporis on progress are
retained." This is incorrect. First, yearly evaluations of lawyers are conducted and the
documents are maintained in Environmental Protection Bureau and Human Resource files.
Second, additional reviews of lawyers occurs within the Bureau and the Bureau keeps the
annual and semi-annual case summaries that the lawyers prepare. Third, the Bureau
maintains an Access computer system that tracks case progress. Fourth, we have regular
manager meetings to discuss cases, the managers have regular meetings with their sections
to ensure cases are progressing properly, and the Bureau meets {semi) regularly with DEC,
our primary client agency, to discuss case progress. Finally, the Bureau provided the
Auditors with multiple samples of memos prepared by Bureau attorneys summarizing their
case status.
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Consumer Evidence of case initiation approval by the Bureau Chief and evidence of |

Frauds and | periodic review of-cases by the Bureau chief is not retained. 1 {2) | E1 -
Protection —

Albany and | In the .event of discontinuance on a batch of assurances, evidence of the

New York approval signature by the Bureau Chief on-each case is not retained. ltis the |

City informal policy that the Bureau Chief signature on one assurance in a batch of

assurances is evident of review and approval of all assurances in that batch. | (2) | g2

¢

Bureau Chief Response:

“Evidence of -case initiation approval by the Bureau Chief and evidence of periodic review of-cases
by the Bureau Chief is not retained.” The Bureau Chief notes that he does not retain evidence of
approval of case initiation, as no attorney would initiate a case without prior approval.
"Evidence of periodic review of cases" is somewhat different. The Bureau does periodic case
reviews and the Deputy Bureau Chief typically takes and keeps handwritten notes during
these reviews. The Bureau Chief notes that the OAG’s policy states that all briefs and other
legal documents are to be reviewed either by the Bureau Chief or his Deputy. When the
Auditors requested written evidence that this policy was being followed, it was not available
because, although nothing goes out without the Bureau Chief’s review and approval, drafts
or written evidence of approval of the final product are not retained.

“It is the informal policy that the Bureau Chief signature on one assurance in a batch of assurances
is evident of review and approval of all assurances in that batch.” The Bureau Chief notes that the
particular “batch” referenced had nearly 20 identical assurances in a sweep of jewelry stores
selling phony 10K gold jewelry and, due to time constraints, he authorized a couple to be
signed in his absence at the time solely by the staff attorney. As he had approved the
originals and the terms of the others were identical, this signature delegation was not a true
delegation of approval authority.

Anti Trust— | A complaint log is not maintained. Complaint referrals are received via phone
New York to specific attorneys; however, there is no formal mechanism in place to monitor

City

the assignment, progress and distributions of referrals. (1) | F1

Significant changes in case status must be approved by the Depaitment
| Head of Public Advocacy. Review and approval of these actions are done
via email and verbal communication. Emails were provided to evidence
{ review, but there is no formal policy, procedure or documentation retention 2) |F2
1 process in place to outline the Bureau’s retention responsibility.

1 There is no evidence of the periodic review of open cases with the Bureau
Chief. The annual report to Eliot Spitzer is retained. £2) 1¥3

Bureau Chief Response:

"A complaint log is not maintained. Complaint referrals are received via phone to specific attorneys;
however, there is no formal mechanism inplace to monitor the assignment, progress and distributions
of referrals.” There is a “log” maintained by a Bureau secretary, however, the Bureau Chief
believes it could be more detailed. He intends to assign one of the Bureau's para-legals to
maintain a computerized spread-sheet.

"Significant changes in.case status must be approved by the Department]sic, Division] Head of Public
Advocacy. Review and approval of these actions are done via email and verbal communications.
Emails were provided 4o evidence review, but there is no formal policy, procedure or documentation
retention process in ;place to outline the Bursau's retention responsibility.” If the Auditors mean
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significant changes in case status are not evidenced by a particular form of record, which is
in turn retained in an identifiable location, that is accurate.

"There is no evidence of the periodic review of open cases with the Bureau Chief. The annual report
to Eliot Spitzer is retained.” If "periodic review" refers to more often than yearly, that is
accurate; only the annual report is retained.

{ Criminal | Approval of case initiation by the Bureau Chief or Section Chief, approvals |
Prosecutions— | for bringing the case to grand jury by the Bureau Chief or Deputy Bureau
Albany Chief, and plea negotiation approvals by the Bureau Chief or Deputy Bureau

Chief are not formally documented, therefore, there is no evidence of | +2) | G1
approval retained.

Only the latest monthly open case report is retained as evidence to support
case review. Previous open case reports are discarded. There is no formal
document retention policy in place as it relates to the maintenance of these | (2) | go
reports. |

Bureau Chief Response:

¢

“Approval of case initiation by the Bureau ‘Chief or Section Chief, approvals for bringing the case to
grand jury by the Bureau Chief or Deputy Bureau Chief, and plea negotiation approvals by the Bureau
Chief or Deputy Bureau Chief are not formally documented, therefore, there is no .evidence of
approval retained.” First, this observation should be clarified: A Deputy Bureau Chief may
approve bringing a matter to the grand jury. Second, it should be noted that this is not a large
Bureau and does not present dozens of cases to the grand jury. At a minimum these
decisions are aired between the AAG and the supervisor, and usually several supervisors
participate, that is, a Section Chief, a Deputy and the Bureau Chief. In Buffalo a senior
supervising assistant also participates in each such decision. Frequently the Division Chief
participates and at times the First Deputy to the Attorney General participates. - As these are
significant decisions, as are plea decisions, the process can generally be evidenced by
questioning the participants. Given the extensive participation, written documentation was
not necessary. ' '

“Only the latest monthly open case report is retained as evidence to support-case review. Previous
open case reports are discarded. There is no formal document retention policy in place as it relates
to the maintenance of these reports.” This statement is not accurate. The Bureau -Chief has
copies of all that have been created in recent years.

Appeals and | Documentation relating to the approval to appeal or denial of appeal is
Opinions -~ | performed primarily through the use of email or telephone discussion.
New York Therefore, evidence of the approval of the appeal decision is not retained. |
City 1(1) | H1

Bureau Chief Response:

4

"Evidence of the approval of the appeal decision is not retained.” This statement is inaccurate. In
all cases, the original (yellow sheet) of the appeal recommendation form is retained, and
copies of the forms are forwarded to Albany with comment whether the appeal was approved
or denied. This information is kept in Albany for statistical purposes. The original is retained
in New York City and was available to the Auditors.
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Civil Rights— There is no evidence of the weekly periodic review of open-cases with the
New York City | Bureau Chief.  Handwritten notes are available in-some cases. -1 1

Bureau Chief Response:

¢

“There is no evidence of the weekly periodic review of open cases with the Bureau Chief.
Handwritten notes are available in some cases.” This appears to be an accurate assessment of
the Bureau’s method of operation.

Investment | There is no evidence of review and approval of franchise and theatrical filings. >-1 A
Protection - J1
New York
City

Bureau Chief Response:

+ "There is no evidence of review and approval of franchise filings." This statement is inaccurate. The

Bureau maintains an extensive data base on franchises which is updated at the time of each
new filing. Each time the Bureau enters the filing received date, the name of the examiner, the
date any comment letters were sent out, and the date the filing was accepted by the examiner.
The Bureau’s policy is that an acceptance for filing indicates an approval. if the filing has not
yet been accepted, the database will show that too.

"There is no evidence of review and approval of theatrical filings." For theatricals there is a basic
filing system with index cards showing which filings were accepted. While we maintain in
Albany an inventory of files, only those forwarded would have been accepted. We are
instituting a change so that theatrical filings are put into a database that will show all the
necessary information.

Health

Albany

Care— | Evidence of case initiation and litigation document review is not retained. | -1 | K1
Review notes may be available.

No formal evidence of review with lawyers is retained. | K2

Bureau Chief Response:

+

"Evidence of case initiation and litigation document review is not retained. Review notes may be
available” There may be some confusion as records were reviewed in Albany and did not
always include the Bureau Chief’s records. The Bureau Chief reviews all litigation documents
and settlement documents and keeps -them in his files in New York City. On final drafts that
have been reviewed by the Division Head, the Bureau Chief notes that on the draft which
contains his comments and sign off. Once a case is initiated, it is assigned an attorney and
recorded on the Bureau’s Case Memo list, with that attorney’s initials and with milestones for
the case.

"No formal evidence of review with lawyers is retained.” If this comment refers to review of legal
documents, the Bureau Chief retains all copies of such with his comments and notes as to -
decisions made on final wording, negotiation strategy, etc. ’

Legal

Technology— | OAG’s change control policy requires that users request program-changes via | (3) | L2 |

Albany

a “Change Control Request Form”. However, users also request program
changes via email and phone call, therefore, they
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do not consistently follow procedures.

Users do not consistently sign off on acceptance of program changes or | (1) | L3
| testing to indicate approval of changes made by programmer/developers.

It is the policy of OAG that system software changes are to be tested before | (1) | L4
installation. -However, documentation of the testing and the results, issues |.
noted, and solutions are not retained.

{ Formal logs are not maintained for problems noted in daily batch processing.
Instead, the operators perform on-line monitoring of job processing. { (1) | L1
| Production problem resolution procedures are not formally documented.

Several static tables, called Reference Tables, can be updated by IT directly. | (1),
There is no logging or monitoring of direct data changes madeto these tables | {2) | L5
by programmers/developers.

Bureau Chief Response:

¢

“OAG’s change control policy requires that users request program changes via a ‘Change Control
Request Formy’. However, users also request program changes via email and phone call, therefore,
they do not consistently follow procedures.” The Change Control Request Form is used within
the Legal Technology Bureau to certify that testing has been completed and to authorize the
transfer of the program to production. It is not used by end users to request program
changes. Within recent months, a Project Request Document has been developed which
allows users to request new projects. For agency-wide applications, there is a subcommittee
of the Steering Committee which authorizes requested changes. This authorization can be
in writing (e-mail acceptable) or verbally. If verbal, a confirmation documenting the
authorization is sent. For Bureau specific applications, a user-Bureau’s designated contact
authorizes changes in writing {e-mail acceptable) or verbally. If verbal, a confirmation
documenting the authorization is sent. When necessary, the Legal Technology Bureau
assumes the responsibility of preparing written documentation in an effort to be customer
service oriented.

NB: “Root Cause 3" is not explained in the PWC draft, although it is referenced in this
section of the PWC report. '

“Users do not consistently sign off on acceptance of program changes or testing to indicate approval
of changes made by programmer/developers.” Users do approve program changes before
programs are transferred to production. If the approval is verbal, a confirmation documenting
the approval is sent. If no approval is received, changes are not moved to production.

“It is the policy of OAG that system software changes are to be tested before installation. However,
documentation of the testing and the results, issues noted, and solutions are not retained.” System
software is loaded and tested in a test environment prior to deployment into production. Any
problems, configuration changes or modifications are noted. These modifications are applied
to the production system during the implementation. The Legal Technology Bureau retains
all testing documentation.
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“Formal logs are not maintained for problems noted in daily batch processing. Instead, the operators
perform of-line monitoring of job processing. Production problem resolution procedures are not
formally.documented.” Nightly As400 jobs are checked on-line. Any problems which occur are
addressed and the jobs are completed. The Legal Technology Bureau will create daily batch

‘processing logs and note the results.

“Several static tables, called Reference Tables, -can be updated by IT directly. There is no logging
or monitoring of direct data changes made to these tables by programmers/developers.” The
reference tables include pick-lists such as states, counties, zip codes and other standardized
values. The reference tables need to be maintained centrally to ensure consistent data.
Historically, reference tables maintained by end users contain multiple variations of even
simple values, such as “New York”, “NY” or “N. Y.” as acceptable abbreviations for our state.
This makes searching and reporting cumbersome and prone to error. Entries to reference
tables used by specific applications are approved by either the application workgroup or
bureau contacts. The OAG’s current standards require that reference tables contain columns
identifying the date created, the date last modified and the user ID of the person who created
or last modified the entry. Most values from the reference tables are copied into rows in the
application tables, so that changes to the reference tables do not have a ripple effect on the
accuracy of existing records. The risk of damaging data is low, and the Legal Technology
Bureau has a way to identify the person who made the change in question. Additional
controls, while possible, would not significantly lessen the already low risk.
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PROGRAM BILL # 153

GOVERNOR'S PROGRAM BILL
1998

MEMORANDUM

' RECEIVED
MAY 05 1998

STATE OF NEW YORK

AN ACT to amend chapter 814 of the laws of 1987 amending the
state finance law and other laws relating to systems of
internal control, in relation to extending the New York State
governmental accountability, audit and internal control act; to
amend the state finance law, the executive law, the '
legislative law, the judiciary law and the public authorities
law, in relation to systems of internal control

This bill makes permanent the New York State Governmental Accountability,
Audit and Internal Control Act of 1987 (the "Act") and amends the Act to reflect current
internal control professional standards for private and public organizations.

Summary of Provision:

Effective January 1, 1999, the bill makes permanent Chapter 814 of the Laws of

1987, and:

Amends the State Finance Law to make the Act's definition of “internal
controls” consistent with that included in generally accepted auditing
standards. These standards define internal controls as the managerial
actions taken by public and private entities to ensure that resources are
managed so as to give “reasonable assurance that the organization will

achieve its mission.”

Amends the State Finance Law to update the State Comptroller's
responsibilities by specifically authorizing the Comptroller to issue internal

control audit standards.

Amends the Executive Law and the Public Authorities Law to update the
definition of internal controls and the related responsibilities of State
agencies, amends the Executive Law to delete the current requirement
that internal auditors hold exempt positions, and extends the interval
between independent audits from two to four years for the Executive
Chamber, Division of the Budget, Department of Law, and Department of

Audit and Control.
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- Amends the Legislative Law and the Judiciary Law to update the definition
of internal controls, and extends the interval between independent audits
from two to four years for the Legislature and the Judiciary.

Existing Law:

The Act, which will expire on December 31, 1998, covers over 100 State
agencies and authorities including the Executive Chamber, Division of the Budget,
Department of Audit and Control, Department of Law, the Legislature and the Judiciary.
The Act requires that covered entities maintain appropriate internal controls and review
them periodically.

Legislative History: Chapter 814 was originally enacted in 1987 and has not been
amended.

: Statement in Su

The Act established the statutory foundation for a comprehensive system of
internal controls to enhance the integrity of governmental operations. By establishing
appropriate standards, the Act has ensured that the State’s internal controls provide
reasonable oversight of State operations, and that State assets and resources are
appropriately protected and managed.

The standards set forth by the Act are among the most rigorous of those of any
states. Among other requirements, State entities must have defined controls in both
financial and programmatic areas, meet the Act’s internal control review requirements,
and undergo periodic audits by the State Comptroller. Moreover, the Act requires
audits by independent firms of the Executive Chamber, Division of the Budget,
Department of Law, Department of Audit and Control, the Legislature and the Judiciary.

To meet these statutory standards, nearly all operating organizations have
implemented effective internal controls, which have revealed and eliminated many
weaknesses. In addition, the management of 34 agencies with vulnerable operations
have appointed internal auditors and now benefit from on-going analysis of operatlng
and fiscal issues. These auditors report directly to their agency heads.

By making the Act permanent, the State will preserve and build on the progress
made during the past ten years. Continuation of these systems will pay added
dividends through better management of programs, improved accountability of agency
managers, and assurance that citizens’ tax moneys are spent in a responsible manner.

Budget implications:

This bill carries no fiscal implications for State agencies and authorities because
they already have in place the personnel and resources to fulfill their internal control

2
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responsibilities. The bill will continue on a permanent basis internal control activities
and processes which ensure that State funds and resources are used efficiently and
effectively.
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@ poncRAM BILL #1053

AN ACT to amend chapter 814 of the laws of 1987 amending the
state finance law and other laws relating to systems of
internal control, in relation to extending the New York
state governmental accountability, audit and internal
control act; to amend the state finance law, the executive
law, the legislative law, the judiciary law and the public
authorities 1law, in relation to systems of internal
control

The People of the State of New York, represented in Senate and Assem-—

bly, do enact as follows:

Section 1. Section 1 of chaptef 814 of the laws of 1987, amending the
state finance 1law and other laws relating to systems of internal
control, is amended to read as follows:

Section 1. Short title. This act shall be known and may be cited as
the "New York state governmental accountability; audit and internal
control act [of 1987]".

§ 2. Section 2-a of the state finance law, as added by chapter 814 of
the laws of 1987, is amended to read as follows:

§ 2-a. Additional definitions. As used in subdivisions two-b and
two-c of section eight of this chapter, the following terms shail have
the following meanings:

1. "Internal controls". {Internal controls encompass the plan of
organization and all of the coordinate methods and measures adopted
within an organizatiqn to safeguard its assets, check the accuracy and
reliability of its accounting data, promote operational efficiency and
encourage adherence to prescribed managerial policies. Internal controls
encompass both internal administrative controls and internal accounting

controls.

et
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2. "Internal administrative controls". The plan of organization and
procedures and records that are concerned with .the decision processes
leading to management's authorization of transactions.

3. ‘“"Internal accounting controls". The plan of organization and the
procedures and records that are concerned with the safeguarding of
assets and the reliability of financial records and consequently are
designed to provide reasonable assurance that:

a. financial transactions are executed in accordance with manage-
ment's general or specific authorization; |

b. such tranéactibns are recorded in conformity with generally
accepted accouﬁting principles or other applicable criteria and to main-
tain accountability for assets;

¢. access to assets is permitted only in accordance with management's
authorization; and

d. the recorded accountability for assets is compared with the exist-
ing assets at reasonable intervals and appropriate action is taken with

respect to any differences] Internal control, as set forth in generally

accepted standards, is the integration of the activities, plans, atti-

tudes, policies, systems, resources and efforts of the people of an

organization which, working together, provide a reasonable assurance

that the organization will achieve its mission.

(4] 2. "Internal audit". An appraisal activity established by the
management of an organization for the review of operations as a means of
assuring conformance with management policies and the effectiveness of
internal [administrative and accounting] controls, and conducted in
conformance with generally accepted standards for internal auditing.

[5] 3. "sState agency". Any state department, state university of New

York, city university of New York, board, bureau, division, commission,
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committee, council, office or other governmental entity performing a
governmental or proprietary function for the state, or any combination
thereof as provided in subdivision two of section nine hundred fifty-one
of the executive law, except any public aﬁthority or public benefit
corporation, the judiciary or the state legislature.

[6] 4. "Judiciary". The courts and court-related programs, including
the office of court administration, of the state-funded portion of the
unified court system and all components thereof as provided in subdivi-
sion two of section two hundred forty-nine-a of the judiciary law.

[7] 5. "State legislature". The legislature of the state of New York,
including all éomponents thereof as provided in subdivision two of
section ninety of the legislative law.A‘

{8] 6. "Covered authority". Any public authority or public benefit
corporation, other than a bi-state autﬁority or public benefit corpo-
ration, a majority of whose members are appointed by the governor or
serve as members bj virtue of holding state offices to which they were
appointed by the governor, or any combination thereof.

§ 3. Subdivisions 2-b and 2-c of section 8 of the state finance law,
as added by chapter 814 of the laws of 1987, are amended to read as
follows: -

2-b. For the purposes of the New York state governmental accountabil-
ity, audit and internal control act [of 1987], assist in the development
and implementation of an audit program for the state by:

a. Either as part of one or more audits, or separately, conducting
periodic audit§ of internal controls and operations of staté agencies
(other than those state agencies for which an audit is required pursuant
to sections nine hundred fifty-three and nine hundred fifty-four of the

executive law) and covered authorities. All such audits shall be
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performed in accordance with generally accepted auditing standards.
ﬁothing in the New York state governmental accountability, audit and
internal.control act [of 1987] shall be deemed to diminish or impair the
comptrolle;'s power to audit and authority to supervise‘accounts under
articles V and X of the state constitution and this chapter. The audit§
shall identify internal control weaknesses that have not been corrected
and actions that are recommended to correct these weaknessés. If any
such internﬁl contrél weaknesses are significant or material with
respect to the operations of the agency thaf is the subject of the
audit, the comptroller shall so state. The comptroiler shall make avail-
able to the public the results of any such audits.

b. Providing technical assistance to state agencies and covered
authoritiesvand, upon request, to the state legislature and the Judici-
ary in the implementation of internal audit functions, thch éhall be
consistent with generally accepted standards for internal auditing and,
upon request, interpret such standards.

2-c. Provide technical assistance, including the issuance of internal

control standards, to state agencies and covered authorities and, upon
request, to the state legislature and the judiciary in the implementa-
tion and periodic evalﬁation of internal accounting confrols, which
shall be consistent with generally aécepted standards for internal
accounting control and, upon request, interpret such standards.

s 4. Sections 950, 951, 952, 953 énd 954 of the executive law, as
added by chapter 814 of the laws of 1987, are amended to read as
follows:

§ 950. Definitions. As used in this article, the following terms shall -
have the following meanings: 1. "Internal controls®. [Internal controls

encompass the plan of’organization and all of the coordinate methods and
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measures adopted within an organization'to safeguard its assets, check
the accuracy and reliability of its accounting data, promote operational
efficiency and encourage adherence to prescribed managerial policies.
Internal controls encompass both internal administrative controls and
internal accounting controls. |

2. "Internal administrative controls". The plan of organization and
procedures and records that are concerned with the decision proceéses
leading to management's authorization of transactions.

3. "Internal accounting controls". The plan of organization and the
procedures and records that afe concerned with the safeguarding of
assets and the reliability of financial records and consequently are
designed to provide reasonable assurance that:

a. financial transactions are executed in accordance with management's
general or specific authorization;

b. such transactions are ‘recorded in conformity with generally
accepted accounting principles or other applicable criteria and to main-
tain accountability for assets;

c. access to assets is permitted only in accordance with management's
authorization; and

d. the recorded accountability for assets is compared with the exist-
ing assets at reasonable intervals and appropriate action is taken with

respect to any differences] Internél control, as set forth in generally

accepted standards, is the integration of the activities, plans, atti-

tudes, policies, systems, resources and efforts of the people of an

organization which, working together, provide a reasonable assurance

that the organization will achieve its mission.

[4] 2. “Internal ‘audit®. An appraisal activity established by the

management of an organization for the rewview of operations as a means of
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assuring conformance with management policies and the effectiveness of
internal [administrative and accounting] controls, and conducted in
conformance with generally accepted standards for internal auditing.

[5] 3. "“State agency". Any state department, state university of New
York, city university of New York, board, bureau, division, commission,
committee, council, office or other governmental éntity performing a
governmental or proprietary function for the state, or any combination
thereof as provided in subdivision two of section nine hundred fifty-one
of this article, except any public authority or public benefit corpo-
ration, the judiciary or the state legislature. |

[6] 4. "Judiciary". The courts and court-related programs, including
the office of court administration, of the state-funded portion of the
unified court system and all components thereof as provided in subdivi-
sion two of section two hundred forty-nine-a of the judiéiary'law.

[7] 5. ™"State legislatufe“. The legislature of the state of New York,
including all components thereof ds provided in subdivision two of
sectionvninety of the legislative law.

[8] 6. "Covered authority". Any public authority or public benefit
corporation, other than a bi-state authority or public benefit corpo-
ration, a majority of whose members are appointed by the governor or
serve as members by virtue of holding state offices to which they were
appointed by the governor, or any combination thereof.

§ 951. Internal control resﬁbnsibilities. 1. The head of each state
agency shal;:

a. establish and maintain for the agency guidelines for a system of
internal controls;

b. establish and maintain for the agency a system of internal controls

and a program of internal control review. The program of internal

P
A
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control review shall be designed to identify internal control weaknesses
(and], identify actions that are needed to correct these weaknesses,

monitor the implementation of necessary corrective actions and period-

ically assess the adequacy of the agency's internal controls;

c. make available to eéch officer and employee of the agency a clear
and concise statement of the generally applicable management policies
and stahdards with which the officer or employee of such agency [will]

shall be expected to comply. Such statements shall emphasize the impor-

tance of effective internal controls to the agency and the responsibil-

ity of each officer and employvee for effective internal controls;

d. designate an internal control officer, who shall report to the head

of the agency or their designee within the executive office, to imple-~
ment and review the internal control responsibilities established pursu-
ant‘to this section:

e. implement education and fraining efforts to ensure that officers
and employees within such agency have achieved adequate awareness and
understanding of internal control standards and, as appropriate, evalu-
ation techniques; and

f. periodically evaluate the need fqr an internal audit function.

2. In order to identify all state agencies and their responsibilities
for the purposes of implementing the provisions of this article, the
director of the division of the budget shall issue and, at [his] the
director's discretion, periodically revise a schedule which 1lists all
covered state agencies.

§ 952. Internal audit responsibilities. 1. The director of the divi-
sion of the budget, after reviewing the evaluation of the head of each

state agency as to the need for an internal audit function, shall issue

and, at [his] the director's discretion,. periodically revise a schedule

s
[
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-of state agencies (other than the department of audit and control and

the department of law) which are required to establish and maintain an
internal audit function. The comptroller and the attorney general or
their designees shall determine,_and périodically review such determi-
nation of, whether an internal audit function within their respective
departments is required. Establishment of such function shall be based
upon an evaluation of exposure to risk, costs and benefits of " implemen-
tation, and any other fa;tors that are determined to be relevant. The
head of each state agency listed in the budget director's schedule, and
the comptroller and the attorney general if they or their.designees 50
determine, shall establish an internal audit function which operates in
accordance with generally accepted professional standards for internal
auditing. Any such internal audit function shall be directed by an
internal auditor who shall report directly to the -head of such state
agency. Notwithstanding any other provision of law, each internal audi-
tor shall be appointed by the head of the agencf, and except in the case
of the department of audit and control and department of law; such
appointment shall be subject to the-épproval of the director of the.
budget. The position of internal auditor shall [be an exempt position]

reflect the qualifications of generally accepted auditing standards for

internal auditors. For agencies for which an independent audit is not

required pursuant to sections nine hundred fifty-three and nine hundred
fifty-four of this article, the internal audit function shall evaluate
the agency's internal controls and operations. The internal audit func-
tion shall also identify internal control weaknesses that have not been
corrected and make recomméndations to correct these weaknesses.

2. In the event the head of a state agency does not establish an

internal audit function pursuant to subdivision one of this section, he

e
L
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or she shall nevertheless establish and maintain the program of internal
control review required by section nine hundred fifty-one of this arti-
cle.

§ 953. Independent audits of the executive chamber and the division of
the budget. 1. At 1least once evéry [two] four years, the independent
certified public accountant or accountants selected pursuant to this
section shall conduct audits of the internal controls of the executive
chamber and the division of the budget, either as a single audit or
separately. Such audits shall be performed in accordance with generally
accepted aﬁditing standards and shall include a report on whether the
executive chamber and' division of the budget's internal accounting
controls and internal administrative controls are established and func-
tioning in a manner that provides reasonable assurénce that they meet
the objectives of internal controls as defined in section nine hundred
fifty of thié article. The report shall identify the internal controls
both evaluated and not evaluated and shall identify internal control
weaknesses that have not been corrected and actions that are recommended
to correct these weaknesses. If any such internal control weaknesses are
significant or material with respect to the entity, the independent
auditor shall so state. The governor and the director of the budget
shall make available to the public the results of such audits, including
any related management letters. The governor and director of the budget
and any officer or employee of the executive chamber and the division of
the budget shall make available upon request to such independent certi-
fied puﬁlic accountants all books and records relevant to such independ-
ent audits.

2. The governor and the director of the budget, either separately or

jointly, shall request proposals from independent certified public
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accountants for audits of the internal controls of the executive chamber
and the division of the budget. The requests for proposals shall include
a reference to the reqqirements for audits conducted pursuant to subdi-
vision oné of this section. The gévernor and the director of the budget
shall select such independent auditor or auditors in accordance with a
competitive procedure including an evaluation, based on quality and
price factors, of those proposals received in response to such requests
for proposals. No contract for an independent auditor may extend for
more than four years.

§ 954. Independent audits of the department of audit and control and
the department of 1law. 1. At least once every [t&o] four years, the
independent certified public accountants selected pursuant to this
section shall conduct audits of the internal contrqls of the department
of audit and control and the depaitment of law, respectively. Such
audits shall be performed in accordance with generally accepted auditing
standards and shall include a report on whether the departments' inter-
nal accounting controls and internal administrative controls are estab-
lished and functioning in a manner that provides reasonable assurance
that they meet the objectives of ipternal controls as defined in section
nine hundred fifty of this article. The report shall identify the inter-
nal controls both evaluated and nét evaluated and shall identify inter-
nal control weaknesses that have not been corrected and actions that are
recommenﬁed to correct these weaknesses. If any such internal control
weaknesses are significant or material wifh respect to such departments,
the independent auditdrs shall so state. The comptroller and the attor-
ney general shall make available to the public the results of such
audits, including any related management letters. The coﬁptroller and

attorney general and any officer or employee of such departments shall
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make available upon request to such independent certified public

accountants all books and records relevant to such independent audits.

2. The comptroller and the attorney general shall request proposals

from independent certified public accountants for audits of the internal-

controls of their respective departments. The requests for proposals
shall include a reference to the requiremeﬁts for audits conducted
pursuant to subdivision one of this section. The comptroller and attor-
ney general shall select such independent auditors in accordance with a
competitive procedure including an evaluation, based on quaiity and
price factors, of those proposals received in response to such requésts
for proPosals; No contract for an independent auditor may extend for
more than four years.

3. Whenever the compt?oller or his appointee is a member of any board,
commission, committee, council, or corporation, which constitutes a
state agency, the governing body of such board, commission, committee,
council, or corporation shall select an independent auditor for the
purposéeé of conducting audits of internal controls in accordance with
this section. |

§ 5. Sections 89 and 92 of the legislative law, as added by chapter
814 of the laws of 1987, are amended to read as follows:

§ 89. Definitions. As used in this article, the following terms shall
have the following meanings:

1. "Internal controls". [Internal controls encompass the plan of
organization and all of the coordinate methods and measures adopted
within an organization to safeguard its assets, check the accuracy and
reliability of its accounting data, promote opérational efficiency and

encourage adherence to prescribed managerial policies. Internal controls

&
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encompass both internal administrative controls and internal accounting
controls. |

2. ‘"Internal administrative controls", The plan of organization and
the procedures and records that are concerned with the "decision proc-
esses leading to management's authorization of transactions.

3. “"Internal accounting controls". The plan of organization and the
procedures and records that are concerned with the safeguarding of
assets and the reliability of financial records and consequently are
designed to provide reasonable assurance that:

a. financial transactions are executed in accordance with management's
general or specific authorization;

b. such transactions are recorded in conformity with generally
accepted accounting principles or other applicable criteria and to main-
tain accountability for assets; |

c. aécess to assets is permitted only in accordance with management's
authorization; and

d. the recorded accountability for assets is compared with the exist-
ing assets at reasonable intervals and appropriate action is taken with

respect to any differences] Internal control, as set forth in generally

accepted standards, is the integration of the activities, plans, atti-

tudes, policies, systems, resources and efforts of the people of an

organization which, working together, provide a reasonable assurance

that the organization will achieve its mission.

[4) 2. "Internal audit"“. An appraisal activity established by the
management of an organization for review of operations as a means of
assuring conformance with management policies and the effectiveness of
internal [administrative and accounting] controls, and conducted in

conformance with generally accepted standards for internal auditing.

e
s
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[5] 3. "Legislature". The legislature of the state of New York,
including all components thereof as provided in subdivision two of
section ninety of this chapter,

s 927 Independent audits. 1. At least once every [two] four years,
the independent certified public accountants selected pursuant to this
section shall conduct audits of the internal controls of each house of
the legislature. Such audits shall be performed in accordance with
generally accepted auditing standards and shall include a report on
whether the respective hoﬁse's internal accounting controls and internal
administrative controls are established and functioning in a mannerbthat
provides reasonable assurance that they meet the objectives of internal
conﬁrols as defined in section eighty-nine of this article. The report
shall identify the internal controls both evaluated and not evaluated
and shall identify internal control' weaknesses that have not been
corrected and actions that are recommended to correct these weaknesses.
If any such internal control weaknesses are significant or material with
respect to each house, the independent auditor shall so state. The
temporary president of the senate and the speaker of the assembly shall
make available to the public the results of such audits, including any
related management letters. The temporary president and the speaker and
any officer or employee of each house shall make available upon request
fo such independent certified public accountants all books and records
relevant to such independent audits.

2, The temporary president of the senate and the speaker of the
assembly shall request proposals from independent certified public
accountants for audits of the internal controls of their respective
house. The requests for éroposals shall include a reference to the

requirements for audits conducted pursuant to subdivision one of this

e

FOIL G000154-032122

000141



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

-- New York State Office of the Attorney General - :
12/10/97 -14- 60217-01-8

section. The temporary president and the speaker shall select such inde-
pendent auditors in accordance with a competitive procedure including an
evaluation, based on gquality and price factors, of those proposals
received in response to such requests for proposals. No contract for an
independent auditor may extend for more than four years.

§ 6. Sections 249 and 249~c of the judiciary law, as added by chapter
814 of the laws of 1987, are émended to read as follows:

§ 249, Definitions. As used in this article, the following terms
shall have the following meanings:

1. "“Internal controls". {[Internal controls encompass the plan of
organization and all of the coordinate methods and ﬁeasures adopted
within an organization to-safeguard its assets, check the accuracy and
reliability of its accounting data, promote operational efficiency aﬁd
encourage adherence to p;escribed managerial policies. Internal controls
encompass both internal administrative controls and internal accounting
controls.

2. "Internal administrative controls". The plan of organization and
procedures and records that are concerned with the decision processes
lgading to ﬁanagement's authorization of transactions.

3. "Internal accounting controls”. The plan pf organization and the
procedures and records that are concerned with the safeguarding of
assets and the reliability of financial —records and consequently are
designed to provide reasonable assﬁrance that:

a. financial transactions are executed in accordance with ﬁanagement's
general or specific authorization;

b. such transactions are recorded in conformity with generally
accepted accounting principles or other applicable criteria and to main-

tain accountability for assets; e
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c. access to assets is permitted only in accordance with management's
authorization; and
d. the recorded accountability for assets is compared with the exist-

ing assets at reasonable intervals and appropriate action is taken with

respect to any differences) Internal control, as set forth in generally

accepted standards, is the integration of the activities, plans, ~ atti-

tudes, policies, systems, resources and efforts of the people of an

organization which, working together, provide a reasonable assurance

that the organization will achieve its mission.

[4] 2.  “Internal audit". An appraisal activity established by the
maﬁagement of an organization for the review of operations as a means of
assuring conformance with management poiiCies and the effectiveness of
internal [administrative and accounting] controls, and conducted in
conformance with generally accepted standards for internal auditing.

[5] 3. "Judiciary". The courts and court-related programs, including
the office of court administration, of the state—funded portion of the
unified court sfstem and all components thereof as provided in subdivi-
sion two of section two hundred forty-nine-a of this article.

§ 249-c. Independent audits. 1. At least once every [two] four
years, the independent certified public accountant selected pursuant to
this section shall conduct audits of the internal controls of the judi-
ciary. Such audits shall be performed in accordance with generally
accepted auditing. standards and shall include a report on whether the
judiciary's internal accounting controls and internal administrative
controls are established and functioning in a manner that provides
reasonable assurance that they meet the objectives of internal controls
as defined in section two hundred forty-nine of this article. The

report shall identify the internal controls both evaluated and not eval-
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uated and shall identify internal control weakneéses that have not been
corrected and actions that are recommended to correct these weaknesses.
If any such internal control weaknesses are significant or material with
respect to the judiciary, the independent auditor shall so state. The
chief judge shall make available to the public the results of such
audits, inclﬁding any related management letters. The chief judge anq
any officer or employee of the judiciary shall make available upon
request to such independent certified public accountants all books and
records relevant to such indepépdent audits.

2. The chief judge shall request proposals from independent certified
public accountants for audifs of the internal controls of the judiciary.
The requests for proposals shall include a reference to the requirements
for audits conducted pursuant to subdivision one of this section. The
chief judge shall select such independent auditor in accordance with a
competitive procedure including an evaluation, based on quality and
price factors, of those proposals received in response to suéh requests
for proposals. No contract for an independent auditor may 'extend for
more than four years.

§ 7. Section$‘2930 and 2931 of the public authorities law, as amended
by.chapter 814 of the laws of 1987, are amended to read as follows:

§ 2930. Definitions. For the purposes of this title, the following
terms shall have the féllowing meanings:

1. *“"Internal controls". {Internal Acontrols encompass the plan of
organization and all of the coordinate methods and measures adopted
within an organization to safeguard its assets, check the aécuracy and
reliability of its accounting data, promote operational efficiency and

encourage adherence to prescribed managerial policies. Internal controls
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encompass both internal administ¥ative controls and internal accounting
controls.

2. "Internal administrative controls". The plan of organization and
procedures and records that are concerned with the decision processes
leading to management's authorization of transactions.

3. "Internal accounting controls". The plan of organization and the
procedures and records that are concerned with the safeguarding of
assets and the reliability of financial records and consequently are

designed to provide reasonable assurance that:

a. financial transactions are executed in accordance with management's

‘general or specific authorization:;

b. such transactions are recorded in conformity with generally
accepted accoﬁnting principles or other applicable criteria and to main-
tain accountability for assets; |

c. access to assets is permitted only in accordance with management's
authorization; and

d. the recorded accountability for assets is compafed with the exist-
ing assets at reasonable intervals and appropriate action is taken with

respect to any differences] Internal control, as set forth in generally

accepted standards, is the integration of the activities, plans, atti-

tudes, policies, systems, resources and efforts of the people of an

o;ganization which, working together, provide a reasonable assurance

that the organization will achieve its mission.

[4] 2. *"Internal audit”. An appraisal activity established by the
management of an organization for the review of operations as a means of
assuring conformity with management policies and the éffectiveness of
internal [administrative and accounting] céntrols, and conducted in

conformance with generally accepted standards for internal auditing.

e A
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[51 3. "Covered authority". Any public authority or public benefit-

corporation, -other than a bi-state authority or public benefit corpo-
ration, a majority of whose members are appointed by the governor or
serve as members by virtue of holding state offices to which they were
appointed by the governor, or any combination thereof.

§ 2931. Internal control responsibilities The governing board of each
covered authority shall: 1. establish and maintain for the authority
guidelines for a system of internal controls;

2. establish and maintain for the authority a system of internal
controls and a program of internal control review. The program of inter-
nal review shall be designed to identify internal control weaknesses
[and], identify actions that are needed to correct these weaknesses,

monitor the implementation of necessary corrective actions and period-

ically assess the adequacy of the authority's internal controls;

3. make available to each member, officer and employee a clear and
concise statement of the generally applicable managerial policies and

standards with which he or she is expected to comply. Such statements

shall emphasize the importance of effective internal controls to the

"authority and the responsibility of each member, officer and employee

fof effecfive internal controls;

4. designate an internal control officer, who shall report to the head

of the authority or their designee in the executive office, to implement

and review the internal controls responsibilities established pursuant
to this section; and

5. implement education and training efforts to ensure that members,
officers and employees have achieved adequate awareness and understand-
ing of internal control standards and, as appropriate, evaluation tech-

niques. .

e

FOIL G000154-032122

000146



10

11

12

13

14

15

16

17

18

19

20

21

22

-- New York State Office of the Attorney General -
12/10/97 -19- 60217-01-8

§ 8. Section/ié/ok chapter 814 of the laws of 1987 amending the state
finance law and other laws relating to systems of internal control, as
amended by chapter 597 of the laws of 1993, is amended to read as
follows:

§ 14. This act shall take effect immediately [and shall remain in full
force and effect until January 1, 1999 at which time this act shall be
deemea repealed, proviﬁed that sections seven, nine, ten, and eleven of
this act shall take effect April 1, 1989, and section eight of this act
shall take effect January 1, 1990, except that commencing on and after
the date on which this act shall have become a law, the state comp-
troller, state ggencies, covered authorities, the state legislature and
the Jjudiciary are authorized to take all actions necessary to implement
their respective internal control and audit responsibilfties-under such
sections of this act, and provided that paragraph a of subdivision 2-b
of section 8 of the‘state finance law, as added by section five of this
act, and subdivision 1 of section 953 and subdivision 1 of section 954
of the executive law, as added by section seven of this act, and subdi-
vision 1 of section 249-c of the judiciary law, as added by section ten
of this act, shall take effeét'April 1, 1989, and subdivision 1 of
section 92 of the legislative law, as added by gection eight of this
act, shall take effect January 1, 1990].

§ 9. This act shall take effect January 1, 1999.
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DEC 13 2808 15:21 FR PRICE WATERHSE-COOPER : TO 912126572762 P.B2-02

PRICENATERHOUSE(COPERS @

PricewaterhouseCoopers LLP
400 Campus Drive
P.O. Box 988

MIFT Flosham Park N} 07932

TalophaoadR73) 216 4000

Circle below those contro 'Tequirements mets

December 13, 2000 H‘T _ ;’::; for value (P) m
.! ] 2 ng lllstﬂmm
¥ Eh“' ”‘ﬂiﬁwuﬂty(m Callback (P)
(it .74:)",( ,{ Libang, 4, Party called:
2 ﬁqie_?tf 1; L. Telephone #;
Citibank, N.A. Yew g 'w?ﬁ“j’““ samps | Time/date:
111 Wall Street, 5® Floor 212} 537,520 2N Spames
, Caller’s initialgs
New York, NY 10043 Date: ]2 ’(ﬁ/m Daily trans,
’ (as second “P™ control only) ‘

Attn: Mary Ellen Ross
Junior Adxninistrator‘

Re:  Escrow Agreement dated 12/23/98 (the “Agreement”) by State officials (on
behalf of the Settling States), Participating Manufacturers and Citibank,

N.A. (the “Escrow Agent”)-Independent Anditor’s Disbursement Request
Dear Ms. Ross:

In accordance with Section 3 (¢) of the above referenced Agreement, please be advised
that the Escrow Agent is hereby directed to disburse to the Internal Revenue Service on
or before December 15, 2000, funds totaling $2,342,563 for the purpose of satisfying the
Escrow Fund’s 2000 fourth quarter estimated federal income tax liability. The allocation
of the estimated tax liability among the Escrow Fund's accounts is indicated on the
attached schedule.

If you have any additional questions, please call Janet Buehler at (973) 236-5770 or me at
(973) 236-3512.

Sincerely,

an Kluger Slgnature Verified
AK:tca

Attachment / OV?‘
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DEC 13 2008 11:33 FR PRICE WATERHSE-COOPER

MASTER TOBACCO SETTLEMENT AGREEMENT

TO 912126572762 P.82/82

" TAX LIABILITY ALLOCATION FOR FOURTH QUARTER
FOR THE YEAR ENDED 12/31/2000

ACCOUNT NOQ,

Year 1998 accounts
794876
794878

Year 2000 accounts
794713
794942
794943
794986
794887

TOTAL

STATENAME  TAXLIABILITY

ARKANSAS
MISSOURI

DISPUTE
ARKANSAS
MISSOURI
ARKANSAS
MISSOURI

2 P H W ¥ &

141,261
387,977

467,038
123,604
339,503
235,671
647,518

2,342,563
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DATE:

T0:

FROM:

RE:

15-Dec-00

Each Notice Party

Citibank, N.A., As Escrow Agent

Tobacco Settlement Escrow

Set forth below are the details of funds available, reinvestment of funds and residual cash for the below State Specific Non-Finality -
Accounts on December 14, 2000:

STATE
SPECIFIC NON- FNDN DISC PURCHASE
FINALITY NOTES; CUSIP # PRIGE OF FNDN DISC NTS;
ACCOUNT ACCOUNT | 313588T39 DUE LESS 12/14/00 TAX| AMOUNT TO BE | SECURITIES ON | CUSIP # 313589AL7
NAME _ NUMBER 12/14/00 RESIDUAL CASH PAYMENT REINVESTED 12/14/00 DUE 01/11/01 RESIDUAL CASH
NON FINALITY A/C {1999) ‘ '
Arkansas 794876 21,352,000.00 898.10| $ 141,251.00{ $ 21,211,647.10 | $ 21,210,722.91 |$  21,317,000.00{ § 924.19
Missouri 794878 58,654,000.00 203.59| $ 387,977.00] $ 58,266,226.59 | $ 58,266,055.84 |$  58,558,000.00 170.75
NON EINALITY 1l A/C (2000)
Arkansas 794942 | $  18,564,000.00 768.30| $ 123,604.00| § 18,441,164.30 18,440,602.70 | $  18,533,000.00 561.60
Missouri 794843 | $ 50,995,000.00 484.24 339,503.00| $ 50,655,981.24 50,655,190.35 50,909,000.00 790.89
NON FINALITY Il AJC (2000) '
Arkansas 794986 30,563,000.00 174.66 235,671.00| $ 30,327,503.66 | $ 30,327,045.25 30,479,000.00| $ 458.41
Missouri 794987 83,952,000.00 385.69|.$ 647,519.00| $ 83,304,866.69 | $ 83,304,599.32 83,722,000.00| $ 267.37
Disputed Pymts
AIC 794713 |$ 60,482,00000 | $ 677.10| $ 467,038.00| $ 60,015,639.10 | $ 60,015291.23 | $  60,316,000.00{ $ 347.87
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STATE OF NEW YORK
OFFICE OF THE ATTORNEY GENERAL

MEMORANDUM
TO: " All Budget & Fiscal Management Staff
FROM: Daniel J. Dustin  DzA
DATE: October 26, 1998
RE: 1998 Internal Control Audit

The Office of the Attorney General is required to undergo a biennial audit of its internal controls in
accordance with the New York State Governmental Accountability, Audit and Internal Control Act
of 1987. The accounting firm of PricewaterhouseCoopers was awarded the contract to perform
this year’s audit through the competitive bidding process.

The audit will begin on Monday, November 2 and will conclude on Friday, November 13. The
auditors are scheduled to be in Budget and Fiscal Management on Monday, November 2, at 9:00
a.m. to review internal control documentation. They will conclude their audit of Budget & Fiscal
Management by testing files and reconciliations during the week of November 9.

Please let me know if you have any questions.

FOIL G000154-032122 000152



-- New York State Office of the Attorney Gy}gra},r/‘, 4

FOR  PLL Brys
Y e e

The Office of the Attorney General is required to undergo a biennial audit of its internal controls
in accordance with the New York State Governmental Accountability, Audit and Internal Control
Act of 1987. The accounting firm of PricewaterhouseCoopers was awarded the contract to
perform this year’s audit through the competitive bidding process.
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Internal Control Audit-Response

“Comprehensive Formal Policies and Procedures

~ “The Office of the Attorney General implemented a bureau reorganization subsequent to the internal control

review performed April 1, 1998 through November 13, 1998. Responsibilities were reorganized, and allocated
across a new organizational model.

“The Office of the Attorney General does not have a formal policies and procedures manual to outline key
review and approval procedures, case monitoring procedures, documentation policies and procedures to
evidence review and approval, or formal-document retention policies as it relates o the aforementioned. We:
have found diversity in practice across bureaus as it relates to evidence of review and approval, document
retention and case management. Examples of observations, and oot causes are noted below:” '

Human Resources and Deputy of Administration to hire a new

Bureau Observation Root. | Reference
: ‘ Cause | to Matrix
Human | A request to fill must be approved by the Division. Head, Director of ’
Resources

- Albany employee.

Documentation to evidence approval of the request to fill is not
retained in the files consistently- for seven employees; documentation |
was not retained in the files. Email was provided to evidence review, | (1), (2) - A1
but there is no formal policy, procedure -or documentation retention |

process in place to outline the Bureau’s retention responsibility.

j Documentation (sign off) by time auditor was not maintained fbr all
time sheets uniformly as the informal policy is to perform the review | (1), (2) A2
but does require evidence of the review.

Bureau Chief Response:

¢

“A request to fill must be approved by the Division Head, Director of Human Resources and Deputy

of Administration to hire a new employee.” This observation should be revised, as the Director
of Human Rescurces does not approve requests to fill positions.

“Documentation to evidence approval of the request to fill is not retained in the files consistently- for
seven employees; documentation was not retained in the files.” This observation correctly notes
that a written procedure does not exist for the retention of documentation granting approval
to fill positions. However, it should be noted that competitive recruitment is not initiated

‘without the express approval from the appropriate level of agency authority. Although in

many instances we may have it on record, it is neither necessary nor required to retain
evidence of this approval once a position is filled.

“Documentation (sign off) by time auditor was not maintained for all time sheets uniformly as ¢he
informal policy is to perform the review but does require evidence of the review.” We do, in fact,
require that the time auditor initial or sign the sheet upon completion of the audit. While when

. the audit was initiated this was not the case with MFCU time sheets, the procedure was then
implemented. With the exception of MFCU, the perceived absence of initials was the result

of poor copies sent by fax. Better copies were subsequently secured that contained the
appropriate signatures.

Budget and Fiscal | OAG enters into contracts with expert witnesses to provide assistance in
Management litigation. The expert witnesses ate paid for the services performed.

- Bureau - OAG’s current informal-policy is that it is up to lawyer discretion whether .
Albany | -or not a retainer letter is sent {0 the expert witness, which would specify
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3

| the maximum amount to be paid for services rendered, and scope of | -
| services o be performed. As guidelines have not been -established for
what will require a contract, there will be differences in the application of
the informal policy, which includes procurement. Practice may be
inconsistent with standard procurement procedure in this instance. The | {2) | B1 -
bureau could be liable for higher fees than originally agreed upon. ’

Payroll checks in the Albany and New York City offices are-claimed bya
designated employee from each Bureau, who must sign for the checks. { {2) { B2
Only the most recent payroll is retained to evidence review.

]

Bureau Chief Response:

“As guidelines have not been established for what will require a contract there will be differences in
the application of the informal policy, which includes procurement.” This statement is not accurate.

When obtaining services which are expected to exceed $15,000, The New York State Finance

Law requires agencies to initiate a bidding process. This results in a contract in which the
.dollar amount cannot be exceeded without a formal contract amendment. Services obtained
for less than $15,000 do not require a contract, but the OAG uses a Retainer Letter specifying
a fixed dollar amount.- A copy of the OAG’s Expert Services Policy detailing these
requirements is available on the OAG’s intranet and was provided to the Auditors. .

“Practice may be inconsistent with standard procurement procedure in this instance.” In practice, the
“No Retainer Letter” option is rarely used and when used requires a written explanation. It
is reserved for cases where fixed price work (IME) is performed, or when the work will be
completed within a very brief timeframe. As indicated in the policy, the Budget and Fiscal
Management Bureau makes the final determination on whether a Retainer Letter is issued.

“The bureau could be liable for higher fees than originally agreed upon.” This statement is not
accurate, as an approved expert request form specifies the payment to which the expert is
entitled, regardless of whether a Retainer Letter is issued.

“Only the most recent payroll is retained to evidence review.” It is unclear why this statement is
included in the Auditors’ comments, as is it neither revelant nor is there a matrix reference
made to this. Additionally, pursuant to the New York State Archive and Retrieval Act, only the
latest payroll payment record must be retained. ' '

Real Property — | The Real Property Bureau- Regional Office Standard Operating Manualwas
Albany last revised on February 15, 1991. Updates to this manual are sent via

emails and memos, which are not retained or included in a centralized
location, externally or electronically. Therefore, when providing legal |
| assistance to State Agencies, there is a risk that outdated policies and
procedures may be communicated. M je

Forms used to evidence tracking of cases <‘are' not standardized. There |
| were many different forms used to achieve the same objective. - {1) | C2
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Bureau Chief Response:

2

“The Real Property Bureau- Regional Office Standard Operating Manual was lastrevised on February
15, 1991. Updates to this manual are sent via e-mails and memos, which are not retained or included
in a centralized location, externally or electronically. Therefore, when providing legal assistance to
State Agencies, there is a risk that outdated policies and procedures may be communicated.” The .
Real Property Bureau Regional Office Standard Operating Manualwas last revised in February
of 1999; perhaps the 1991 date referenced by the Auditors is a typographical error. It
incorporates all memoranda subsequently issued which supplement or modify the procedures
set forth therein.

*Forms used to evidence tracking of cases are not standardized There were many different forms
used to achieve the same objective.” This statement is perplexing, as the official tracking forms
used by the Bureau are highly standardized.

Environmental
Protection - .
New York City

A complaint logis not maintained. Complaint referrals are received via email
| and relevant environmental referrals are sent to the Bureau, however, there
is no formal mechanism in place to monitor the assngnment progress and

(1)

D1

distributions of referrals.

No formal evidence of review with bureau lawyers is retained. No formal | {2) | p2
reports on progress are retained. ' |

Bureau Chief Response:

¢

"A complaint log is not maintained. Complaint referrals are received via email ... [and] there is no
formal mechanism in place to monitor the assignment, progress, and distributions of referrals." This
observation appears to confuse a complaint in the sense of a call from the public complaining
about some environmental condition and a complaint, as in a legal pleading filed with the .
court. It also appears to confuse complaints with referrals. Referrals for legal action from -
agencies are, in fact, logged in and assigned to particular lawyers. The progress of thatcase
is then tracked (see point 2 below). The Bureau keeps several redundantlogs of referrals, just
to be sure none are missed. In addition, cases are entered into the computer system and-can
be tracked.that way. Not ail referrals will lead to the filing of a {judicial) complaint. Some
referrals are for defensive action. Others can be resolved without going to court. To the
extent this observation is discussing complaints from the public, it is also mistaken. The two
members of the Bureau who receive most calls from the public, and to whom such calls are
directed, maintain a log of such calls. They are reviewed by the Bureau Chief as appropriate.
To the extent complaints come in via the OAG’s Central office, the Communications Office
keeps a log. :

"No formal evidence of review with bureau lawyers is retained. No formal reports on progress are
retained." This is incorrect. First, yearly evaluations of lawyers are conducted and the
documents are maintained in Environmental Protection Bureau and Human Resource files.
Second, additional reviews of lawyers occurs within the Bureau and the Bureau keeps the
annual and semi-annual case summaries that the lawyers prepare. Third, the Bureau
maintains an Access computer system that tracks case progress. Fourth, we have regular
manager meetings to discuss cases, the managers have regular meetings with their sections
to ensure cases are progressing properly, and the Bureau meets {semi) regularly with DEC,
our primary client agency, to discuss case progress. Finally, the Bureau provided the
Auditors with multiple samples of memos prepared by Bureau attorneys summarizing their
case status.
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City

Consumer Evidence of case initiation approval by the Bureau Chief and -evidence of | T &

Frauds and | periodic review of cases by the Bureau chief is not retained. {2) | E1 -
Protection — .

Albany and | In the -event of dlscontlnuance on a batch of assurances, evidence of the

New York approval signature by the Bureau Chief on-each case is not retained. Itis the |

informal policy that the Bureau-Chief signature on one assurance in a batch of
assurances is evident-of review and approval of all assurances in that batch. 2) E2

L/

Bureau Chief Response:

“Evidence of-case initiation approval by the Bureau Chief and evidence of periodic review of-cases
by the Bureau Chief is not retained.” The Bureau Chief notes that he does not retain evidence of
approval of case initiation, as no attorney would initiate a case without prior approval. -
"Evidence of periodic review of cases”is somewhat different. The Bureau does periodic case
reviews and the Deputy Bureau ‘Chief typically takes and keeps handwritten notes during
these reviews. The Bureau Chief notes that the OAG'’s policy states that all briefs and other
legal documents are to be reviewed either by the Bureau Chief or his Deputy. When the
Auditors requested written evidence that this policy was being followed, it was not available
because, although nothing goes out without the Bureau Chief’s review and approval, drafts
or written evidence of approval of the final product are not retained.

“Itis the informal policy that the Bureau Chief signature on one assurance in a batch of assurances
is evident of review and approval of all assurances in that batch.” The Bureau Chief notes that the
particular “batch” referenced had nearly 20 identical assurances in a sweep of jewelry stores
selling phony 10K gold jewelry and, due to time constraints, he authorized a couple to be
signed in his absence at the time solely by the staff attorney. As he had approved the
originals and the terms of the others were identical, this signature delegation was not a true
delegation of approval authority. :

City

Anti Trust— | A complaint log is not maintained. Complaint referrals are received vie phone
New York to specific attorneys; however, there is no formal mechanism in place to monitor

the assignment, progress and distributions of referrals. (1) | F1

Significant changes in case status must be approved by the Department

| Head of Public Advocacy. Review and approval of these actions are done
| via email and verbal communication. Emails were provided to evidence _
1 review, but there is no formal policy, procedure or documentation retention {2) |¥2
1 process in place to outline the Bureau’s retention responsibility.

There is no evidence of the periodic review of open cases with the Bureau
Chief. The annual report to Eliot Spitzer is retained. » £2) 13

Bureau Chief Response:

"A complaint log is not maintained. Complaint referrals are received via phone 1o specific attorneys;
however, there is no formal mechanism in place to monitor the assignment, progress and distributions
of referrals.” There is a “log” maintained by a Bureau secretary, however, the Bureau Chief
believes it could be more detailed. He intends to a<sngn one of the Bureau's para-legals to
mamtaln a computerlzed spread-sheet.

"Significant changes incase status must be approved by the Depariment|sic, Division] Head of Public
Advocacy. Review and approval of these actions are done via email and verbal communications.
Emails were provided to evidence review, but there is no formal policy, procedure or documentation
retention process in place {o outline the Bureau's retention responsibility.” If the Auditors mean
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significant changes in case status are not evidenced by a particular form of record, which is
in turn retained in an identifiable location, that is accurate. '

¢ "Thereis no evidence of the periodic review of open cases with the Bureau Chief. The annual report
to Eliot Spitzer is retained." If "periodic review" refers to more often than yearly, that is
accurate; only the annual report is retained. '

Criminal | Approval of case initiation by the Bureau Chief or Section Chief, approvals
| Prosecutions— | for bringing the case to grand jury by the Bureau Chief or Deputy Bureau
Albany <Chief, and plea negotiation approvals by the Bureau Chief or Deputy Bureau |

Chief are not formally documented, therefore, there is no ev1dence of {{2) { G1
approval retained. : ' '

Only the latest monthly open case report is retained as evidence to support |. -
case review. Previous open case reports are discarded. There is no formal
document retention policy in place as it relates to the maintenance of these | (2) { g2
reports. S

Bureau Chief Response:

¢ “Approval of case initiation by the Bureau Chief or Section Chief, approvals for bringing the case to
grand jury by the Bureau Chief or Deputy Bureau Chief, and plea negotiation approvals by the Bureau
Chief or Deputy Bureau Chief are not formally documented, therefore, there is no evidence of
approval retained.” First, this observation should be clarified: A Deputy Bureau Chief may
approve bringing a matter to the grand jury. Second, it should be noted that this is not a large
Bureau and does not present dozens of cases to the grand jury. At a minimum these
decisions are aired between the AAG and the supervisor, and usually several supervisors
participate, that is, a Section Chief, a Deputy and the Bureau Chief. In Buffalo a senior
supervising assistant also participates in each such decision. Frequently the Division Chief
participates and at times the First Deputy to the Attorney General participates. As these are
significant decisions, as are plea decisions, the process can generally be evidenced by
questioning the partlcupants Given the extensive partlmpatlon written documentatlon was
not necessary.

4 “Only the latest monthly open case report is retained as evidence to support-case review. Previous
open case reports are discarded. There is no formal document retention policy in place as itrelates
to the maintenance of these reports.” This statement is not accurate. The Bureau Chief has
copies of all that have been created in recent years.

Appeals and | Documentation relating to the approval to appeal or denial of appeal is{ |
Opinions — | performed primarily through the use of email or telephone discussion. |-

New York | Therefore, evidence of the approval of the appeal decision is not retained. :

City , P : (1) I H

Bureau Chief Response:

¢ "Evidence of the approval of the appeal decision is not retained.” This statément is inaccurate. In
all cases, the original {yellow sheet) of the appeal recommendation form is retained, and
copies of the forms are forwarded to Albany with comment whether the appeal was approved
- ordenied. This information is kept in Albany for statistical purposes The original is retained
in New York City and was available to the Auditors.
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Civil Rights— There is no evidence of the weekly periodic review of open-cases with the
New York City | Bureau Chief. Handwritien notes are available in'some cases. -1 1N

Bureau Chief Response:

¢

“There is no evidence of the weekly periodic review of open cases with the Bureau Chief.
Handwritten notes are available in some cases.” This appears to be an accurate assessment of

the Bureau’s method of operation.

City

Investment | There is no evidence of review and approval of franchise and theatrical filings. | -1 _
Protection - ' : K|
New York ‘ .

¢

Bureau Chief Response:

"There is no evidence of review and approval of franchise filings." This statement is inaccurate. The
Bureau maintains an extensive data base on franchises which is updated.at the time of each

new filing. Each time the Bureau enters the filing received date, the name of the examiner, the

date any comment letters were sent out, and the date the filing was accepted by the examiner.
The Bureau’s policy is that an acceptance for filing indicates an approval. If the filing has not
yet been accepted, the database will show that too.

"There is no evidence of review and approval of theatrical filings." For theatricals there is a basic
filing system with index cards showing which filings were accepted. While we maintain in
Albany an inventory of files, only those forwarded would have been accepted. We are
instituting a change so that theatrical filings are put into a database that will show all the
necessary mformatnon

Health
Albany

Care- | Evidence of case initiation and litigation document review is not retalned -1 | K1
Review notes may be available.

No formal evidence of review with-lawyers is retained. ' K2

Bureau Chief Response:

¢

"Evidence of case initiation and litigation document review is not retained. Review notes may be
available” There may be some confusion as records were reviewed in Albany and did not
always include the Bureau Chief’s records. The Bureau Chief reviews all litigation documents
and settlement documents and keeps them in his files in New York City. On final drafts that

. have been reviewed by the Division Head, the Bureau Chief notes that on the draft which

contains his comments and sign off. Once a case is initiated, it is assigned an attorney and
recorded on the Bureau’s Case Memo list, with that attorney’s initials and with milestones for

the case.

" "No formal evidence of review with lawyers is retained.” If this comment refers to review of legal

. documents, the Bureau Chief retains all copies of such with his comments: and notes as to '

decisions made on final wordlng, negotiation strategy, etc.

| Legal
Albany

Technology— | OAG’s chiange control policy requires that users request program-changesvia | (3) | L2 |

a “Change Control Request Form”. However, users also request program

changes via email and phone call, therefore, they
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do not consistently follow procedures.

Users do not consistently sign off on acceptance of program changes'or 1) ] L3
testing to indicate approval of changes made by programmer/developers.’

It is the policy of OAG that system software changes are to be tested before { (1) | L4
installation. However, documentation of the testing and the results, issues |. v
noted, and solutions are not retained.

{ Formal logs are not maintained for problems noted in daily batch processing.
{ Instead, the operators perform on-line monitoring of job processing. { (1) | L1
Production problem resolution procedures are not formally documented. »

Several static tables, called Reference Tables, can be updated by IT directly. { (1), | .
There is no logging or monitoring of direct data changec madetothesetables | (2) | L5
by programmers/developers.

Bureau Chief Response:

) “*OAG’s change control policy requires that users request program changes via a ‘Change Control
Request Form’. However, users also request program changes via email and phone call, therefore,
they do not consistently follow procedures.” The Change Control Request Form is used within
the Legal Technology Bureau to certify that testing has been completed and to authorize the
transfer of the program to production. It is not used by end users to request program
changes. Within recent months, a Project Request Document has been developed which
allows users to request new projects. For agency-wide applications, there is a subcommittee
of the Steering Committee which authorizes requested changes. This authorization can be
in writing (e-mail acceptable) or verbally. If verbal, a confirmation documenting the
authorization is sent. For Bureau specific applications, a user-Bureau’s designated contact
authorizes changes in writing {(e-mail acceptable) or verbally. If verbal, a confirmation .
documenting the authorization is sent. When necessary, the Legal Technology Bureau
assumes the responsibility of preparing written documentation in an effort to be customer
service oriented.

NB: “Root Cause 3" is not explained in the PWC draft, although it is referenced in this
section of the PWC report. : .

¢ “Users do not consistently sign off on acceptance of program changes or testing to indicate approval
of changes made by programmer/developers.” Users do approve program changes before
programs are transferred to production. If the approval is verbal, a confirmation documenting
the approval is sent. If no approval is received, changes are not moved to production.

. “Itis the policy of OAG that system software changes are to be tested before installation. -However,
documentation of the testing and the results, issues noted, and solutions are not retained.” System
software is loaded and tested in a test environment prior to deployment into production. Any
problems, configuration changes or modifications are noted. These modifications are applied
to the production system during the implementation. The Legal Technology Bureau retains
all testing documentation.
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“Formal logs are not maintained for problems noted in daily batch processing. Instead, the operators
perform on-line monitoring of job processing. Production problem resolution procedures are not
formally-documented.” Nightly As400 jobs are checked on-line. Any problems which occur are
addressed and the jobs are completed. The Legal Technology Bureau will create daily batch
processing logs and note the results.

“Several static tables, called Reference Tables, can be updated by IT directly. There is no logging
or monitoring of direct data changes made to these tables by programmers/developers.” The
reference tables include pick-lists such as states, counties, zip codes and other standardized
values. The reference tables need to be maintained centrally to ensure consistent data.
Historically, reference tables maintained by end users contain multiple variations of even
simple values, such as “New York”, “NY” or “N. Y.” as acceptable abbreviations for our state.
This makes searching and reporting cumbersome and prone to error. Entries to reference
tables used by specific applications are approved by either the application workgroup or
bureau contacts. The OAG’s current standards require that reference tables contain columns
identifying the date created, the date last modified and the user ID of the person who created

* or last modified the entry. Most values from the reference tables are copied into rows in the
application tables, so that changes to the reference tables do not have a ripple effect on the
accuracy of existing records. The risk of damaging data is low, and the Legal Technology
Bureau has a way to identify the person who made the change in question. Additional
controls, while possible, would not significantly lessen the already low risk.
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